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FOREWORD

It’s been less than three decades since the first commercial handheld cellular phone 
hit the market. Costing some $3,995 and likened to a brick, it immediately gained 
a long waiting list. Price and size have come down in the intervening years and 
popularity has soared. The technology has moved from analogue to digital and the 
handsets can now do so much more than make and receive voice telephone calls.

We’ve seen the introduction of short message service (SMS), multi-media message 
service (MMS), PDA functions (address book, calendar, notes), email, browsing 
(WAP through to modern browsers), full internet access and applications. Each 
new capability has opened up additional potential exposures for users.

Modern smartphones combine elements of mobile phone, personal digital assis-
tants (PDA) and laptop into a small, easily lost or stolen, high-value device. With 
e-wallets, NFC, tablets and so on, as well as storing more and more confidential 
information as storage capacity grows, its value – and impact when lost – increases 
even more.

Phones are not the only devices we’re mobile with either. PDAs, laptops, tablets all 
add to the complexity, as does the growth in employees using their own devices and 
bringing them into the enterprise. Organisations need to cope, educate and secure.

Although manufacturers, operators, OS/application vendors and businesses try and 
control and/or secure their platforms, there are limits to what is technically possi-
ble and acceptable to users. Many people are no longer content with a device that 
cannot perform the functions or run the applications they see others use. Indeed, 
some will take exception to any level of control or security and ‘jailbreak’ or ‘unlock’ 
their devices so that they can run what they want on whatever network is available.

Whatever portable device you use, this ebook contains some useful advice to 
consider to help improve your mobile security.

Gareth Niblett
Chairman, BCS Information Security Specialist Group
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1  EQUIPPING EMPLOYEES, MAXIMISING 
POTENTIAL

 Nathan Marke, March 2011

Organisations are striving to implement supportive information and  
communications infrastructures to maximise employee collaboration, increase  
productivity and achieve efficiency savings. Equipping employees with the tools to 
work remotely and flexibly allows businesses to provide the best possible experience 
for their employees and customers whilst reducing overall IT spend, says Nathan 
Marke, 2e2’s Chief Technology Officer.

WHAT IS A ‘BETTER CONNECTED’ WORKFORCE?

The IT industry has tended to use terms such as ‘unified communications’ or 
‘unified communications and collaboration’ to define the ways in which the modern 
workforce can work together and collaborate. These abbreviations are fine, save 
that they tend to create a focus on technology rather than on people or process; 
hardly surprising given that they originate from the technical hierarchy in our IT 
organisations.

By using the term ‘better connected workforce’ we seek to draw attention to the 
ways in which technology may be used to provide a better working environment, 
one in which employees may be able to communicate via different media that are 
appropriate to the particular purpose (instant messaging for the quick, informal 
query; video conferencing for the discussion that may be enhanced by some level 
of personal contact; telepresence for the more immersive group interaction). In 
short, the better connected workforce is one that is not only equipped with the right 
tools, but one that is aware of how these tools can be used to make communication 
between individuals, groups and across organisations faster, more effective and 
more productive. The better connected workforce is thus able to be more costeffec-
tive and better placed to attain the benefits, not only of new technology, but of new 
and more flexible working patterns and structures.

‘PROSUMERISATION’

This trend is accentuated by the effects of what is becoming known as consumerisa-
tion and ‘prosumerisation’. These buzz words refer to the blurring of distinctions 
between consumer products and professional products. For example, whilst the 
iPhone would fit into the former camp and the BlackBerry into the latter, each is 
being used in the other’s territory. A further example is the use of social network-
ing products in the work environment (Twitter for marketing, Facebook for group 
updates etc.).
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As a result employees now expect to be able to replicate the efficiency and ease of 
use of home apps in the workplace and to be able to move seamlessly from home to 
work without connecting to different systems. As business applications become ever 
more web-savvy and accessible via mobile browsers, we are starting to see a move 
in IT departments towards the allocation of per capita budgets, with employees 
being able to provide (and getting support for) whatever devices they choose. There 
is a risk that this trend creates a widening information gap between the ‘haves’ and 
‘have nots’ (which is a challenge for all organisations and which mirrors a similar 
gap in society at large), but the momentum would seem to be unstoppable.

WHAT ARE THE BUSINESS DRIVERS?

There are a series of complementary drivers that are encouraging organisations 
of all sizes, both public and private, to consider how to create a better connected 
workforce. Firstly, there is the need for improved productivity; secondly, the push 
for cost effectiveness; and thirdly, the requirement to attract and retain the highest 
calibre staff. Common across these drivers is the requirement for staff to remain 
connected to business systems and be able to communicate effectively, whether 
in the office, at a remote site, at home or travelling. Work has become something 
we do, not somewhere we go. To create a better connected workforce, an organisa-
tion should implement flexible working methods, providing employees with the 
tools for the job and the systems they need to ensure the necessary training and 
support is firmly in place. These tools, which will exist in an IT infrastructure that 
is secure with highly available remote access, will include devices such as laptops, 
BlackBerries and Windows mobile devices. Additionally, there will be IP-based 
voice and video systems and flexible applications designed to operate in a mobile 
environment. The support systems will provide ongoing training, access to support 
services and the ability for staff to communicate with one another individually or 
in groups, using voice, video, email and blogs.

LOOKING FORWARD

As well as improving connectivity and flexibility, organisations are also aiming to 
achieve significant cost savings, either through major transformational programmes 
or single point solutions. These programmes increasingly demand software as a 
service (SaaS), hosted and cloud-based solutions that are more cost-effective than 
traditional in-house options and bring increased flexibility.

By investing in hosted and cloud-based solutions and equipping employees for 
flexible working, businesses are able to rationalise property estates, further reduc-
ing costs. Whichever combination of hosted, cloud-based or managed service is 
chosen, the enterprise must be able to deliver better quality service at lower cost. 
However, many organisations are still running costly legacy IT platforms, full of 
data that has become progressively less useful over time. To obtain even the most 
basic benefits from a collaborative, better connected workforce, these platforms 
need to be changed to support flexible working patterns and the applications and 
devices used for equipping employees. Businesses running old versions of Novell, 
Exchange and Notes must move to a single directory environment to provide the 
necessary platform.
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There are many examples of businesses that have made an initial investment in 
IP telephony, instant messaging, presence-based systems and enterprise portals, 
but remain at the pilot stage – despite evidence from Gartner research suggesting 
that most organisations recognise they will benefit from equipping employees with 
the tools for flexible working. If these organisations were aware that, by divert-
ing budget from redundant data storage and ageing infrastructure into new and 
innovative programmes, they could achieve an ROI of six to nine months, they 
might be more willing to move from pilot to full roll-out.

ENSURING SAFE END-USER ADOPTION

Any new technology must be supported by excellent staff training to ensure rapid 
end-user adoption – this must take place before the change so people know what to 
expect, during the change so that they are hand-held throughout the deployment 
(and their work is not affected) and after the change so they know how to access 
help and support. Equipping employees with the tools to work flexibly and when on 
the move requires security measures to be in place to reduce the risk of exposure to 
a minimum. Employees must be trained to appreciate the physical security risks 
(don’t leave the laptop on the train!) and to keep locally held data to an absolute 
minimum. Recent heavy penalties for data breaches make this a priority, as does 
the need to retain customer trust. Strong authentication and policy-based control 
over access (enforcing the use of virtual private networks (VPNs), personal firewalls 
and antivirus programs) is therefore essential. Systems must be in place to ensure 
that remote or mobile devices are updated with the latest security and operating 
system patches before they access an organisation’s system.

CONCLUSION

Organisations and enterprises that are investing in new collaboration architectures 
are showing real initiative at a time when it would be more palatable to simply 
reduce cost. By investing in the systems and tools to create a better connected 
workforce, an organisation will be able to benefit from a reduced cost base, a more 
efficient, effective and flexible working environment and the enhanced ability to 
attract and retain the best staff.
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2  CONSUMER DEVICES IN THE 
WORKPLACE: A BEST-PRACTICE 
SECURITY APPROACH

 Steve Durbin, October 2011 

There is no doubt that, as consumers, we have fallen in love with our smartphones 
and tablets. As business professionals, many of us would like to bring these con-
sumer devices into our working lives, if we haven’t done so already. However, how 
do we safely use consumer devices as business tools, asks Steve Durbin, Global Vice 
President, Information Security Forum (ISF).

Many of the most popular consumer devices were not designed originally as 
business tools and do not offer the levels of security comparable to current desktop 
and laptop computers. In addition, the way we now use these devices is blurring the 
line between personal and business usage and behaviour, another area of concern 
for businesses.

Without adequate protection, consumer devices can expose organisations to 
a number of risks, all of which open up new routes for corporate data loss and 
ways for an organisation’s reputation to be damaged. These include misuse of the 
device itself, outside exploitation of software vulnerabilities and the deployment 
and download of poorly tested, unreliable business apps. Symbian and Android 
are among the most insecure mobile operating systems (OS) and malware can find 
its way through via the OS or the apps downloaded onto the device and into the 
corporate system relatively easily.

PUTTING THE RIGHT TOOLS IN PLACE

However, by putting in place the right working practices, usage policies and 
management tools, organisations, regardless of size or type, can benefit from the 
greater flexibility, increased productivity and reduced costs that consumer devices 
can bring to the workplace, while minimising exposure to the potential risks.

Time is critical though, and businesses urgently need to formulate a response 
to this growing trend. In view of this, the ISF has worked with a number of its  
members – leading organisations round the world – to compile an objective, best 
practice focused approach to securing mobile devices.

The resulting Securing Consumer Devices report breaks down consumer device 
security into four manageable components: governance, users, devices and applica-
tions and data.

•	Governance: Without control over consumer devices, organisations have lit-
tle or no visibility of usage and penetration and poor knowledge of ownership,  
support requirements, adherence to policies or compliance. Furthermore,  
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 consumer mobile devices and apps are typically sourced from a wide variety 
of unapproved, non-corporate suppliers, with limited attention paid to service 
provision contracts.

Organisations need to create a framework for ensuring correct and consist-
ent mobile device security assurance. This involves getting an understanding of 
the extent of consumer device penetration and identifying the different device 
user groups, their requirements and the attendant risks. Organisations then 
need to agree a device provision mechanism, define policies around ownership, 
corporate access and acceptable use and identify any statutory requirements.

•	Users: Without controls over consumer device working practices, users are 
free to combine work and personal tasks and data, with the risk of working 
in unsuitable locations and exposure to loss and theft. Users can potentially 
misuse or abuse the device through jailbreaking or disabling security features. 
They might also copy data to removable storage devices or use the device for 
making inappropriate calls or for downloading and sending offensive or inap-
propriate content.

Organisations need to ensure employees are aware of what constitutes 
good working practice for mobile devices. As well as making consumer device 
security an integral part of awareness campaigns, organisations should create 
an acceptable use policy (AUP), which employees must sign. In addition, organi-
sations should consider monitoring device usage and enforcing policy through 
disciplinary or financial sanctions.

•	Devices: Without protection or management, consumer devices are exposed 
to a range of information security threats. These include: exploits by malware 
targeted at the device’s operating system or apps; unauthorised connections; 
exploitation of software vulnerabilities by malware that exposes data or causes 
unexpected behaviour; compromise or irrecoverable loss of data.

Technical solutions are needed to secure access to mobile devices and their 
contents. These include: enabling or installing functionality such as malware 
protection, firewalls and storage encryption; enforcing complex passwords; and 
enabling remote maintenance, upgrades and device wipes through a mobile 
device management (MDM) system.

•	Applications and data: Applications on consumer mobile devices are mostly 
purchased or downloaded from an app store or software vendor. Often the prov-
enance of the apps is unknown and they are unlikely to have undergone formal 
software development and testing or to be provided with proper documentation 
and upgrade regime. The apps may also lack activity reporting and logging, and 
typically provide poor data protection.

Organisations need to make sure that apps used for business and the types 
of data they are able to access or generate are appropriate and properly tested. 
This might include going as far as developing apps in-house and building an 
organisation app store. This way, apps could be thoroughly tested and secured 
against malware infection or attack. Organisations could implement data 
classification to set limits on the type of data that can be accessed or generated 
by users on consumer devices.

The trend to ‘consumerisation’ of the workplace is fast moving and organisations 
cannot afford to stand still and allow mobile device adoption to run its own course.
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USEFUL LINKS

RESEARCH AND ARTICLES

The Ponemon Institute conducts independent research on privacy, data protection 
and information security policy: www.ponemon.org

Check Point Software Technologies’ ‘Reading Room’ has a number of articles on 
security issues and management: www.checkpoint.com/securitycafe/readingroom 

NGS Secure research and white papers: www.ngssecure.com/ngssecure/research/
white-papers.aspx 

Network Box white papers: www.networkbox.com/whitepaper 

ICO guidance on the Data Protection Act 1998: www.ico.gov.uk/for_organisations/
data_protection.aspx 

Sophos Security News & Trends: www.sophos.com/en-us/security-news-trends.aspx

ORGANISATIONS

The Information Security Forum: www.securityforum.org 

Information Commissioner’s Office: www.ico.gov.uk

BCS Information Security Specialist Group www.bcs-issg.org.uk

BLOGS

Nakedsecurity: http://nakedsecurity.sophos.com 

Schneier on Security: www.schneier.com 

Security Watchdog: www.v3.co.uk/blog/security-watchdog-blog 

Andrea Simmon’s sec-UR-IT-y blog: www.bcs.org/content/conBlog/15 

Google Online Security Blog: http://googleonlinesecurity.blogspot.com/

Network Security Blog: http://www.mckeay.net/
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USEFUL LINKS

OTHER

The BCS Security Community of Expertise has produced a Security Top Tips guide, 
which can be found here www.bcs.org/category/15291

500 most common passwords: www.whatsmypass.com/the-top-500-worst- 
passwords-of-alltime
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BCS THE CHARTERED INSTITUTE FOR IT

Our mission as BCS, The Chartered Institute for IT, is to enable the information society. 
Wea promote wider social and economic progress through the advancement of informa-
tion technology science and practice. We bring together industry, academics, practition-
ers and government to share knowledge, promote new thinking, inform the design of 
new curricula, shape public policy and inform the public.

Our vision is to be a world-class organisation for IT. Our 70,000 strong membership 
includes practitioners, businesses, academics and students in the UK and internation-
ally. We deliver a range of professional development tools for practitioners and employ-
ees. A leading IT qualification body, we offer a range of widely recognised qualifications.

Further Information
BCS The Chartered Institute for IT,
First Floor, Block D,
North Star House, North Star Avenue,
Swindon, SN2 1FA, United Kingdom.
T +44 (0) 1793 417 424
F +44 (0) 1793 417 444
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