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MRI scanners are noisy, very noisy indeed. So, if ever you find yourself lying inside one 
and they ask you what music you’d like to hear, insist on one of AC/DC, Deep Purple, 
Metallica, Led Zeppelin, Guns N’ Roses or Hawkwind, because you’ll never be able to 
hear anything that’s quieter.

They say that when life throws you lemons, you should always grab Tequila and salt, 
but sometimes there’s none to hand. So, when a straightforward keyhole procedure 
turns into four-and-a-half-hour open table surgery, once you’ve come round, you think 
you’ve pulled the big handle and that all your lemons have come up together. Then they 
give you a couple of shots of liquid morphine and it all begins to feel much better. Mind-
bogglingly freaky, but much, much better.

This book is for the incredible surgeons, doctors, nurses and support staff at St 
Richard’s Hospital in Chichester, without whose amazing skill and dedication you prob-
ably wouldn’t be reading this now.
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PREFACE

Whilst conducting my research for this book, I have noted literally hundreds of cyber 
security incidents – some relatively trivial, some rather more serious. What has never 
ceased to amaze me is not that they keep happening, but that the same kinds of incident 
keep happening, and that some people do not appear to learn the lessons of others’ 
mistakes and occasionally even of their own.

In the 21st century, we are almost totally reliant upon information technology, and in par-
ticular the interconnectedness that allows us to conduct our lives more efficiently. We 
now regard access to the connected world as a basic utility along with gas, electricity and 
water; as business, commerce and government continue to place their services online, we 
have become increasingly dependent upon something that few people truly understand.

It is an unfortunate fact that when the internet was developed (originally as the 
ArpaNet1), its main purpose was to enable information to be shared freely between 
institutions conducting research for the US Department of Defense (DoD), and because it 
was essentially a closed network, security was not even considered as a requirement. A 
consequence of this is that many of the protocols used over the internet are completely 
insecure, and until recently there has been a general reluctance amongst the software 
development community to build security into protocols and applications.

That aside, many of the underlying security issues in cyberspace are caused by a lack 
of understanding of the risks of using cyberspace; by people who have not been ade-
quately trained to do their job; who have not done it correctly; or who were simply 
unaware that there was anything for them to do in the first place. These issues affect 
everybody who uses cyberspace – in their personal as well as professional lives – at 
home, whilst travelling and at work.

When electronic equipment became a commodity product in the late 1960s and early 
1970s, enthusiasts began to experiment with modifications – both to hardware and 
software – and they became known as ‘hackers’. Hacking then was a benign activity, 
intended to encourage learning and to find ways of improving the performance of elec-
tronics, but as time progressed the term began to be used by the media in a derogatory 
way for those who broke into other people’s computer resources.2

Whilst there are laws, regulations and rules regarding the protection of physical and 
information assets, there are none that apply to virtual assets within cyberspace. 
However, in the realm of cyber security, there are some clear objectives:

 y to protect the overall security of cyberspace;

 y to plan for disruptive incidents and to exercise those plans;
xvi Buy the complete book: www.bcs.org/books/cybersecurity
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 y to improve the awareness of cyberspace users;

 y to share threat and vulnerability information relating to cyberspace;

 y to address critical interdependencies within cyberspace.

Much of this work has already begun, but there is considerably more to do, and it will 
be an ongoing exercise. In July 2016, the UK’s National Crime Agency reported that the 
technical capabilities of criminal gangs are outpacing the UK’s ability to deal with their 
threat, and that there were 2.46 million cyber incidents last year, including 700,000 
cases of fraud – with the biggest threat coming from just a few hundred criminals.3

The lesson – as many a security professional will tell you – is that if a well-resourced 
attacker really wants to break into your computer, read, steal or change your informa-
tion, then they will almost certainly find a way of doing so. It may not be cheap or easy, 
it may involve using a mix of technology and human agents, but if they think it is worth 
it, you will find it very, very hard to stop them. 

In 2014, FBI Director James Comey said, ‘I am convinced that there are only two types of 
companies: those that have been hacked and those that will be. And even they are con-
verging into one category: companies that have been hacked and will be hacked again.’4

We frequently take things at face value, especially in the online world. Why?

If a stranger approached you in a street and said, ‘I can do you a really good deal’, you 
would naturally be suspicious, but put the same words online, and people are falling 
over themselves to take up the offer.

The expression, ‘If it sounds too good to be true, it probably is’, is frequently quoted in the 
online world, but it’s amazing how many people cannot bear the thought of missing out 
on the possibility of getting something for nothing, and end up getting nothing. There’s 
one born every minute.

Criminals have always preyed upon human frailty and greed and will doubtless con-
tinue to do so until the end of time, but there are simple steps we can take to reduce the 
chance of being their victims, and to make their lives so difficult that they go hunting 
elsewhere.

During the early stages of writing this book, my wife and I were visiting friends in Spain. 
The house they were renting did not have internet access, and I found myself at some-
thing of a loss, unable to verify references, look up new information, save my work to 
the cloud, catch up with the news in the UK, laugh at the daily Dilbert cartoon or check 
my email.

Fortunately, I was able to achieve some of this by using ‘free’ WiFi at bars and restau-
rants in the town but, remembering my own words, used caution in everything I did. To 
say that it was difficult coping with intermittent access to the internet and taking the 
extra precautions when using WiFi in a public place would be a gross understatement. 

Criminality does not respect national borders or trade barriers. It is too early to tell 
whether the UK’s recent referendum vote to leave the European Union (EU) will result  
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in joy or sorrow for the cyber security community – I live in hope for the former, but 
strongly suspect it could be the latter. What I believe I can say for sure is that new vul-
nerabilities will surface at frequent intervals, new threats will arise, and that the world 
of cyberspace will continue to be populated by the good, the bad and the downright ugly.

We don’t really need to know in detail how the connected world works, no more than the 
driver of a car needs to understand the workings of the internal combustion engine, but 
hopefully this book will help to make us better drivers!

WHO SHOULD READ THIS BOOK?

The straight answer to this is probably anyone who has an interest in or concerns 
about cyber security. It is aimed at both the public and private sectors and should have 
appeal to home users; students studying information security, computer science and 
other information technology-related subjects; and information security practitioners 
and their line managers, whether technical or not.

The aim is to inform the reader about the realities of cyber security, detailing the issues 
faced by both individuals and organisations, the likely targets of cyber-attacks, the vul-
nerabilities and impacts these attacks may cause, the kinds of threat and how to go 
about protecting an individual’s or organisation’s assets against cyber-attacks.

WHAT EXACTLY DO WE MEAN BY CYBER?

Since this book deals with cyber security issues, we should begin by trying to define 
‘cyber’.

The science fiction author William Gibson coined the term cyberspace in a short story 
entitled Burning Chrome5 in 1982, but did not define it until two years later in his book 
Neuromancer,6 in which he describes it thus: 

Cyberspace. A consensual hallucination experienced daily by billions of legiti-
mate operators, in every nation … a graphic representation of data from the banks 
of every computer in the human system. Unthinkable complexity. Lines of light 
ranged in the nonspace of the mind, clusters and constellations of data.

Bearing in mind that this predates the development in 1990 of the worldwide web by 
Sir Tim Berners-Lee at the European Organization for Nuclear Research (CERN) by six 
years, it is quite a startling piece of insight.

The UK Cyber Security Strategy, 20117 offers this definition: 

Cyberspace is an interactive domain made up of digital networks, that is used 
to store, modify and communicate information. It includes the Internet, but also 
the other information systems that support our businesses, infrastructure and 
services. 
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Perhaps the most meaningful definition can be found in the present-day definition of 
Cyberspace from the International Organization for Standardization (ISO) of a: 

complex environment resulting from the interaction of people, software and 
services on the Internet by means of technology devices and networks connected 
to it, which does not exist in any physical form.8

Cyber security therefore refers specifically to information security as applied to cyber-
space, and in this respect, it is slightly different from the wider concept of information 
security, which includes non-electronic information as well. It is sometimes also referred 
to as computer security or IT security. Again, the ISO standard has a simple definition 
‘preservation of confidentiality, integrity and availability of information in the Cyberspace.’

It notes that ‘In addition, other properties, such as authenticity, accountability, non- 
repudiation, and reliability can also be involved.’9

Finally, the standard defines cybercrime as: 

criminal activity where services or applications in the Cyberspace are used for or 
are the target of a crime, or where the Cyberspace is the source, tool, target, or 
place of a crime.10

OVERVIEW OF THIS BOOK

Whilst there is a logical layout to this book, although helpful, it is not necessary to read 
through it sequentially – the reader should feel free to dip in and out of chapters in any 
order they wish.

TERMINOLOGY AND DEFINITIONS

Some of the following definitions are taken from ISO/IEC 27000:2014 [1] and ISO Guide 
73:2009 [3], with some from ISO 22301:2012 [2], BS ISO/IEC TR 18044:2004 [4] and ISO/
IEC 27032:2012 [5]. A few are not defined in any standards, so I have suggested my own.

While this book was in its latter stages of production in mid-May 2017, the ‘WannaCry’ 
virus made an unwelcome appearance. Threats such as viruses and ransomware are 
covered in detail in Chapter 5 of this book, and methods of preventing and/or dealing 
with them are covered in Chapters 8 and 9.

News of the attack was not a great surprise, but the scale of it was – I had expected it to 
have a considerably wider impact, and it is to the credit of the IT and security specialists 
around the world that its spread was limited and dealt with so quickly, although a great 
many people had a thoroughly frustrating and exhausting weekend.

Let us hope that the lessons have been learned; that out-of-support software is 
replaced, patches are applied and the recommendations in this book are followed. It is 
not a question of if another attack occurs, but when; and when it does, it may well be 
far more aggressive.
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GLOSSARY

Access control The means to ensure that access to assets is authorised and restricted 
on business and security requirements. [1]

Asset Any item that has value to the organisation. [1] Assets may be tangible, such as 
network equipment, systems, etc. or intangible, such as software or intellectual prop-
erty.

Attack An attempt to destroy, expose, alter, disable, steal or gain unauthorised access 
to or make unauthorised use of an asset. [1]

Audit The systematic, independent and documented process for obtaining audit evi-
dence and evaluating it objectively to determine the extent to which the audit criteria 
are fulfilled. [1]

Authentication The provision of assurance that a claimed characteristic of an entity is 
correct. [1]

Availability Property of being accessible and useable upon demand by an authorised 
entity. [1]

Business Continuity (BC) The capability of the organisation to continue delivery of prod-
ucts and services at acceptable predefined levels following a disruptive incident. [2]

Business Impact Analysis (BIA) The process of analysing activities and the effect that a 
business disruption might have upon them. [2]

Confidentiality The property that information is not made available or disclosed to 
unauthorised individuals, entities or processes. [1]

Consequence An outcome of an event affecting objectives. [3] Consequences are also 
referred to as impacts.

Control A measure that is modifying risk. [3] Controls come in a number of forms – at 
the strategic level, they can be to accept the risk; to modify or reduce it; to avoid or 
terminate it; or to transfer or share it. At the tactical level, control choices are preventa-
tive, to stop something from happening; corrective, to fix something that has happened; 
detective, to discover when something has happened; and directive, to put processes 
and procedures into place. Finally, operational controls can be physical, such as locks 
and barriers; procedural, such as change control mechanisms; and technical, such as 
antivirus software.
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Cyber-attack Aggressive cyber action taken against people, organisations, networks, 
systems and services and which is intended to cause loss or damage.

Cyber bullying Cyber bullying or cyber harassment is simply the act of harassing or 
bullying a person or group of people using cyber-based methods such as social media, 
text messaging and the like.

Cybercrime Criminal activity where services or applications in the Cyberspace are used 
for or are the target of a crime, or where the Cyberspace is the source, tool, target, or 
place of a crime. [5]

Cyber espionage Covert surveillance activity conducted over cyberspace.

Cyber hacktivism Includes individuals or groups who may be stalking someone in an act 
of revenge for a perceived grievance, looking to expose some wrongdoing, or a business 
trying to place their competitors on the wrong foot.

Cyber security Preservation of confidentiality, integrity and availability of information 
in the Cyberspace. [5]

Cyberspace Complex environment resulting from the interaction of people, software 
and services on the internet by means of technology devices and networks connected 
to it, which does not exist in any physical form.

Cyber terrorism Includes cyber-attacks by terrorists against nation states, business 
and commerce. It may also include a terrorist group trying to turn people against their 
own government, or a nation state trying to unbalance another government. One way 
or another, it’s all just a form of terrorism designed to induce fear or to stir up hatred.

Cyber theft Theft or a fraudulent activity conducted over cyberspace.

Cyber warfare An attack on another nation state’s information or infrastructure con-
ducted over cyberspace.

Data A collection of values assigned to base measures, derived measures and/or indi-
cators. [1]

Disaster recovery (DR) A coordinated activity to enable the recovery of IT systems and 
networks due to a disruption. 

Event The occurrence or change of a particular set of circumstances. [3]

Exploit A particular form of attack that takes advantage of one or more vulnerabilities, 
and in which a tried and tested method of causing an impact is followed with some 
rigour. Exploits are similar in nature to processes, but whereas processes are generally 
benign, exploits are almost always harmful.

Hazards A source of potential harm. [3] They are frequently viewed as being natural, as 
opposed to man-made, events, including such things as severe weather and pandemics. 
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Impact An outcome of an event affecting objectives. [3] This is also referred to as con-
sequence.

Information An organised and formatted collection of data.

Information assurance The process of ensuring that data is not lost when critical events 
or incidents occur. It is generally associated with computer, cyber or IT security rather 
than the somewhat wider meaning of ‘information security’.

Information security The preservation of confidentiality, integrity and availability of 
information. [1]

Information security incident An information security incident is indicated by a single or 
a series of unwanted or unexpected information security events that have a significant 
probability of compromising business operations and threatening information security. 
[4]

Integrity Property of protecting the accuracy and completeness of assets. [1]

Level of risk The magnitude of a risk expressed in terms of the combination of conse-
quences and their likelihood. [1]

Likelihood The chance of something happening. [3] The terms likelihood and probability 
are often used interchangeably, but likelihood is a rather general term denoting a degree 
of uncertainty, whereas the term ‘probability’ has a more statistical underpinning. The 
term ‘possibility’ is generally not used, since many things are possible, but the term 
gives no indication whether or not the event is actually likely to take place.

Monitoring Determining the status of a system, a process or an activity. [2]

Non-Repudiation The ability to prove the occurrence of a claimed event or action and its 
originating entities, in order to resolve disputes about the occurrence or non-occurrence 
of the event or action and involvement of entities in the event. [1]

Objective A result to be achieved. [1]

Organisation A person or group of people that has its own functions with responsibili-
ties, authorities and relationships to achieve its objectives. [1]

Policy The intentions of an organisation as formally expressed by its top management. 
[1]

Probability The measure of the chance of occurrence expressed as a number between 
0 and 1, where 0 is impossibility and 1 is absolute certainty. [3]

Process A set of interacting activities, which transforms inputs into outputs. [1]

Resilience The adaptive capacity of an organisation in a complex and changing envi-
ronment. [3] Although this definition refers to organisations rather than to information 
assets, the definition holds true in that where an information asset is properly protected,  
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it is able to resist certain threats. However, to make an information asset fully resilient 
may be a very complex task and require several different methods of protection.

Review An activity undertaken to determine the suitability, adequacy and effectiveness 
of the subject matter to achieve established objectives. [1]

Risk The effect of uncertainty on objectives. [3] Risk is the product of consequence or 
impact and likelihood or probability, and is not the same as a threat or hazard. In the 
context of information risk management, risk is usually taken to have negative conno-
tations. In the wider context of risk however, it can also be seen in a positive light and 
referred to as ‘opportunity’.

Risk acceptance The informed decision to take a particular risk. [3] Risk acceptance (or 
risk tolerance) is the final choice in risk treatment once all other possible avenues have 
been explored. This is not the same as ignoring risks – something that should never be 
done!

Risk analysis The process to comprehend the nature of risk and to determine the level 
of risk. [3] This is the part of risk assessment where we combine the impact and the 
likelihood (or probability) of a risk to calculate the level of risk in order to plot it onto a 
risk matrix, which allows us to compare risks for their severity and to decide which are 
in most urgent need of treatment.

Risk appetite The amount and type of risk that an organisation is willing to pursue or 
retain. [3]

Risk assessment The overall process of risk identification, risk analysis and risk evalu-
ation. [3] This includes identification of the information assets and their owners; impact 
assessment; threat and vulnerability identification; likelihood assessment; risk analysis; 
production of the risk matrix; and finally risk evaluation.

Risk avoidance An informed decision not to be involved in, or to withdraw from, an activ-
ity in order not to be exposed to a particular risk. [3] Risk avoidance (or risk termination) 
is one of the four strategic options for risk treatment. Avoiding the risk should normally 
remove the risk completely, but may leave the organisation with other challenges.

Risk evaluation The process of comparing the results of risk analysis with risk criteria 
to determine whether the risk and/or its magnitude is acceptable or tolerable. [3]

Risk identification The process of finding, recognising and describing risks. [3]

Risk management The coordinated activities to direct and control an organisation with 
regard to risk. [3]

Risk matrix A graphical representation of impact versus likelihood used to assist in the 
prioritisation of risks.

Risk modification Risk modification (or risk reduction) is the process of treating risk 
by the use of controls to reduce either the consequence/impact or the likelihood/prob-
ability. Sometimes the term ‘risk treatment’ is used in this context, but risk treatment is  
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really a generic term for all four kinds of strategic control. Strangely, ISO Guide 73 does 
not attempt to define risk modification or reduction, although it does refer to it under 
the definition of ‘control’.

Risk reduction See ‘Risk modification’ above. 

Risk retention The acceptance of the potential benefit of gain, or burden of loss, from a 
particular risk. [3] Once risks have undergone the risk treatment process, there may be 
some outstanding risk that cannot be further reduced, transferred or eliminated. This 
is referred to as ‘residual risk’, and risk retention is the ongoing process of accepting 
and managing this.

Risk review The activity undertaken to determine the suitability, adequacy and effective-
ness of the subject matter to achieve established objectives. [3]

Risk sharing A form of risk treatment involving the agreed distribution of risk with other 
parties. [3]

Risk termination An informed decision not to be involved in, or to withdraw from, an 
activity in order not to be exposed to a particular risk. [3]

Risk tolerance An organisation or stakeholder’s readiness to bear the risk after risk 
treatment in order to achieve its objectives. [3]

Risk transfer Risk transfer (or risk sharing) is a form of risk treatment involving the 
agreed distribution of risk with other parties. [3] One of the strategic risk treatment 
options is to transfer the risk to or to share it with a third party. Transferring or sharing 
the risk, however, does not change ownership of the risk; it remains with the organisa-
tion itself, regardless of who else shares the risk.

Risk treatment The process to modify risk. [3] Whilst this may be technically correct, 
risk modification is just one form of risk treatment, and alternatively may involve risk 
transference or sharing, or risk avoidance or termination. 

Stakeholder A person or organisation that can affect, be affected by, or perceive them-
selves to be affected by a decision or activity. [3]

Threat The potential cause of an unwanted incident, which may result in harm to a 
system or organisation. [1] Whereas hazards are generally viewed as natural events, 
threats are usually man-made, whether accidental or deliberate, and may include such 
things as sabotage and cyber-attacks.

Threat actions The actual attacks. These are often not a single isolated event, but can 
consist of many discrete activities, involving surveillance, initial activities, testing and 
the final attacks.

Threat actor or threat agent An individual or group of individuals who actually execute 
a cyber-attack. 

Threat analysis The process of understanding the level of threat – this is referred to in 
more detail in Chapter 6 – Risk management overview.
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Threat consequences or impacts The results or impacts of a cyber-attack, which we 
deal with in Chapter 4.

Threat source A person or organisation that wishes to benefit from attacking an infor-
mation asset. Threat sources often pay or otherwise pressurise threat actors to attack 
information assets on their behalf.

Threat vectors or attack vectors Tools, techniques and mechanisms by which an 
attacker conducts the attack on their target.

Vulnerability The intrinsic properties of something resulting in susceptibility to a risk 
source that can lead to an event with a consequence. [1] Vulnerabilities or weaknesses 
in or surrounding an asset leave it open to attack from a threat or hazard. Vulnerabili-
ties come in two flavours – intrinsic vulnerabilities, which are something inherent in 
the very nature of an information asset, such as the ease of erasing information from 
magnetic media (whether accidental or deliberate), and extrinsic vulnerabilities, which 
are those that are poorly applied, such as software that is out of date due to a lack of 
patching.

Sources of standards information:

1. ISO/IEC 27000:2014 – Information technology – Security techniques – 
Information security management systems – Overview and vocabulary.

2. ISO 22301:2012 – Societal security – Business continuity management systems 
– Requirements.

3. ISO Guide 73:2009 – Risk management – Vocabulary. 
4. BS ISO/IEC TR 18044:2004 – Information technology – Security techniques – 

Information security incident management.
5. ISO/IEC 27032:2012 – Information technology – Security techniques – 

Guidelines for cybersecurity.

Note: Permission to reproduce extracts from British and ISO Standards is granted 
by the British Standards Institution (BSI).

British Standards can be obtained in PDF or hard copy formats from the BSI online 
shop: www.bsigroup.com/Shop or by contacting BSI Customer Services for hard 
copies only: Tel: +44 (0)20 8996 9001, Email: cservices@bsigroup.com
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The chapters of this book are organised as follows:

Part I – Cyber security problems

Chapter 1 – Introduction – what cyber security is all about, and a summary of the expec-
tations of individuals and organisations who would be affected by a cyber-attack.

Chapter 2 – The big issues, including privacy, security (and privacy versus security), 
confidentiality, integrity, availability, non-repudiation, big data and data aggregation and 
the likely vulnerabilities that could allow an attack to be successfully conducted. 

Chapter 3 – Cyber targets, including finance organisations, commercial businesses, 
critical infrastructure, manufacturing, academia and research organisations, industrial 
control systems and government and military targets.

Chapter 4 – Cyber vulnerabilities and impacts, including policy, process and procedure 
vulnerabilities, technical vulnerabilities, people-related vulnerabilities, physical and 
environmental vulnerabilities; personal impacts and organisational impacts.

Chapter 5 – Cyber threats, including types of attacker, types of attack, the motivations for 
and the benefits of launching an attack, the risks involved in doing so, and how attacks 
typically are conducted.

Part II – Improving cyber security

Chapter 6 – A brief overview of information risk management, including identifying 
assets, risk identification, analysis and evaluation and options for risk treatment.

Chapter 7 – The benefits of business continuity and disaster recovery.

Chapter 8 – Steps that can be taken by both individuals and corporate users to improve 
their cyber security.

Chapter 9 – Additional steps that can be taken by organisations, including cyber security 
policies and operational actions.

Chapter 10 – How users can be made aware of cyber security risks, and how training 
may be required for those more closely involved in securing the organisation.

Chapter 11 – Information sharing, including information available to assist in the manage-
ment of cyber security issues; warning, advice and reporting points (WARPs); computer 
emergency response teams (CERTs) and computer security incident response teams 
(CSIRTs); security information exchanges (SIEs) and Information Sharing and Analysis 
Centres (ISACs) and the UK’s Cyber Security Information Sharing Partnership (CiSP).

Appendices

Appendices – Lists the national and international cyber security standards, good prac-
tice guides, legislation that is relevant within the UK, information on aspects of cyber 
security training, and finally links to other relevant organisations.
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PART I
CYBER SECURITY PROBLEMS
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1 INTRODUCTION

If you spend more on coffee than on IT security, you will be hacked. What’s more, 
you deserve to be hacked.

Richard Clarke, author and former Special Advisor for Cyberspace to  
the US President

In this chapter, we will examine the fundamentals of data and information, since these 
lie at the very heart of cyber security. Although the two are frequently used inter-
changeably, it is important to understand the essential difference between the two. We 
shall also consider the wider context of cyber security, and provide an overview of the 
remainder of the book.

BACKGROUND

Anyone born after the late 1980s will have little or no concept of life before mobile 
phones and the internet. They have grown up accustomed to searching the world-wide 
web for resources; sending emails; shopping without leaving the house; listening to 
music and watching films online; keeping in touch with friends using social media and 
a hundred and one other things. If we took away their smartphones and computers, 
they would find it almost impossible to conduct what some of us will remember as a 
‘normal’ life.

Whilst many of us may have experienced difficulty with the transition from writing let-
ters, visiting the library, going to the cinema and buying records, the connected world 
remains a fact of life and is accepted as such – and it’s going to become even more 
widespread. Services will increase in capability whilst becoming more intuitive, and they 
will become faster and cheaper – future generations will accept ubiquitous connectivity 
and availability of information as the norm.

In recent years, it has become increasingly apparent that many of these services and 
applications are completely insecure, and whether by accident or design, can often leak 
our personal information, location and credentials.

This has resulted in a paradigm shift in the criminal world. The American serial bank 
robber Willie Sutton (no relation) was once quoted as saying that he robbed banks 
‘Because that’s where the money is.’ Whilst this may still be true, it is much less risky 
for a thief to steal money from a computer on the other side of the world than it is to 
break into a bank or hold up staff with a shotgun. As we shall see later in this book, it 
can also be much more lucrative.

We worry about privacy, yet we willingly give out our home address, email address and 
credit card information to a company we have never heard of in anticipation of getting 
a bargain. Most of the time we are lucky: the company turns out to be genuine and we  
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get what we paid for. But sometimes we might not be so lucky – either the offer might 
be a scam, or rather more seriously, the company’s records might be stolen, including 
the personal information we have provided, and now an unknown third party has this, 
and can use it, abuse it or sell it on.

When we hear of a new Act of Parliament in which the law appears to give the police 
and security services the unconditional right to snoop into our private lives we feel 
threatened; when we hear that the security services have used the same legislation 
to intercept communications between terrorists and have prevented an attack, we are 
encouraged. We understand that there must be such surveillance, but we don’t want it 
to apply to us – after all, we have done nothing wrong.

In 2016, the UK Office for National Statistics estimated that in the previous year there 
had been 5.1 million cases of fraud and cybercrime in England and Wales alone.1 The 
upshot of this is that most people in the UK are now far more likely to be the victims of 
cybercrime than good old-fashioned burglary.

When we purchase goods on the internet, especially software for our smartphones 
and computers, we have to accept the terms and conditions dictated by the seller, 
but do we ever read them before clicking ‘Agree’? In 2014, F-Secure, a provider of 
security software, arranged for a free WiFi network to be deployed in the Docklands 
area of London.2 Anybody wishing to use the network had to accept the terms and 
conditions, and a number of people did so, being completely unaware that they 
had committed themselves to ‘assign their first-born child to us for the duration of 
eternity’.

This so-called ‘Herod clause’ was inserted as a light-hearted way of establishing whether 
or not anyone had actually read the terms and conditions, and later an F-Secure spokes-
person said, ‘We have yet to enforce our rights under the terms and conditions but, as 
this is an experiment, we will be returning the children to their parents.’3

We assume – often wrongly – that terms and conditions will be fair and will comply with 
legitimate and reasonable trading standards, but often they are so lengthy and written 
in legalise that even if we begin to read them we soon lose interest. Of course, if you 
don’t click ‘Agree’, you can’t use the facility or the software – or maybe can only use a 
heavily cut-down version of its functionality. We download ‘apps’ for our smartphones 
and tablet computers that are designed to make our lives more fulfilling, but many of 
these use the device’s location whether they need to or not, and this data can be col-
lected, aggregated and sold on to others.

So, when things do go wrong, we must accept at least a part of the blame – after all, 
whether knowingly or unknowingly, we have given away information that can be used 
to identify us and the chance for someone else to take advantage of opportunities for 
gain at our expense.

The problem, however, is much wider than that of our own failings. Attackers will try to 
take advantage of insecure applications and web-based services to gather information 
about us, and in this case, it is the organisation that hosts the service and holds the 
information rather than the consumer that must shoulder the responsibility.
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Whilst most organisations who suffer hacking attacks fix the problem (shutting the 
stable door after the horse has bolted), some change their terms and conditions in such 
a manner as to place the onus back on the consumer in the event that their website 
contains vulnerabilities. An example of this is the cyber-attack on the toy maker V-Tech 
in December 2015, following which the company made this addition amongst others to 
its terms and conditions: 

You acknowledge and agree that any information you send or receive during your 
use of the site may not be secure and may be intercepted or later acquired by 
unauthorised parties.4

Whether this would stand up in a court of law is highly debatable, but we can all draw 
our own conclusions as to how secure we think this website is and whether or not we 
would use it again – that is if we had bothered to read the terms and conditions in the 
first place!

Failing to secure our computers, smartphones and tablets, and wilfully handing over 
our credentials to strangers is the cyber equivalent of leaving the house unlocked when 
we go on holiday, with the keys left in the car on the driveway, and we wouldn’t dream 
of doing that, would we?

The knowledge hierarchy

As a first step towards understanding the knowledge hierarchy, we begin the journey 
by collecting data – facts and figures, as shown in Figure 1.1, The journey of data. We 
then combine these to construct meaningful information that informs us and provides 
knowledge. Using this knowledge, we can make inferences and deductions, predictions 
and recommendations, resulting in meaningful decisions.

At the data level, volumes are high, but the value of each individual item of data is low. 
As we move up the scale, through information and knowledge to decision-making, the 
volumes are greatly reduced, but the value increases dramatically.

Figure 1.1 The journey of data
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Examples of the sources of data

There are so many sources of data that it would be difficult to list them all, but let’s look 
at some examples of those that would affect us in our everyday lives in the context of 
cyber security: 

 y call data records from our mobile phones that itemise who we have called, 
when, from where and for how long;

 y social networks – text and photographs from the likes of Facebook, Twitter and 
LinkedIn;

 y Global Positioning System (GPS) location recovered from mobile phones and 
photographs we have posted;

 y travel cards, such as the Oyster card used in London and the surrounding areas;

 y fitness tracking data from running shoes and body monitors;

 y number plate recognition data including data from congestion charge cameras;

 y credit and debit card transactions;

 y PayPal transactions and withdrawals from automatic teller machines (ATMs);

 y airline passenger name records and loyalty cards;

 y company ID cards, especially where used for physical access control;

 y computer device MAC addresses and IP addresses;

 y Bluetooth and wireless network (WiFi) identifiers;

 y passport scanners;

 y store loyalty cards;

 y user identification names and associated passwords.

You may be able to add considerably to this list, but just think – if someone could gain 
access to all or even a large proportion of this information, they would know a great 
deal about you, your movements, your relationships, both business and personal, your 
spending habits, your religion, sexual orientation and/or gender, political views and your 
general health.

They could also increase their store of knowledge by comparing some of your data with 
that of other people – your Facebook friends for example.

This information has value – not only to you, but also to those who might wish to make use 
of it, whether for legitimate purposes or otherwise. When we sign up for a ‘free’ service, it 
is anything but free. We are trading some of our personal information in exchange for that 
service, and once we have given it away, we have completely lost control over it.

The critical information security issues

When we consider the security of information (including the requirements of cyber 
security), there are some fundamental terms that should be understood. These begin  
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with what is often referred to as the information security triad – confidentiality, integ-
rity and availability. However, there are two additional terms – authentication and 
non-repudiation, which are now considered to be equally important. 

Confidentiality

Confidentiality is concerned with ensuring that information is neither disclosed nor 
made available to those who are not authorised to have access to it. Loss of confiden-
tiality can either be considered as an end in its own right, as in the case of the formula 
for a new drug, for example, or as a means to an end, as in the example of a password 
or PIN that gives someone access to a bank account.

In either case, the loss of confidentiality can have a profound impact on the person or 
organisation that suffers a cyber-attack.

Integrity

Integrity is concerned with securing the accuracy of information, however it’s stored or 
transmitted. Integrity involves ensuring that only authorised people can create, change 
or delete information, and is very closely linked with confidentiality, since it is usu-
ally people who have unauthorised access to information that will also cause integrity 
issues.

Integrity failures can also have a profound effect, for example the unauthorised chang-
ing of a student’s grades from a ‘fail’ to a ‘pass’, or the unauthorised changing of a 
user’s access level from ‘guest’ to ‘administrator’; changing a criminal sentence from a 
custodial sentence to a fine; altering a mortgage applicant’s credit rating; or removing 
details of previous illness from someone’s medical records.

Availability

Availability is concerned with ensuring that systems and the information stored on 
them is available for use when required, and by whatever means have been agreed. 
For example, a bank’s customers would reasonably expect to be able to access their 
accounts, either online or via telephone banking, at any time of the day or night.

Failures of availability almost invariably result in inconvenience, such as the 2012 fail-
ures of the Royal Bank of Scotland systems that left customers without access to their 
accounts and prevented many inter-bank transfers; but in extreme cases could be 
instrumental in life or death situations, for example in the case of access to a hospital 
database containing details of an unconscious patient’s allergies.

Although the above three factors have long been considered to form the ‘triad’ of infor-
mation security, the two following factors (authentication and non-repudiation) are also 
strong contenders.

Authentication

Enabling a system to identify users with a high degree of confidence is rapidly becoming 
the norm. The old-style username and password has long been considered to be insuf-
ficient to make a positive identification, so additional methods have been introduced –  
one such is so-called ‘two-factor’ authentication, in which the usual username and  
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password (something you know) are supplemented by another form of identification, 
such as a token or smartphone app that generates a time-dependent one-time random 
number (something you have) or a biometric factor such as a fingerprint or iris scan 
(something you are).

Non-repudiation

Despite the fact that someone has authorised access to a system or information, in the 
case of a breach of confidentiality, integrity or availability, they can deny having taken 
the action that resulted in the problem occurring. 

Non-repudiation is concerned with ensuring that suitably authenticated users cannot 
deny having carried out a particular action. This invariably means that a precise audit 
trail is kept of every action that the user undertakes.

It is also worth taking a little time to explain some of the more common terms that we 
frequently take for granted.

Security

Security is a term generally used to include both confidentiality and integrity, and to a 
somewhat lesser extent, availability. It implies quite simply that something is protected 
from unauthorised access or harm, but the definition really goes no further.

We feel that we, or our property, is secure when it is protected against unwanted intru-
sion, whether by the use of physical locks or by some purely electronic mechanism that 
forbids entry to those without the right keys.

Security is not only a mechanical or physical condition, but also a state of mind – an 
emotional condition.

Privacy

Privacy on the other hand, has a slightly different meaning. Whilst the same consid-
erations as security apply, privacy brings in a more personal view, in that the subject 
matter, rather than being general in scope, is much more personal to us, for example 
someone living under a repressive regime might value highly the privacy of their politi-
cal opinions.

On face value, we may think that security and privacy are very similar, and in some 
instances, they are. However, there is also a tension between the two – for example, we 
rely on the government to keep us secure, both individually and as a nation – but in order 
to do this, we may feel that they have invaded our privacy by intercepting our internet 
transactions and emails. Security can come at a cost.

This conflict of ideals is covered in the next chapter under ‘Surveillance’.

Trust

The Oxford online dictionary definition is that trust is ‘the firm belief in the reliability, 
truth or ability of someone or something’.
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Trust is rather like a raw egg. It is extremely easy to break and almost impossible to 
rebuild. We place our trust in people, organisations and systems, sometimes without 
thinking or pondering the possible consequences.

Sometimes, when trust is broken, the party responsible suffers irreparable reputational 
or financial damage, for example when an online trader ‘loses’ our credit card details 
along with those of thousands of other customers. However, on some occasions, the 
share price eventually recovers to normal or near-normal levels. 

Big data and data mining

We have heard increasing reports about big data in recent years. The term itself is not 
particularly informative, since it simply suggests large volumes of data. In fact it refers 
not only to large volumes, but also to multiple data sources and their aggregation, and 
implies both an ability and a will to sift through the records and establish trends – turn-
ing information into knowledge.

For example, one could imagine that a major supermarket chain holds big data – its 
databases contain the registration and payment details for millions of customers; tens 
of thousands of products; the combination of which customers have bought which prod-
ucts; and when, where, how much they paid and how they paid.

The value of that data to the supermarket is immense, but it is only its ability to make 
sound business use of it that will determine its eventual value to both the supermarket 
and the consumer. 

Data aggregation

Data aggregation describes the way in which big data is acquired. Some big data (as 
in the example above) has just one source, but other uses will require additional data 
sets to be included. These may be acquired directly by the organisation requiring the 
data, or if they are not available from within the organisation, they may be brought in 
from outside.

If carried out properly, data aggregation can be a very powerful tool in combining seem-
ingly unrelated data sets into one that can be used to provide a detailed profile of a 
subject. However, data aggregation is much more than simply a means of acquiring big 
data. It creates a whole set of challenges in the world of security – for example combin-
ing low classification data sources can result in a gold mine of personally identifiable 
information (PII). 

THE EXPECTATIONS OF USERS AND ORGANISATIONS

Individual users, as well as those who work for organisations, together with the organi-
sations for whom they work, all have an implicit expectation that they will not be 
impacted by the issues described above. For example, people have a right to expect that 
an organisation handling information about them will treat it in confidence, with respect 
and in accordance with the appropriate legislation such as the Data Protection Act (DPA), 
and will not allow it to be made available to those who have no entitlement to see it.

9Buy the complete book: www.bcs.org/books/cybersecurity



CYBER SECURITY

This includes the ‘selling on’ of users’ information, much of which is completely illegal. 
In January 2017, the UK’s consumer magazine Which? published an article in which 
it claimed to have been in a position to purchase personal details including names, 
addresses and credit card details from 10 legitimate ‘list broker’ firms for as little as 
£0.04 per unit. People have not only an expectation, but also a right to know that their 
personal details will not be sold on in this way.

People also have a perfectly reasonable expectation that information they access will 
be correct (integrity), and available to them when they require it (availability). Recently, 
a major retail company that operates its own credit card upgraded its systems over a 
weekend at the end of a month. The upgrade was fraught with problems, and custom-
ers were not only unable to access their account details, but also because of the scale 
of the problems were unable to contact the company’s customer service operation due 
to the high level of calls. And all this at a time when many of the credit card customers 
were trying to pay their account.

CYBER SECURITY IN THE WIDER CONTEXT

Cyber security overlaps with several other aspects of security, and Figure 1.2 shows 
these relationships pictorially:

 y Information security, which is concerned with the protection of confidentiality, 
integrity and availability in all areas of information, not just that which exists 
in cyberspace.

 y Application security, which is concerned with the introduction of controls and 
measurements to an organisation’s applications, whether software, hardware 
or information.

 y Network security, which is concerned with ensuring the protection of an 
organisation’s networks, within the organisation, between organisations and 
between the organisation and its users. Network security can also include 
server operating systems (OS) and increasingly the virtualisation layer and 
associated management systems.

 y Internet security, which is concerned with protecting the availability and 
reliability of an organisation’s internet-based services, and protecting individual 
users both at work and in their home environment.

 y Critical information infrastructure protection, which covers the cyber security 
aspects of elements of a country’s critical information infrastructure (CII) 
elements as discussed in greater detail in Chapter 3.
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INTRODUCTION

Figure 1.2 Relationship between security domains

NOTES

1. See www.ons.gov.uk/ons/rel/crime-stats/crime-statistics/year-ending-june-2015/
sty-fraud.html

2. See http://safeandsavvy.f-secure.com/2014/09/29/danger-of-public-wifi/

3. See https://fsecureconsumer.files.wordpress.com/2014/09/wi-fi-experiment_
uk_2014.pdf

4. See www.telegraph.co.uk/technology/2016/02/10/vtech-says-it-is-not-
responsible-for-security-after-hack-exposed/
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