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DEFINITIONS, STANDARDS AND  
GLOSSARY OF TERMS

It is very helpful in any context, but especially in information risk management that we 
have a common understanding of the terminology used. For example, people often refer 
to risk when they actually mean threat without perhaps realising that there is a distinct 
difference.

In this section, we shall provide definitions of all the key terms used in information risk 
management, most of which originate in ISO Guide 73:2009 Risk Management – Vocabulary.

We shall then move on to cover the main national and international standards and good 
practice guidelines used in the management of information risk, and also identify where 
the reader can obtain them.

Risk management can be significantly more effective with clear and concise definitions:

You can’t effectively and consistently manage what you can’t measure, and you 
can’t measure what you haven’t defined. (The Open Group Standard, Risk Taxonomy 
(O-RT), Version 2.0, October 2013)

Let us begin though, by taking a very high-level view of the information risk management 
concepts and relationships between them.

Figure 0.1 illustrates the interrelationships between seven key areas of information risk 
management. We will expand on the individual concepts in due course, but for now it 
is worthwhile keeping this picture in mind as we work through the remaining chapters 
of this book.

DEFINITIONS

Asset – ‘any item that has value to the organisation’ (ISO/IEC 27000:2012). Assets can be 
tangible, such as buildings, systems, people or information, or intangible, such as brand 
or reputation. Intellectual property (IP) is also an asset and results from the expression 
of an idea. IP might be a patent, trademark, copyright, design right, registered design, 
technical or commercial information. Bizarrely, although IP can be owned, bought and 
sold, information per se is not considered ‘property’ in the strictest sense of UK law.

Attack – ‘an aggressive action against a person, an organisation or an asset intended 
to cause damage or loss’ (ISO/IEC 27000:2014). An attack can be a simple event, such  
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DEFINITIONS AND GLOSSARY OF TERMS

Figure 0.1 Concepts and relationships
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as an attempt to break into a computer system, or a more complex event such as a 
distributed denial of service (DDoS) attack in which multiple systems mount an attack on 
an information asset. Attacks differ slightly from threats and hazards in that attacks are 
something that actually happen, whereas threats and hazards only have the potential to 
cause harm. An attacker is therefore someone who deliberately sets out to cause harm. 
See also exploit.

Communication and consultation – ‘the continual and iterative processes that an 
organisation conducts to provide, share or obtain information, and to engage in dialogue 
with stakeholders regarding the management of risk’ (ISO Guide 73:2009). Such dialogue 
will be with internal stakeholders, such as senior managers and staff involved in managing 
information, and also external stakeholders such as outsourcing organisations.

Communication and consultation must happen continuously throughout the lifecycle 
(and beyond) of an information risk management project or programme of work, 
and must never be viewed as a one-off exercise; and it should be remembered that 
communication and consultation is a two-way process.

Consequence or impact – ‘an outcome of an event affecting objectives’ (ISO Guide 
73:2009). The two terms are both widely used and are completely interchangeable. 
Consequences and impacts may be direct, for example the loss of a building due to a 
fire, or indirect, such as the fine imposed for a breach of the Data Protection Act.

Also, there are primary impacts, such as the loss of revenue when a system fails, and 
secondary impacts such as the overtime payments to staff for working extra hours to 
repair or replace such a system.
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DEFINITIONS AND GLOSSARY OF TERMS

As we shall see later in this book, consequences and impact may be described in a 
qualitative or a quantitative manner. Qualitative descriptions are generally in the form 
of ‘trivial’, ‘minor’, ‘major’, ‘severe’ or ‘critical’, but unless they are based on some form 
of numerical value, do not really provide an insightful assessment of the grim reality.

Quantitative descriptions are much easier to understand and provide a firm basis 
for comparison and assessment, but are generally much harder to predict with any 
accuracy unless very detailed analysis is carried out, which can be time consuming.

In practice, the best balance can usually be obtained by providing a quantitative rating 
for a qualitative term, for example: between £1 million and £10 million represents 
‘severe’, which allows a greater degree of subjectivity whilst anchoring the assessment 
in numeric terms. This is sometimes referred to as a semi-quantitative measure.

Context establishment – ‘defining the external and internal parameters to be taken 
into account when managing risk, and setting the scope and risk criteria for the risk 
management policy’ (ISO Guide 73:2009). This is discussed in greater detail in Chapter 3.

Control – ‘a measure that is modifying risk’ (ISO Guide 73:2009). Controls can be 
strategic, tactical or operational. Strategic controls are very high level, such as risk 
avoidance, transfer, reduction and acceptance. Tactical controls determine a general 
course of action, such as detective, preventative, corrective and directive Operational 
controls determine the actual treatment, such as technical or logical, procedural or 
people and physical or environmental.

Cyber security refers specifically to information security as applied to computers, tablet 
computers, smartphones, computer networks (both public and private) and the wider 
Internet. In this respect it is slightly different from the wider area of information security, 
which includes non-electronic information as well. Cyber security is sometimes also 
referred to as computer security or IT security.

Disruption – this term is generally applied to events or incidents that interfere 
with normal business operations and have a detrimental impact on information or 
information processing.

Estimation – it is almost impossible to predict either the impact or the likelihood of a 
threat arising with any degree of accuracy or certainty, so almost all risk assessments 
are carried out on the basis of estimation. Estimates can be refined and improved over 
time, and with the hindsight of real events they may even become quite accurate, but 
initially they will always be little more than an educated guess.

Event – ‘the occurrence or change of a particular set of circumstances’ (ISO Guide 
73:2009). Sometimes these are referred to as incidents, and whilst there are similarities, 
there needs to be a differentiation between the various types of change of circumstances.

In terms of information risk, events can vary considerably in scale and severity from 
so-called ‘glitches’, lasting perhaps a fraction of a second, through to major incidents 
that can affect the organisation for weeks or months. In order to place events in a 
clearer descriptive context, examples are provided in Chapter 4.
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Exploit – an exploit is a particular form of attack in which a tried and tested method of 
causing impact is followed with some rigour. Exploits are similar in nature to processes, 
but whereas processes are generally benign, exploits are almost always harmful.

External context – ‘the external environment in which the organisation seeks to achieve 
its objectives’ (ISO Guide 73:2009). Again, as the name suggests, the external context 
takes in factors outside the bounds of the organisation. This is discussed in greater 
detail in Chapter 3.

Frequency – ‘the number of events or outcomes per defined unit of time. Note: Frequency 
can be applied to past events or to potential future events, where it can be used as a 
measure of likelihood or probability’ (ISO Guide 73:2009). Most real-world events are 
not precisely regular in occurrence – the tides and phases of the moon being obvious 
exceptions– and so any statements of frequency are only really estimates and cannot 
be relied upon for accuracy.

Hazard – ‘a source of potential harm’ (ISO Guide 73:2009). Hazards are generally seen 
as natural (as opposed to manufactured) events, such as flooding, hurricanes or ice 
storms. See also Threats.

Information assurance – is the process of ensuring that data is not lost when critical 
events or incidents occur. It is generally associated with computer, cyber or IT security 
rather than the somewhat wider meaning of ‘information security’.

Information security – is the practice of protecting information from unauthorised 
access, use, disclosure, disruption, modification or destruction. Information security 
encompasses both physical and electronic information.

Internal context – ‘the internal environment in which the organisation seeks to achieve 
its objectives’ (ISO Guide 73:2009). As the name suggests, the internal context is that 
which exists within the organisation itself. This is discussed in greater detail in Chapter 3.

Likelihood – ‘the chance of something happening’ (ISO Guide 73:2009). The terms 
‘likelihood’ and ‘probability’ are often used interchangeably, but likelihood is a rather 
general or qualitative term denoting a degree of uncertainty, whereas the quantitative 
term, probability, has a more statistical underpinning. The term ‘possibility’ is generally 
not used, since many things are possible, and the term gives no indication whether or 
not the event is actually likely to take place.

Probability – ‘the measure of the chance of occurrence expressed as a number between 
zero and one, where zero is impossibility and one is absolute certainty’ (ISO Guide 
73:2009). Probability is often expressed as a percentage, and being a quantitative term, 
is able to express the chance of something happening with a greater degree of accuracy. 
See also Likelihood.

Processes and procedures – many organisations do not think of processes as being 
information assets, but as they are documented in some way and often refer to the use 
or production of information, they can be considered as intangible assets. Processes 
detail how to go about achieving a goal or objective. Procedures, which are a subset of 
processes, explain how to conduct the individual steps within processes, and therefore 
take on the same status as intangible assets.
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Qualitative risk assessments – these are subjective in nature, and are generally 
expressed in verbal terms such as ‘high’, ‘medium’ and ‘low’. This is not an ideal state 
of affairs, as it renders risk assessments unreliable, and should be grounded in more 
rigorously. This is discussed in greater detail in Chapter 4.

Quantitative risk assessment – these are objective in nature and are generally 
expressed in numerical terms, such as financial values, percentages and so on. Whilst 
these provide a more accurate measurement of risk, they are usually more time 
consuming to undertake. They are discussed in greater detail in Chapter 4.

Residual risk – ‘the risk remaining after risk treatment’ (ISO Guide 73:2009). Once all 
other risk treatment options have been explored, it is often the case that some (usually 
small) risk remains. It is normal to accept or tolerate this, since further treatment might 
either have no effect, or might be prohibitively expensive. Because residual risks are 
often very small, they are occasionally (incorrectly) overlooked.

Resilience – the ‘adaptive capacity of an organisation in a complex and changing 
environment’ (ISO Guide 73:2009). Although this definition refers to organisations rather 
than to information assets, the definition holds true, in that where an information asset 
is properly protected, it is able to resist certain threats. However, to make an information 
asset fully resilient may be a very complex task and require several different methods 
of protection.

Risk – ‘the effect of uncertainty on objectives’ (ISO Guide 73:2009). Risk is the product 
of consequence or impact and likelihood or probability, and is not the same as a threat 
or hazard. In the context of information risk management, risk is usually taken to have 
negative connotations. In the wider context of risk, however, it can also bee seen in a 
positive light and referred to as ‘opportunity’.

Risk acceptance or risk tolerance – ‘the informed decision to take a particular risk’ (ISO 
Guide 73:2009). Risk acceptance or tolerance is the final choice in risk treatment once 
all other possible avenues have been explored. This is not the same as ignoring risks – 
something that should never be done.

Risk aggregation – ‘the combination of a number of risks into one risk to develop a more 
complete understanding of the overall risk’ (ISO Guide 73:2009). Where a number of risks 
exist in a certain area, it may be possible to treat them all with one or more controls 
rather than treating them individually. Therefore, for the purposes of risk management, 
they can be grouped together or aggregated in order to save time and effort.

Risk analysis – ‘the process to comprehend the nature of risk and to determine the 
level of risk’ (ISO Guide 73:2009). This is the part where we combine the impact and the 
likelihood (or probability) to calculate the level of risk and to plot it onto a risk matrix, 
which allows us to compare risks for their severity and to decide which are in greatest 
need of treatment.

Risk appetite – ‘the amount and type of risk that an organisation is willing to pursue 
or retain’ (ISO Guide 73:2009). Organisations will have differing levels of risk appetite 
for different types of information; and different types of organisation will have vastly 
differing levels of risk appetite, depending on their sector.
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Risk assessment – ‘the overall process of risk identification, risk analysis and risk 
evaluation’ (ISO Guide 73:2009). It includes identification of the information assets and 
their owners; impact assessment; threat and vulnerability identification; likelihood 
assessment; risk analysis; production of the risk matrix; and, finally, risk evaluation.

Risk avoidance or risk termination – ‘an informed decision not to be involved in, or to 
withdraw from, an activity in order not to be exposed to a particular risk’ (ISO Guide 
73:2009). This is one of the four strategic options for risk treatment. Avoiding the risk 
should normally remove the risk completely, but may leave the organisation with other 
challenges.

Risk criteria – ‘the terms of reference against which the significance of a risk is evaluated’ 
(ISO Guide 73:2009). Risk criteria will include such things as impact, likelihood, proximity 
and risk appetite.

Risk evaluation – ‘the process of comparing the results of risk analysis with risk criteria 
to determine whether the risk and/or its magnitude is acceptable or tolerable’ (ISO 
Guide 73:2009). This is the final stage in the risk assessment process, in which all risks 
plotted onto the risk matrix are evaluated against a set of criteria in order to decide 
which should receive the highest priority for treatment.

Risk identification – ‘the process of finding, recognising and describing risks’ (ISO Guide 
73:2009). Risk identification includes the identification risk sources, events, their causes 
and the possible consequences to the information assets.

Risk management – ‘coordinated activities to direct and control an organisation with 
regard to risk’ (ISO Guide 73:2009). Risk management is the identification, assessment 
and prioritisation of risks (defined in ISO 31000 as the effect of uncertainty on objectives, 
whether positive or negative) followed by coordinated and economical application of 
resources to minimise, monitor and control the probability and/or impact of unfortunate 
events or to maximise the realisation of opportunities.

Risk modification or risk reduction – the process of treating risk by the use of controls 
to reduce either the consequence/impact or the likelihood/probability. Sometimes the 
term ‘risk treatment’ is used in this context, but risk treatment is really a generic term 
for all four kinds of strategic control. Strangely, ISO Guide 73 does not attempt to define 
risk modification or reduction, although it does refer to it under the definition of ‘control’.

Risk monitoring – ‘the continual checking, supervising, critically observing or 
determining the status in order to identify change from the performance level required 
or expected’ (ISO Guide 73:2009). This is an ongoing process to ensure that risks 
that change over time – whether for the better or the worse – are reviewed and that 
appropriate action is taken.

Risk proximity – how far away in time the risk will occur (if it materialises). It can 
also mean: when will the risk occur? Whilst there does not appear to be a Standards 
definition for risk proximity, it remains a vital element of the risk assessment process, 
since those risks that could manifest themselves sooner will probably require attention 
before those that are further away in time. Risk proximity is one of the criteria against 
which risks are evaluated.
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Risk register – ‘a record of information about identified risks’ (ISO Guide 73:2009). 
Simple risk registers are often maintained as a spreadsheet, whilst more complex 
registers may use a proprietary software package capable not only of recording the 
information but also of carrying out some analysis or evaluation.

Risk retention – ‘the acceptance of the potential benefit of gain, or burden of loss, from 
a particular risk’ (ISO Guide 73:2009). Once risks have undergone the risk treatment 
process, there may be some outstanding risk that cannot be further reduced, transferred 
or eliminated. This is referred to as ‘residual risk’, and risk retention is the ongoing 
process of managing this.

Risk review – ‘the activity undertaken to determine the suitability, adequacy and 
effectiveness of the subject matter to achieve established objectives’ (ISO Guide 
73:2009). Risk reviews capture not only that of the risks and their treatments, but also 
the whole process by which risk management is undertaken, the status of information 
assets and the organisation’s risk appetite.

Risk tolerance – ‘an organisation or stakeholder’s readiness to bear the risk after 
risk treatment in order to achieve its objectives’ (ISO Guide 73:2009). Risk tolerance is 
sometimes also viewed as being the same as risk acceptance. The difference is that risk 
acceptance takes place when no other form of risk treatment is suitable, whereas risk 
tolerance takes place after other forms of risk treatment have taken place, and there is 
some residual risk.

Risk transference or risk sharing – ‘a form of risk treatment involving the agreed 
distribution of risk with other parties’ (ISO Guide 73:2009). One of the risk treatment 
options is to transfer the risk to or to share it with a third party. Transferring or sharing 
the risk, however, does not change ownership of the risk, which remains with the 
organisation itself, regardless of who else shares the risk.

Risk treatment – ‘the process to modify risk’ (ISO Guide 73:2009). Whilst this may be 
technically correct, treatment may alternatively involve risk transference or sharing, or 
risk avoidance or termination. Risk modification or reduction is generally viewed as one 
of the methods of treating risk.

Stakeholder – ‘a person or organisation that can affect, be affected by, or perceive 
themselves to be affected by a decision or activity’ (ISO Guide 73:2009). Stakeholders 
may be people within or outside the organisation, including customers, suppliers or 
Government.

Threat – ‘a potential cause of an unwanted incident, which may result in harm to a 
system or organisation’ (ISO/IEC 27000:2014). ISO Guide 73 defines ‘hazards’, but does 
not refer to threats. Whilst hazards are generally viewed as natural events, threats are 
usually manufactured, whether accidental or deliberate.

Threat actors and threat sources – a threat source is a person or organisation that 
wishes to benefit from attacking an information asset. A threat actor is a person or 
organisation that actually mounts the attack. Threat sources often pressurise threat 
actors to attack information assets on their behalf.
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Threat vectors – the method or mechanism by which an attack is launched against an 
information asset.

Uncertainty – ‘this is the state, even partial, of deficiency of information related to, 
understanding or knowledge of, an event, its consequence, or likelihood’ (ISO Guide 
73:2009). Whilst not an actual term defined in the Guide, uncertainty is explained in a note 
below the definition of risk. Uncertainty goes hand-in-hand with estimation, meaning that 
many of our assessments will be subject to a greater or lesser degree of uncertainty. In 
some cases, uncertainty increases as a possible event’s proximity decreases.

Vulnerability – ‘the intrinsic properties of something resulting in susceptibility 
to a risk source that can lead to an event with a consequence’ (ISO Guide 73:2009). 
Vulnerabilities or weaknesses in or surrounding an asset leave it open to attack from 
a threat or hazard. Vulnerabilities come in two flavours: intrinsic vulnerabilities, which 
are something inherent in the very nature of an information asset, such as the ease 
of erasing information from magnetic media (whether accidental or deliberate); and 
extrinsic vulnerabilities are those that are poorly applied, such as software that is  
out-of-date due to a lack of patching.

INFORMATION RISK MANAGEMENT STANDARDS

There are a number of useful standards and guidelines available to risk management 
practitioners. Unfortunately, the BS, ISO and AS/NZS standards can only be purchased, 
although members of BSI enjoy a discount on many standards. The NIST and CNSS 
standards are free to download.

The following list includes only the most relevant standards. For a fuller list of all related 
standards, please see Appendix H.

British Standards Institute (BSI)

https://bsol.bsigroup.com

BS 7799-3:2006 Information security management systems – Guidelines for information 
security risk management

BS 31100:2011 Risk management – Code of practice and guidance for the implementation 
of BS ISO 31000

International Standards Organisation (ISO)

http://www.iso.org/iso/home/standards.htm

ISO Guide 73:2009 Risk management – Vocabulary

ISO/IEC 27000:2014 Information technology – Security techniques – Information security 
management systems – Overview and vocabulary
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ISO/IEC 27001:2013 Information technology – Security techniques – Information Security 
Management Systems – Requirements

ISO/IEC 27002:2013 Information technology – Security techniques – Code of practice for 
information security management

ISO/IEC 27005:2011 Information technology – Security techniques – Information security 
risk management

ISO 31000:2009 Risk management – Principles and guidelines

IEC 31010:2009 Risk management – Risk assessment techniques

US National Institute of Standards and Technology

http://csrc.nist.gov/publications/PubsSPs.html

NIST SP 800-30 Revision 1, September 2012 Guide for conducting risk assessments

US Committee on National Security Systems (CNSS)

http://www.ncix.gov/publications/policy/

CNSS Instruction No. 4009 26 April 2010 National information assurance (IA) glossary

Australia/New Zealand Standards

http://www.standards.org.au

AS/NZS 4360:2004 Risk management

UK Institute of Risk Management

http://www.theirm.org/

The Risk Management Standard (2002)

Federation of European Risk Management Associations

http://www.ferma.eu/risk-management/standards/

Risk Management Standard (2003)

Information Security Forum (ISF)

https://www.securityforum.org

The Standard of Good Practice for Information Security (2013) – Area SR1 – Information 
Risk Assessment
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GLOSSARY OF TERMS

The following definitions relate to the list of standards given at the end of this Glossary, 
with corresponding number from the list given in square brackets. A few are not defined 
in any standards, and are suggestions.

Access control The means to ensure that access to assets is authorised and restricted 
on business and security requirements [1]

Asset Any item that has value to the organisation [4]

Attack An attempt to destroy, expose, alter, disable, steal or gain unauthorised access 
to or make unauthorised use of an asset [1]

Attribute The property or characteristic of an object that can be distinguished 
quantitatively or qualitatively by human or automated means [1]

Audit The systematic, independent and documented process for obtaining audit 
evidence and evaluating it objectively to determine the extent to which the audit criteria 
are fulfilled [1]

Authentication The provision of assurance that a claimed characteristic of an entity is 
correct [1]

Availability Property of being accessible and usable upon demand by an authorised 
entity [1]

Business continuity (BC) The capability of the organisation to continue delivery 
of products and services at acceptable pre-defined levels following a disruptive  
incident [2]

Business impact analysis (BIA) The process of analysing activities and the effect that a 
business disruption might have upon them [2]

Communication and consultation The continual and iterative processes that an 
organisation conducts to provide, share or obtain information, and to engage in dialogue 
with stakeholders regarding the management of risk [3]

Confidentiality The property that information is not made available or disclosed to 
unauthorised individuals, entities or processes [1]

Consequence An outcome of an event affecting objectives [3]

Context establishment Defining the external and internal parameters to be taken 
into account when managing risk, and setting the scope and risk criteria for the risk 
management policy [3]

Control A measure that is modifying risk [3]

Control objective A statement describing what is to be achieved as a result of 
implementing controls [1]
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Data A collection of values assigned to base measures, derived measures and/or 
indicators [1]

Disaster recovery (DR) A coordinated activity to enable the recovery of ICT systems and 
networks due to a disruption

Effectiveness The extent to which planned activities are realised and planned results 
achieved [1]

Event The occurrence or change of a particular set of circumstances [3]

Exposure The extent to which an organisation and/or stakeholder is subject to an event [3]

External context The external environment in which the organisation seeks to achieve 
its objectives [1]

Hazard A source of potential harm [3]

Horizon scanning A procedure that involves the systematic observation and monitoring 
of various key drivers of change at the margins of current thinking and planning

Impact An outcome of an event affecting objectives

Information An organised and formatted collection of data

Information security The preservation of confidentiality, integrity and availability of 
information [1]

Information security event   An information security event is an identified occurrence of 
a system, service or network state indicating a possible breach of information security 
policy or failure of safeguards, or a previously unknown situation that may be security 
relevant [1]

Information security incident An information security incident is indicated by a single or 
a series of unwanted or unexpected information security events that have a significant 
probability of compromising business operations and threatening information  
security [1]

Inherent risk The risk that an activity would pose if no controls or other mitigating 
factors were in place (the gross risk or risk before controls) [5]

Integrity Property of protecting the accuracy and completeness of assets [1]

Internal context The internal environment in which the organisation seeks to achieve 
its objectives [3]

Level of risk The magnitude of a risk expressed in terms of the combination of 
consequences and their likelihood [1]

Likelihood The chance of something happening [3]
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Monitoring Determining the status of a system, a process or an activity [2]

Non-repudiation The ability to prove the occurrence of a claimed event or action and its 
originating entities, in order to resolve disputes about the occurrence or non-occurrence 
of the event or action and involvement of entities in the event [1]

Objective A result to be achieved [1]

Organisation A person or group of people that has its own functions with responsibilities, 
authorities and relationships to achieve its objectives [1]

Outsource Make an arrangement where an external organisation performs part of an 
organisation’s function or process [1]

Policy The intentions of an organisation as formally expressed by its top  
management [1]

Probability The measure of the chance of occurrence expressed as a number between 
0 and 1, where 0 is impossibility and 1 is absolute certainty [3]

Process A set of interacting activities, which transforms inputs into outputs [1]

Qualitative risk assessment Mostly entirely subjective and therefore less accurate than 
quantitative risk assessments. However, their benefit is that they are much quicker to 
produce than the quantitative kind

Quantitative risk assessment If conducted with rigour, these produce very accurate 
results and are extremely objective. The downside of this approach is that accurate data 
is needed to begin with, and it can be very time consuming

Requirement The need or expectation that is stated, generally implied or obligatory [1]

Residual risk The risk remaining after risk treatment [3]

Review An activity undertaken to determine the suitability, adequacy and effectiveness 
of the subject matter to achieve established objectives [1]

Risk The effect of uncertainty on objectives [3]

Risk acceptance The informed decision to take a particular risk [3]

Risk aggregation The combination of a number of risks into one risk to develop a more 
complete understanding of the overall risk [3]

Risk analysis The process to comprehend the nature of risk and to determine the level 
of risk [3]

Risk appetite The amount and type of risk that an organisation is willing to pursue or 
retain [3]
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Risk assessment The overall process of risk identification, risk analysis and risk 
evaluation [3]

Risk aversion The attitude to turn away from risk [3]

Risk avoidance An informed decision not to be involved in, or to withdraw from,  
an activity in order not to be exposed to a particular risk [3]

Risk criteria The terms of reference against which the significance of a risk is  
evaluated [3]

Risk evaluation The process of comparing the results of risk analysis with risk criteria 
to determine whether the risk and/or its magnitude is acceptable or tolerable [3]

Risk identification The process of finding, recognising and describing risks [3]

Risk management The coordinated activities to direct and control an organisation with 
regard to risk [3]

Risk matrix A graphical representation of impact versus likelihood used to assist in the 
prioritisation of risks

Risk modification The process of treating risk by the use of controls to reduce either the 
consequence/impact or the likelihood/probability

Risk monitoring The continual checking, supervising, critically observing or determining 
the status in order to identify change from the performance level required or  
expected [3]

Risk owner A person or entity with the accountability and authority to manage a risk [3]

Risk proximity How far away in time the risk will occur (if it materialises). It can also 
mean: when will the risk occur?

Risk reduction The process of treating risk by the use of controls to reduce either the 
consequence/impact or the likelihood/probability

Risk register A record of information about identified risks [3]

Risk reporting A form of communication intended to inform particular internal or 
external stakeholders by providing information regarding the current state of risk and 
its management [3]

Risk retention The acceptance of the potential benefit of gain, or burden of loss, from 
a particular risk [3]

Risk review The activity undertaken to determine the suitability, adequacy and 
effectiveness of the subject matter to achieve established objectives [3]

Risk sharing A form of risk treatment involving the agreed distribution of risk with other 
parties [3]
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Risk termination An informed decision not to be involved in, or to withdraw from,  
an activity in order not to be exposed to a particular risk

Risk tolerance An organisation’s or stakeholder’s readiness to bear the risk after risk 
treatment in order to achieve its objectives [3]

Risk transfer A form of risk treatment involving the agreed distribution of risk with 
other parties

Risk treatment The process to modify risk [3]

Scale An ordered set of values, continuous or discrete, or a set of categories to which 
the attribute is mapped [1]

Stakeholder A person or organisation that can affect, be affected by or perceive 
themselves to be affected by a decision or activity [3]

Threat The potential cause of an unwanted incident, which may result in harm to a 
system or organisation [1]

Validation Confirmation, through the provision of objective evidence, that the 
requirements for a specific intended use or application have been fulfilled [1]

Verification Confirmation, through the provision of objective evidence, that specified 
requirements have been fulfilled [1]

Vulnerability The intrinsic properties of something resulting in susceptibility to a risk 
source that can lead to an event with a consequence [3]

SOURCES OF STANDARDS INFORMATION

1. ISO/IEC 27000:2014 Information technology – Security techniques – Information 
security management systems – Overview and vocabulary

2. ISO 22300:2012 Societal security – Business continuity management systems –  
Requirements

3. ISO Guide 73:2009 Risk management – Vocabulary
4. ISO/IEC 27000:2012 Information technology – Security techniques – Information 

security management systems – Overview and vocabulary
5. The Information Security Handbook. Available at: http://ishandbook.bsewall.

com/risk/Assess/Risk/inherent_risk.html

Permission to reproduce extracts from British Standards is granted by BSI. British 
Standards can be obtained in PDF or hard copy formats from the BSI online shop: 
www.bsigroup.com/Shop or by contacting BSI Customer Services for hardcopies 
only: Tel:+44 (0)20 8996 9001, Email: cservices@bsigroup.com.
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PREFACE

When it has become known that I have been writing this book, people say, ‘Oh, I see. 
It’s all about computer security then.’ Actually, no, it isn’t. Certainly computer security 
appears very frequently in many sections of the book – this is quite natural, since much 
of the information on which we rely today is either generated by, accessed through or 
stored on a computer system of some description.

In fact, most of the underlying issues are caused by people who have not been properly 
trained to do their job, who have not done it correctly or who are simply unaware that 
there was anything for them to do in the first place.

Technology is frequently the tool we use to secure information as well as to generate 
and store it and these activities are easily interchanged in people’s minds, resulting 
in confusion and misinterpretation. After all, if you leave your car unlocked and your 
mobile phone, wallet or laptop are stolen, it is not the car’s fault is it?

It is time we stopped blaming technology for all our woes, and concentrated instead 
in understanding not only what is happening, but also, and more importantly, why it 
is happening. Then and only then we can do something positive about it and prevent it 
from recurring.

For more than ten years now, I have been delivering an annual lecture on business 
continuity at the Royal Holloway, University of London. The lecture is part of their MSc 
course in Information Security and generally takes place in December, by which time 
the first-year students have been on campus for about two months.

Before I begin my talk, I ask them, ‘What do you think information security is really about?’ 
The answers vary – usually confidentiality, integrity and availability are mentioned, and 
occasionally terms like ‘cyber security’ are put forward.

My belief, and what I then go on to say, is that information security is actually all about the 
management of information risk, and that everything they learn on the course is about 
identifying and prioritising those risks, taking actions to prevent them from occurring, 
knowing if and when they do occur, reducing or halting the impact of their occurring and, 
where appropriate, knowingly and objectively accepting the consequences.

It does not actually matter whether the information is in physical or electronic form; 
what matters is that it is important to someone and therefore warrants protection from 
theft, exposure or abuse.
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PREFACE

It is an unfortunate fact of life that we do not always value things until they are lost. This 
is especially true of information. Were the last digits of someone’s telephone number 
674 or 647? Does a colleague live at number 24 or number 42?

Whilst these are trivial examples of the loss or misunderstanding of information, they 
serve to illustrate how dependent we are on information of all kinds, but they fall short 
of recognising the effects of information either being permanently lost or (possibly 
worse), falling into the wrong hands.

In recent months, there have been numerous reports in the media about how the 
security services, particularly in the UK and the USA are intercepting communications. 
Whilst this in itself is laudable in the fight against international terrorism – it is, after all, 
their primary role – it is clear that some governments, organisations and people have 
different objectives, and are seeking to mine our information in order to use it for their 
commercial, financial or political gain at our expense.

The general principles we use to protect our information can be found in Information 
Security Management Principles (second edition, published by BCS, The Chartered 
Institute for IT, ISBN 948-1-78017-175-3), Chapter 2 of which deals with information 
risk. However, this is only an 18-page summary account of the subject, and therefore 
only scratches the surface.

The lesson – as many a security professional will tell you – is that if a well-resourced 
opponent really wants to read your information, steal it or change it, then they will find 
a way of doing so. It may not be cheap or easy, it may involve using a mix of technology 
and human agents, but if they have sufficient motivation, you will find it very, very hard 
to stop them.

The intention of this book is therefore to help you to make life as difficult as possible for 
them to be successful.

Throughout the book, you will see icons in the margins to guide you to important 
information in the text. Here is the key:

ANECDOTE

An anecdote or case study: real-life experiences from information risk managers 
who have been there.
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1 THE NEED FOR INFORMATION RISK 
MANAGEMENT

INTRODUCTION

Before we begin to study further the need for information risk management, let us take 
a look at a few case studies to illustrate instances in which information was accessed 
or used inappropriately.

CASE STUDY 1

The hacker finished his coffee, checked the code one last time, and pressed the 
‘execute’ button. As the egg-timer icon appeared on his computer screen, he turned 
out the light and went to bed. The computer churned away for hours whilst he slept, 
and finally flashed a ‘completed’ message on the screen.

It had taken him several hours to write the code, but he had finally succeeded.  
His first task was to search an Internet website for a list of the most popular names 
in the UK. This took less than five minutes, revealed 500 men’s and women’s 
forenames and almost 1,400 surnames.

The program took each forename and surname in turn and placed them together as 
a string, so ‘john’ and ‘smith’ became ‘johnsmith’, and then for good measure added 
a second combination with dot between them, as in ‘john.smith’. The program then 
added each of 20 of the most popular email suffixes to each combination, which 
provided a total list of 55 million possible email addresses.

He had toyed briefly with the idea of creating ‘johnasmith’ and ‘john.a.smith’ 
combinations as well, but decided to leave this for another day and to see how the 
first batch fared.

He had carefully studied every spam email he had received, seen the obvious 
grammatical and spelling mistakes they had made, and had crafted his message 
with precise attention to detail. The typeface, text size and colour was identical 
to that used by a major UK banking group; their logo was copied from their own 
website and pasted into the message; the language was carefully chosen, and he 
was sure that there was nothing in the message text that would arouse suspicion.

Next, using a number of Hotmail accounts, the program began sending out its 
messages. So as not to trigger alarms on the ISPs’ systems, it changed sending 
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accounts randomly, transmitted to just 20 addresses at a time, all in the blind copy 
or ‘bcc’ field, and using a very carefully chosen ‘from’ address.

The email invited the recipient to click on the hyperlink at the end of the message 
to confirm their bank account number, sort code and password. If they did so, the 
website to which they connected – another computer in the hacker’s house – would 
record this information and then transmit an email thanking the customer and 
reassuring them that their account was fully in order and that their banking details 
were safely stored.

Both facts were true. The customer’s account was perfectly in order, and the hacker 
was securely storing their details!

He knew that if only one per cent of the email addresses the program had generated 
was genuine, over half a million people would receive the message; if only one per 
cent of those actually had an account with that particular bank, more than 5,000 
customers would consider responding; and if only one per cent of those actually 
responded, he would have more than 50 complete sets of banking details.

Did that represent a small return on investment? Maybe, but when you consider 
what the hacker could achieve with those bank details in terms of fraud, the amount 
of time he had invested in research and development was well worth the potential 
return, and this was just one hacker, and just one night’s work.

The risks he faced were very low. If his messages caused an ISP to block one of 
the many Hotmail accounts, he would simply acquire others. The Internet address 
to which the target customers might respond would only be active for a few days 
before he removed it – just long enough to gain valuable information; not long 
enough to attract too much attention.

In one sense, the example I have given here is pure fiction. It was written simply to 
illustrate the point that there are people ‘out there’ who want to obtain information 
and are eminently capable of doing so. The specific methods my fictional hacker 
used may or may not be entirely accurate, but the principles are, and it only takes a 
one in a million success rate to get lucky.

CASE STUDY 2

The head of marketing had a temporary personal assistant working for her 
whilst her usual assistant was on maternity leave. The temp had worked for the 
organisation several times already in the past and was familiar with the way the 
organisation worked and who did what.

The organisation’s monthly newsletter was to be sent out by email to their whole 
client base, and the assistant was delegated to action this. He carefully proofread 
the newsletter, checked the email list and brought the two together.
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It was not until a day or so later that the head of marketing realised that, instead 
of using the ‘blind carbon copy’, or ‘bcc’, field to add the mailing list, the assistant 
had used the ‘to’ field and every one of the organisation’s clients could now see the 
email addresses of all the others.

This is a very simple error – it has happened many times, is easily made, but is 
difficult to recover from. The organisation received a number of emails of complaint 
from aggrieved clients, but managed to come through the incident with their 
reputation reasonably intact. The assistant subsequently received training on the 
procedures for this kind of activity, and the head of marketing learnt a valuable 
lesson in not making unwarranted assumptions about the level of knowledge or 
ability of staff, temporary or permanent.

CASE STUDY 3

A cancer specialist was asked to act as an expert witness in a case where a claim 
of negligence had been made against a surgeon. The specialist’s assistant emailed 
the full details of the case, including the patient’s previous medical history, the notes 
made before and after the failed operation, and the surgeon’s statement together 
with the specialist’s written evidence and commentary, back to the legal firm who 
were prosecuting the case.

Unfortunately the assistant did not check the recipient’s email address prior to 
pressing ‘send’, and the whole set of documentation was emailed to someone 
entirely different.

At this point, because the email contained what the Data Protection Act (DPA) 
refers to as ‘sensitive personal data’, the line between ‘unfortunate mistake’ and 
‘negligence’ was crossed.

The recipient was in a position to carry out several possible courses of action:

First, he could have made the Information Commissioner aware of the error, which 
may well have resulted in serious consequences for both the assistant and her 
employer. Second, he could have contacted the surgeon and advised him of the 
specialist’s comments, which would almost certainly have jeopardised the case 
against him.

In fact, the recipient contacted the specialist’s assistant, advised her of the error and 
deleted the original email, thus avoiding several catastrophes.

Most readers of this book will have their own horror stories to relate. In the 
instance of the third case study, the author was the recipient of the unintended 
email, and even subsequently received several others relating to the same cancer 
specialist. Although this has now been remedied, there have been several other  
similar examples where the author’s email address is similar to that of the intended 
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recipients, and in each case a polite response has been sent, followed by deletion of 
the offending email, but the problem still persists.

Is everyone who receives such emails as diligent, or do some of them make use of 
the information they receive to their own ends or to the detriment of the intended 
recipient? Readers must decide for themselves what they would think and how they 
would feel if the email attachments contained their own medical records, financial 
statements, formulae or designs.

WHAT IS INFORMATION?

Before we begin to examine the need for information risk management, it is important 
to understand what the difference is between information and data.

Superficially, this appears to be quite straightforward – data are merely unstructured 
facts and figures, whereas information consists of data that are organised into a 
meaningful context. For example, the temperature, wind speed and direction, rainfall 
and atmospheric pressure readings taken twice daily in towns and cities around the 
country are just data. It is only when they are recorded along with yesterday’s readings 
and those of previous days that the data are placed in context and begin to have 
meaning, allowing meteorologists to examine trends and develop a weather forecast. 
It is at this point that the data have become organised and structured and can now be 
seen as information.

Although I have drawn the distinction between the two, for the purposes of this book 
I shall deal with them both under the heading of ‘information’, since both data and 
information will have value to their owners and must be equally protected, although the 
owner of the original data and the owner of the resulting information may be entirely 
different entities.

Information can exist in two different states: physical, with information recorded on 
paper, canvas or even pieces of clay with cuneiform indentations and notches in tally 
sticks; and electronic, with binary ones and zeros stored on magnetic media or other 
types of memory device.

Information also comes in two distinct forms. First, there is information that describes 
or lists other information, such as a catalogue or index, and is often referred to as 
‘metadata’. Second, there is information that is something in its own right, such as a 
novel, a software application or the formula for a new medicinal drug. All have value 
to their owner or originator, and indeed may either be of a personal nature, in which 
case will be subject to data protection legislation, or may be Intellectual Property (IP), in 
which case copyright or trademark legislation will apply.

It is not the author’s intention to deal in any depth with either of these two aspects 
of legislation since each could easily be the subject of a book in its own right, but the 
reader should be aware not only of their existence and general content, but also that 
they need to be taken into account when developing an information risk management 
programme.
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Recent revelations regarding the organised interception and mining of information by 
various security agencies have raised awareness at all levels of society of the need to 
take greater care of our information, but should we be surprised by the extent to which this 
so-called ‘snooping’ takes place, or by the fact that these agencies are able to carry it out?

The problem lies in the distinction between the need to maintain national security and 
the need to gather sufficient information to be able to do so. Security agencies such as 
the NSA in America and GCHQ in the UK were set up precisely to carry out this kind of 
work, so it should not come as a shock to anybody that they are doing it, nor that they 
are very successful at doing so, albeit subject to strict legal undertakings, at least in 
theory. What should be more worrying is that other nations’ security agencies may 
be able to undertake similar surveillance and interception and may use the resulting 
information gathered for nefarious purposes.

Then there is the question of so-called ‘Big Data’, in which organisations – both 
commercial and governmental – collect vast amounts of information on us as individuals. 
Every time we use a credit card to purchase goods, the credit card agency gathers a little 
more information about us. This has positive benefits as well as negative connotations; 
for example, if a transaction falls outside your ‘normal’ spending profile, the credit card 
agency can contact you to verify that your card is still in your possession and has not 
been used fraudulently.

On the other hand, of course, supermarkets may target us with advertising and 
promotions as a result of aggregating information gained from our loyalty cards, which 
may or may not be something to be happy about since they now know more about our 
spending habits than perhaps we do.

Whatever the situation, we sometimes do not treat our own or other people’s information 
with sufficient care, and the consequences of this can be severe. When scaled up from 
a personal to an organisational level, the consequences can be catastrophic, and it is 
hoped that this book will enable the reader to take a proactive position in preventing 
this from happening.

Finally, we should make the distinction between information that is about what we 
do, and information about who we are. Information about what we do could cover 
such things as where we spend our money, what our audio and visual entertainment 
preferences are, what we view on the Internet, what we say online and anything that can 
be recorded about actions we have undertaken.

Information about who we are will include those so-called immutable attributes. These 
are absolute facts and can never be altered. They include such things as our biological 
parents, our biometrics (e.g. iris scan, fingerprints or DNA), where and when we were born.

Next, there are so-called assigned attributes such as our nationality, names, national 
insurance number or title. These are generally the attributes that people and 
organisations rely upon to identify and communicate with us, and rarely change.

Finally, there are other related attributes, which, whilst being a part of our personae, 
are more easily changed, but still allow people and organisations to identify and 
communicate with us, and which may be used in identity verification, such as usernames 
and passwords, email addresses, memberships, qualifications and entitlements.
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Many of these types of information are almost impossible to conceal since they are a 
matter of public record and we are happy to make them available – indeed, it is often in 
our interests to do so, although there are some that we would naturally not make publicly 
available. For example, we are usually happy to give someone our email address, but at 
the same time we would not let them know the password to the email account.

THE INFORMATION LIFE CYCLE

It is easy to imagine that information is ‘just there’, but it must be created in the first 
place, and then generally follows a set path as shown in Figure 1.1.

Figure 1.1 The information lifecycle

Research

Design

Discovery

The creative process begins with some form of research, design or discovery which 
allows the creator to record the information in some form, whether in hard copy or 
electronic form, and then to store it in some way.

In some situations, the information may be processed either to manipulate it in a way 
so that others can easily access it or to make it more useful by enriching it in some way.

The process continues with use, either by the information’s creator alone, or, more 
frequently, by others, whether individually or collaboratively, at which point it can be 
widely shared either within a confined environment or publicly.

At some stage, the information may become out of date, but may still be required as a 
time-based reference, in which case it will be archived. Eventually, the information will 
become completely redundant, at which point it can safely be disposed of or destroyed, 
or it may be updated and recycled as new information.

At each stage of this lifecycle process, there will be the need to ensure that the 
information is adequately protected from accidental or deliberate loss, change or 
destruction, hence the need for information risk management.
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WHO SHOULD USE INFORMATION RISK MANAGEMENT?

Quite simply, any part of an organisation can and should make use of information risk 
management, since all parts of an organisation are likely to have information that has 
value to the organisation.

Human Resources keep records of personnel, much of which will be considered to 
be personal information under the DPA; Sales and Marketing departments will hold 
information on past and projected sales as well as pricing schedules; Finance will hold 
records of the organisation’s income and expenditure; Development will have plans and 
designs for both current and future products and services; the IT department, although 
perhaps not owning any of this information, will be responsible for keeping it secure and 
making it available to authorised staff.

Non-commercial organisations too will have valuable information that must be 
protected. Hospitals, GP practices and health trusts hold sensitive personal information 
on patients; local authorities hold lists of vulnerable people; the Driver and Licensing 
Authority holds details of every driver and vehicle registered in the UK; and Her Majesty’s 
Revenue and Customs hold huge amounts of financial information about every taxpayer 
in the country and beyond.

All these different types of information must be protected – they must be kept 
confidential, so that only authorised people may have access to them; their integrity 
must be protected, so that only authorised people may change them; and they must be 
available when required by those who have a need to access them. These three main 
tenets of information security underpin everything in this book, and are dealt with in 
greater detail in Chapter 2.

However, in order to protect our own or our organisation’s information, we first need to 
understand exactly what it is and why it is important to the organisation.

An excellent example of the need for protecting information goes back to the 1940s 
when, during World War II, the British government put up posters declaring ‘Careless 
talk costs lives’. The meaning was clear. People who were aware of military plans might 
innocently reveal them by indiscreet conversation, and the consequences could be 
extreme for the military and civilian personnel who were taking part in those actions or 
whose environment might be affected as a result of them.

The implication on this poster was that any information revealed could unwittingly lead 
to a compromise of security, but it gave no indication of how sensitive the information 
might be, the consequences of revealing it or how it should be protected.

This brings us to the issue of information classification, in which each piece of 
information can be classified for its sensitivity, handling, storage, access or distribution, 
and ultimately its disposal. The only problem with information classification is that it 
does not usually reveal the potential value (monetary or otherwise) of the information 
either to the organisation itself, or to an adversary who might be able to benefit from 
obtaining it.
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Yet another aspect to be considered is information aggregation, in which small pieces of 
information (some of which might appear completely trivial) are gathered, often from a 
variety of sources, and pieced together to provide a clearer picture of the whole.

All these elements are brought together in the techniques we use for information risk 
management, which allows us to clearly identify those information assets that have 
value to our organisation, determine the impact on the organisation of their unauthorised 
distribution, alteration or destruction, assess the vulnerabilities exhibited by them, and 
assess the events that might bring these about and the likelihood of these occurring.

All this provides us with a measure of the level of risk associated with each type or piece 
of information, from which we can determine the most appropriate response whilst 
balancing the possible consequences against the cost of treatment.

Some people believe that risk assessments are only necessary in a health and safety 
situation, but where personal information is concerned there is also a legal obligation 
to ensure its proper protection. Principle 7 of the Data Protection Act (1998) states that:

Appropriate technical and organisational measures shall be taken against 
unauthorised or unlawful processing of personal data and against accidental loss 
or destruction of, or damage to, personal data.

As already mentioned, information is not restricted to the IT department, so every part 
of an organisation can benefit from the use of information risk management.

If we are going to protect our information assets, we need to understand what they are, 
what might threaten their confidentiality, integrity or availability, how they might be 
vulnerable to such threats or hazards and how likely these are to occur. This, in short, 
is the key role of information risk management, the essential components of which are 
discussed later in this chapter.

THE LEGAL FRAMEWORK

Safeguarding information did not present too many problems until computers, 
especially personal computers, became widespread. It was only with the introduction of 
the Computer Misuse Act (CMA) in 1990 that people outside government really began to  
take unauthorised access to information seriously. Since 1990, earlier legislation 
has been updated to reflect the changes in the accessibility of information, and other 
legislation, better designed to protect information, has been developed.

The principal instruments of law regarding information risk management are:

 y The Data Protection Act 1998, which deals with maintaining the confidentiality 
and integrity of information, but not its availability.

 y The Computer Misuse Act 1990, which deals with the criminal offence of 
unauthorised access to computer systems and the information contained within 
them.
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 y The Police and Criminal Evidence Act 1984, together with subsequent addenda, 
which deals in part with the proper securing of information-based evidence 
such as computer files.

 y The Official Secrets Act 1989, which deals with the disclosure of nationally 
sensitive information.

 y The Freedom of Information Act 2000, which allows requests to be made 
regarding rights of access to information held by government organisations.

 y The Regulation of Investigatory Powers Act (RIPA) 2000, which deals with 
information that may be collected by governmental organisations in the pursuit 
of criminal investigations.

 y The Copyright, Designs and Patents Act (CDPA) 1988, which defines copyright 
as a property right which subsists in the following areas: original literary, 
dramatic, musical or artistic works; sound recordings, films or broadcasts; and 
the typographical arrangement of published editions. 

All of these relate in one way or another to information risk, and many require that 
the organisations collecting and holding information must take all reasonable steps to 
ensure its safety.

Regulation in the information risk management space is less prevalent, although the 
financial sector does have some regulation regarding risk generally; it is more connected 
with the management of business risk than information.

Standards and guidelines, however, are available in abundance, and the glossary in this 
book lists the principle publications in this area.

THE CONTEXT OF RISK IN THE ORGANISATION

Any work on information risk in the organisation must begin with an understanding of 
the organisation’s wider view of business risk, which must necessarily examine the 
impacts or consequences of unexpected events. These can result in any of the following:

 y Financial loss, which can include loss of business or intellectual property.

 y Legal and regulatory penalties, which can arise from either a breach of 
regulatory practice or failing to meet regulatory deadlines.

 y Reputational damage, which generally begins with adverse reports in the media.

 y Damage to the organisation’s operations, which may result in subsequent 
reputational damage.

 y Harm to the organisation’s staff or the public-at-large, which again can result 
from damage to the organisation’s operations and reputation. 

Although many of these are not based on pure finance, the bottom line is that it is mostly 
about money, since many of the other types of impact will ultimately result in some form 
of financial loss, whether directly or indirectly.
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Information risk is a subset of business risk and relates to the confidentiality, integrity 
and availability of business information assets and the information management 
infrastructure, and although we shall deal with the specific minutiae of impacts to the 
organisation’s information assets, the general principles of business risk management 
still apply.

Some of the damage to the organisation will be as a result of failures of technology, 
whilst other damage will be due to failures to follow policies, processes or procedures, 
and some will be due to events that simply happen.

A wide range of factors affect the organisation’s business risk environment, beginning 
with generic operational disruptions, which affect all organisations, public and 
private, regardless of sector or size, such as dramatic changes in the economic or 
political environment, the failure of business transactions that might result from poor 
management decisions or the failure of parts of the organisation’s infrastructure.

Other disruptions that are totally outside the control of any organisation, but which can 
affect a wide range of organisations, include natural disasters, such as flooding and 
severe weather, terrorism and civil unrest, all of which will disrupt not only normal 
business operations, but also those of the public-at-large.

Other types of disruption will come within the control of the organisation, and are often 
sector-specific, especially in the area of hazardous operational environments such as 
petrochemicals and energy production. Disruptions from failures in business processes 
and systems will normally come within the remit of business continuity management, 
which, although linked to information risk management, is a subject area in its own right.

Organisations in certain sectors will also be subject to the dictates of legal and 
regulatory bodies, where both generic and sector-specific statutory regulations 
place additional responsibilities on the organisation. In those organisations where 
products and services fall within the range of hazardous products, the organisation 
will be subject to additional societal responsibilities under regulations such as the 
Control Of Major Accident Hazards (COMAH), and may also be required to cooperate 
with emergency responders under the Civil Contingencies Act 2004 (CCA) in order to 
provide protection not only for their staff within the working environment, but also for 
the general public.

The culture of the organisation itself will have a dramatic effect on business risk. 
The most visible of these in a business risk context is that of the organisation’s risk 
appetite and the internal awareness the organisation has regarding planning for 
risk. Whilst they sound similar in nature, risk awareness and risk appetite are quite 
different – awareness meaning that the organisation recognises risk in all its forms, 
whereas risk appetite means the level of risk that the organisation will accept in any 
given situation.

Some organisations maintain an extremely low risk appetite, for example pharmaceutical 
research organisations take almost no risks at all when it comes to developing a new 
drug, although it could be said that the potential development costs are a business risk 
in themselves.
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Other organisations thrive on risk – insurance companies and investment brokers being 
classic examples. This is where risk can be seen as opportunity as opposed to danger.

The reach – local, regional, national, continental or global – of the organisation, together 
with its business structure and the operational demands it places on its staff, will also be 
a major contributory factor, and the organisation’s hierarchy and reporting channels will 
define to a great extent the roles and responsibilities of key staff and their accountability 
for risk.

Very often, those organisations whose operations have a greater degree of urgency will 
have an increased risk appetite, and may actively encourage staff to take risks within 
defined limits.

When it comes to information risk, some organisations will maintain extreme secrecy 
over their entire operations, whilst others will focus more on information that is either 
sensitive or confidential.

THE BENEFITS OF TAKING ACCOUNT OF INFORMATION RISK

As we have seen from the previous section, risk is inherent in any organisation or 
business, and failure to take account of risk in any context can be disastrous. This 
is also true of information risk, in which information that is critical to the survival of 
the organisation must be protected, or the consequences could be severe and the 
organisation could be subject to the same types of impact or consequence.

Information risk management – a subset of business risk management – addresses 
these issues in order to prevent them, and after understanding the business context, 
organisations will identify risks, analyse, evaluate and treat them.

There are two basic actions that can be used: first, to reduce the likelihood and, second, 
to reduce the impact or consequence of adverse events. In either case, it is also 
necessary to limit the possible escalation of events so that matters do not deteriorate 
once they have begun.

Within the context of information risk management, organisations will need to budget 
for the prevention of disruptive incidents that would otherwise result in some form 
of impact and, in those cases where prevention is either not possible or too costly,  
to budget for the costs of recovery from them.

The potential benefits to organisations of taking serious account of information risk are 
manifold:

 y There will be an improved view within the organisation of the information 
assets, their value and the degree to which they are protected.

 y There will be a noticeable decrease in the overall level of risk borne by the 
organisation.
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 y There will almost certainly be a reduction in premiums for those information 
assets that the organisation insures when transferring or sharing the risk.

 y There will be an enhanced view of the organisation in the eyes of its various 
stakeholders and the media.

 y The organisation will be able to respond to, and recover from, disruptive events 
more quickly and more effectively.

 y There will be reduced levels of impact and loss when unexpected events occur.

 y The organisation will be able to claim commercial advantage over those of its 
competitors that do not follow an information risk management strategy.

Information risk management is a ‘must’ for organisations that are seeking to gain 
accreditation against ISO/IEC 27001 (Information security management systems) and/
or ISO 22301 (Business continuity management systems).

Capability maturity model

For those organisations that decide to invest seriously in information risk management, 
there is also the option of gaining additional benefit from following the so-called 
Capability Maturity Model1, or CMM, which can be used for almost any business function 
including information risk management.

The CMM consists of five levels of capability maturity:

 Level 1 – Initial
 Processes at this level are typically undocumented and in a state of dynamic 

change, tending to be driven in an ad hoc, uncontrolled and reactive manner 
by users or events.

 Level 2 – Repeatable
 Processes at this level are repeatable, possibly with consistent results. 

Process discipline is unlikely to be rigorous, but where it exists it may help to 
ensure that existing processes are maintained during times of stress.

 Level 3 – Defined
 Processes at this level are defined and documented standard processes 

established and subject to some degree of improvement over time. These 
standard processes are in place and are used to establish consistency of 
process performance across the organisation.

 Level 4 – Managed
 Processes at this level use process metrics. Management can effectively 

control the process and, in particular, can identify ways to adjust and adapt 
the process to particular projects without measurable losses of quality or 
deviations from specifications.

 Level 5 – Optimising
 It is a characteristic of processes at this level that the focus is on continually 

improving process performance through both incremental and innovative 
technological changes/improvements. 

1 Details of the CMM may be found at http://www.cmmiinstitute.com
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ISO/IEC 15504-2 and COBIT 5©

Along similar lines, there is also reference to a measurement framework for process 
capability in ISO/IEC 15504-2 Software engineering – Process assessment – Part 2: 
Performing an assessment. The identical generic process capability attributes appear 
in COBIT 5:2 

 Level 0 – Incomplete
 The process is not implemented, or fails to achieve its process purpose. At 

this level there is little or no evidence of any systematic achievement of the 
process purpose.

 Level 1: Performed process
 The implemented process achieves its process purpose.
 Level 2: Managed process
 The previously described Performed process is now implemented in a 

managed fashion (planned, monitored and adjusted) and its work products 
are appropriately established, controlled and maintained.

 Level 3: Established process
 The previously described Managed process is now implemented using a 

defined process that is capable of achieving its process outcomes.
 Level 4: Predictable process
 The previously described Established process now operates within defined 

limits to achieve its process outcomes.
 Level 5: Optimising process
 The previously described Predictable process is continuously improved to 

meet relevant current and projected business goals. 

OVERVIEW OF THE INFORMATION RISK MANAGEMENT PROCESS

Figure 1.2 illustrates the generic information risk management process, found in a 
number of standards, including ISO/IEC 27005, ISO/IEC 31000 and ISO/IEC 31010. Whilst 
being a useful aide memoire, it does suffer from being rather high level, and fails to  
show the more detailed steps involved. In later chapters of this book, we expand this 
diagram to explain the steps more fully.

At a very high level, the information risk management process consists of four key 
steps:

1. The identification and qualification of inherent risk – that is, the risk that an 
activity would pose if no controls or other mitigating factors were in place.

2. Decision-making regarding the most appropriate form of risk treatment for 
the risks identified in step 1.

2 Details of the COBIT 5 attributes can be found at http://www.isaca.org/COBIT
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3. The application of suitable controls to achieve the objectives determined in 
step 2.

4. The acceptance of any residual risk following the implementation of the 
controls applied in step 3. 

Naturally, this process only scratches the surface of information risk management, and 
each of these steps is covered in much greater detail in the remaining chapters of this 
book.

The process itself begins with gaining an understanding of the context in which the 
organisation finds itself, and includes both the internal context – that is strategies and 
policies from within the organisation itself, and the external context, which includes 
areas such as legal and regulatory constraints, and so on. This is dealt with in greater 
detail in Chapter 3.

Once the organisational context has been established, the process can continue with the 
risk assessment, which is broken down into three distinct phases: first, the identification 
of the risk, this is dealt with in Chapters 4 and 5; second, risk analysis, and finally risk 
evaluation, which are both dealt with in Chapter 6.

Following this, the process takes us into the realm of risk treatment, which is discussed 
in Chapter 7, with risk reporting and presentation covered in Chapter 8.

Figure 1.2 The overall risk management process
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At each stage, there are links between the various steps and those of communication 
and consultation, in which a dialogue is conducted with major stakeholders, and finally 
also with the process of monitoring and review, both of which are covered in Chapter 9.

The remaining chapters in this book are organised as follows.

Chapter 2 Review of information security fundamentals

This chapter includes a review of basic information security fundamentals, the process 
of information classification and the Plan-Do-Check-Act model.

Chapter 3 The information risk management programme

This chapter deals with the goals, scope and objectives, roles and responsibilities, and 
governance of an information risk management programme, and information risk 
management criteria.

Chapter 4 Risk identification

In this chapter, we deal with the approach to risk identification, how information assets 
and their owners are identified, how a business impact analysis is conducted and the 
types of impact we might encounter, and discusses the pros and cons of qualitative and 
quantitative assessments.

Chapter 5 Threat and vulnerability assessment

In this chapter, we describe how threat and vulnerability assessments are carried out 
and also examine the view of existing controls.

Chapter 6 Risk analysis and risk evaluation

In this chapter, we cover the process of assessing the likelihood of risks arising, 
combining the likelihood with the impacts or consequences of a threat and calculating 
the relative levels of risk for each threat type.

We then examine how the risk matrix is developed and evaluate the risks in terms of 
priority.

Chapter 7 Risk treatment

This chapter discusses the approach to making risk treatment plans, and describes the 
four strategic, four tactical and three operational risk treatment options.

Chapter 8 Risk reporting and presentation

In this chapter, we describe how to report and present the findings of the risk assessment 
process and explain the need for robust business cases.
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Chapter 9 Communication, consultation, monitoring and review

This chapter includes details of the importance of consulting with stakeholders 
throughout the entire risk management process, and with the process of monitoring 
and reviewing the work undertaken and how the risk management programme should 
continue.

Chapter 10 The CESG IA certification scheme

In this chapter, we describe the CESG Certification for Information Assurance 
Professionals (CCP) scheme, the Skills Framework for the Information Age (SFIA) levels 
and the IISP skills framework upon which the scheme is largely based.

Chapter 11 HMG security-related documents

This chapter provides a detailed summary of the UK Government (HMG) approach to 
information risk management, and includes descriptions of the HMG Security Policy 
Framework, the security of information, and UK Government Security Classifications.

Appendix A Taxonomies and descriptions

In this Appendix, we provide two useful taxonomies that can be used in information risk 
management: information risk and typical impacts or consequences.

Appendix B Typical threats and hazards

Appendix C Typical vulnerabilities

Appendix D Information risk controls

Appendix E Methodologies, guidelines and tools

In this Appendix, we provide a brief description of some of the more popular information 
risk management methodologies:

 y CORAS;

 y CRAMM;

 y FAIR;

 y IRAM;

 y OCTAVE;

 y SABSA.

Appendix F Templates

In this Appendix, we provide a number of useful templates and guidance information 
that can be used in the information risk management programme:
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 y impact assessment template;

 y threat/hazard assessment template;

 y vulnerability assessment template;

 y existing controls assessment template;

 y risk register template.

Appendix G HMG cyber security guidelines

This Appendix discuses the HMG Cyber Essentials Scheme and 10 Steps to Cyber 
Security.

Appendix H References and further reading

 y primary UK legislation;

 y good practice guidelines;

 y other reference material;

 y CESG Certified Professional Scheme;

 y other UK Government publications;

 y risk management methodologies;

 y news articles;

 y UK and International standards.
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definitions xvi–xxiii

information security 18–20

relating to standards xxv–xxix

denial of service (DoS) attacks 
52, 128

detective controls 82, 150

devices

errors 54–5, 133–4

inventories of 153

mobiles, insecurity of 142, 153

theft of 137

direct attached storage (DAS) 97

directive controls 82, 152

disaster recovery (DR) xxvi, 94–9

disasters 39

disclosure of information 135–6

disruption xviii, 10

distributed denial of service 
(DDoS) 17

DMZ (demilitarised zone) 155

DoS (denial of service) attacks 
52, 128

DPA see Data Protection Act
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DR see disaster recovery (DR)

DV (developed vetting) 118

education, awareness training 
116, 157, 162, 190

effectiveness xxvi

encryption 81, 131, 138, 155

‘end of life’ storage media, 
disposal of 147

enhanced risk matrix 72

environmental controls 64, 152, 
158–9, 164–5

environmental threats 54, 131–2

errors 54–5, 133–4

estimation

defined xviii

high-level business risk 29

likelihood 70, 170

over/underestimation of 
impacts 48

events xviii, xxvi, 38

exploit, defined xix

exposure, defined xxvi

external context xix, xxvi, 14, 27, 
47, 106

Factor Analysis of Information 
Risk (FAIR) 169–70, 196

failover testing, disaster recovery 
98–9

failures 54–5, 133–4

FAIR (Factor Analysis of 
Information Risk) 169–70, 196

Federation of European Risk 
Management Associations 
(FERMA) xxiv, 203

financial impacts 43–4, 126

fire 132

‘fire drills’ 98–9

firewalls 154, 187, 188

flammable materials, storage 
of 145

flooding 145

FoIA (Freedom of Information 
Act, 2000) 9, 121, 192, 201

Freedom of Information Act 
(2000) 9, 121, 192, 201

frequency 70

defined xix

loss event frequency 170

see also likelihood

full switchover tests 98–9

future impacts 42

GCHQ (Government 
Communications Head Quarters), 
UK 5

10 Steps to Cyber Security 
190–1

CESG Certified Professional 
Scheme 194–5

glitches 38

good practice guidelines (GPGs) 
91–4, 193, 195

governance

data and information 20

HMG security policy 116–17

risk management programme 
28–9

standards 199, 203

Government Security 
Classifications, UK 120–1, 196

GPGs (good practice guidelines) 
91–4, 193, 195

GSI (Government Secure 
Intranet) 23–4

guideline standards 198–9

control specific 200–1

sector-specific 199–200

guidelines 175–8

hacking 1–2, 52, 54, 128, 130, 
134–5, 136

hardware failures 133

hazards

defined xix, xxvi

likelihood of ocurrence  
123–4

see also threats

high-availability platforms  
95–7

HMG Security Policy Framework 
115–20, 195–6

home working 190

horizon scanning xxvi, 28

hot standby platforms 95–7

human resource (HR) security 
controls 157

humidity control 145

IA see information assurance

IASME (information assurance 
for small and medium 
enterprises) 194

ICT Readiness for Business 
Continuity (IRBC) 200

identification 19

controls 163–4

IISP (Institute of Information 
Security Professionals) skills 
framework 108, 109, 112–14, 
194, 195

IM see incident management

immediate impacts 41–2

impact assessment 39–41, 45–50

operational 48

questions 46–7

strategic 47–8

tactical 48

template 181

impacts/consequences 35, 125

assessment 37, 39–41

defined xvii–xviii, xxvi

financial 126

impact scales 46

legal & regulatory 126–7

operational 124, 126

primary and secondary 123

reputational 127

time dependency 49

types of 41–5

wellbeing 127

impersonation 135

incident management (IM)

controls 155, 160–1

cyber security 190

incident response controls 164

mandatory requirements 
116–17

plans 93

incidents 38

critical 119–20

influence 110–11, 112

information 4–6

classification 7, 20–4

defined xxvi

lifecycle 4

information assets 36–7

creation/storage of 23

disposal of 24

sharing/review of 23

transmission of 23–4

information assurance (IA) 19–20

defined xix

for small and medium 
enterprises (IASME) 194

information governance 20

Information Risk Analysis Method 
(IRAM) 170–1, 196
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Information risk controls 150–67

information risk management

benefits of 11–12

criteria 29–34

overall process 13–15

programme 26–34

users of 7–8

information security 18–20

controls 156–7

defined xix, xxvi

information security events

defined xxvi

management of 160–1

Information Security Forum (ISF) 
xxiv, 170–1

Information security incidents 
xxvi

ISO/IEC 27035:2011 guidelines 
201

management, controls 160–1

Information Security 
Management Systems (ISMS), 
standards xxiii–xxiv, 197–200, 202

information security policy

controls 156

HMG Security Policy 
Framework 117–18

inherent risk xxvi, 13, 77

Institute of Information Security 
Professionals (IISP) skills 
framework 108, 109, 112–14, 
194, 195

Institute of Risk Management 
(IRM) xxiv

integrity 18, 22

defined xxvi

NIST Special Publication  
800-53 Revision 4 controls 167

interception 130

internal context xix, xxvi, 14, 27, 
47, 106

International Standards 
Organisation see ISO

Internet gateways 187

interpersonal skills 101

interviews

risk identification 37–8

skills needed to conduct 100

IP (intellectual property) xvi 4

IRAM (Information Risk Analysis 
Method) 170–1, 196

IRBC (ICT readiness for business 
continuity) 200

IRM (Institute of Risk 
Management) xxiv

ISF (Information Security Forum) 
xxiv

Benchmark survey 171

Information Risk Analysis 
Method (IRAM) 170–1

Standard of Good Practice 171, 
189

ISMS (Information Security 
Management Systems), 
standards xxiii–xxiv, 197–200, 
202

ISO 22301:2012, societal security 
12, 91, 201

ISO/IEC 15504-2, process 
assessment 13, 201–2

ISO/IEC 27001 controls 156–61

ISO (International Standards 
Organisation) xxiii–xxiv

ISO Standards 197–202

ITSO (Information Technology 
Security Officer) 108

legal impacts 44, 126–7

legislation 8–9, 192–3

level of risk xxvi, 75, 76, 77, 81, 
105

likelihood

assessment of 68–70

defined xix, xxvi

evaluation of 170

over/underestimation 48

scales 71

of threats/hazards, factors 
influencing 123–4

location of premises 145

maintenance

controls 164

procedures 60–1

malicious intrusion see hacking

malware 56, 137–9

protection issues 146, 153, 
188–9, 191

mandatory requirements (MRs), 
HMG security policy 116–19

MAO (maximum acceptable 
outage) 93

masquerading 135

maximum tolerable data loss 
(MTDL) 93

maximum tolerable period of 
disruption (MTPD) 47, 93

MBCO (minimum business 
continuity objective) 93

media protection controls 164

‘metadata’ 4

methodologies 168–75, 196–7

minimum business continuity 
objective (MBCO) 93

misuse and abuse 55, 136

mobile devices 153, 156–7

lack of security 142

theft of 137

mobile working 190

monitoring 33–4, 106, 191

audit logs 155

defined xxvii

inadequate/lack of 146, 148

user accounts 155

MRs (mandatory requirements), 
HMG security policy 116–19

MTDL (maximum tolerable data 
loss) 93

MTPD (maximum tolerable 
period of disruption) 47, 93

NAS (network attached storage) 
98

National Institute of Standards 
and Technology see NIST

national security 5

national security strategy 115

national security vetting (NSV) 
118

natural hazards 131

‘need-to-know’ principle 22, 119, 
120, 155

network attached storage (NAS) 
98

network failures 131, 132

network security 155, 191

inadequate 130, 146

standards 200

network segregation, lack of 142

news articles 197

NIST (National Institute for 
Standards and Technology) xxiv

SP 800-30, risk assessment 
guide 177–8

SP 800-53, information risk 
controls 85–6, 161–7, 203

non-repudiation xxvii, 147

NSA (National Security Agency) 5

NSV (national security vetting) 
118, 119
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objectives xxvii, 93

OCTAVE (Operationally Critical 
Threat, Asset and Vulnerability 
Evaluation) 171–2, 196–7

OCTAVE Allegro 173, 197

OCTAVE-S 172, 197

OFFICIAL information 120

Official Secrets Act (1989) 9, 121, 
192

online transactions, auditing of 
147

operational controls 64–5, 83, 
152

operational impacts 42–3, 124–6

operational security controls 159

operations management failures 
61–2, 145–8

Orange Book (HM Treasury) 196

organisations xxvii

context of risk within 9–11

information security controls 
156–7

outsourcing xxvii, 80, 149

PAS (publicly available 
specifications) 202–3

password security issues 60, 81, 
82, 136, 142, 187–8

patch management 189

PDCA (Plan-Do-Check-Act) cycle 
24–5

penetration testers/testing 
108–9, 155

personnel security (PS) 118–19

controls 157, 165

people-related security 
failures 62, 148–9

phishing 135

physical controls 64, 83, 152

physical damage 132

physical security 144–5

controls 158–9, 164–5

mandatory requirements 119

physical threats 137

Plan-Do-Check-Act (PDCA) cycle 
24–5

planning (PL) controls 165

planning risk treatment 90

platform disaster recovery 95–6

Police and Criminal Evidence Act 
(1984) 9, 192

policy

access control 60, 140

BYOD 147

defined xxvii

Security Policy Framework 
115–20, 195–6

social networking 148

see also controls; governance

portable devices, theft of 137

power failures 132

power supply, resilience of 97

PPs (professional practices  
91–2

presentation skills 100–1

preventative controls 82, 152

primary impacts 41–2

privacy markings 21, 22

privacy, meaning of 18

probability xix, xxvii, 70, 123–4

procedural controls 65, 83, 152

process assessment standard 
13, 201–2

processes and procedures xix, 
xxvii

procurement 143, 153–4

Professional Practices (PPs), 
business continuity 91–2

program management controls 
167

qualitative risk assessments xx, 
xxvii

impact assessment 45–9

likelihood assessment 69–71

quantitative risk assessments 
xx, xxvii

impact assessment 45–9

likelihood assessment 69–71

RAID (redundant array of 
inexpensive disks) 97

ransomware 139

recruitment checks 118

‘red team’ exercises 156

redundant array of inexpensive 
disks (RAID) 97

regulation 8–9, 193

Regulation of Investigatory 
Powers Act (2000) 9, 193

regulatory impacts 44, 126–7

reliability 19

removable media controls 190

reputational impacts 44, 127

requirement, defined xxvii

requirement standards 197–8

residual risk, defined xx, xxvii

resilience

applications 98

data 97–8

defined xx

resilient power 97

reviews 33–4, 104–6

risk xx, xxvii

risk acceptance xx, xxvii, 32, 81, 
89, 90

risk aggregation xx, xxvii

risk analysis 68, 71–3

CRAMM 169

defined xx, xxvii

IRAM 170–1

risk appetite xx, xxvii, 29–30

risk assessment xxi, xxviii

BS 7799-3:2006 guidelines 
175–6

controls 165

NIST SP800-30 guidelines 
177–8

software tools 178–9

risk aversion, defined xxviii

risk avoidance xxi, xxviii, 31, 78, 89

risk criteria, defined xxi, xxviii

risk evaluation 75–6

defined xxi, xxviii

risk register 73–5

risk identification 35–7

approach to 37–9

defined xxi, xxviii

impact assessment 39–41, 
45–50

risk management xxi, xxviii

benefits 11–13

guidelines and standards 198, 
202, 203

methodologies 196–7

organisational context 9–11

process 13–14

programme 26–33

risk matrix xxviii, 71–3

risk modification xxi, xxviii, 31, 81

risk monitoring xxi, xxviii, 106

risk owner xxviii 115

risk proximity xxi, xxvii, 70

risk reduction xxi, xxviii, 31, 81, 
89, 90

risk register 73–5

defined xxii, xxviii

spreadsheet 74

template 185

208



risk reporting and presentation 87

business cases 87–9

business continuity 90–4

decision making process 
89–90

disaster recovery 94–9

risk retention xxii, xxviii

risk review xxii, xxviii, 33–4, 105–6

risk sharing xxii, xxviii, 31–2

risk termination xxi, xxix, 31, 78, 
89

risk tolerance xx, xxii, xxix, 32, 
81, 89

risk transference xxii, xxix, 31–2, 
80, 89, 150

risk treatment 77–8

control categories 85–6

costs of 32

criteria 30–1

critical controls 83–4

decision-making 89–90

defined xxii, xxix

mandatory requirements 
117–18

operational controls 83

planning and implementation 
90

strategic risk options 78–81

tactical controls 82

RMRs (risk management 
requirements) 29, 195

rootkits 138

RPO (recovery point objective) 93

RTO (recovery time objective) 93

SABSA (Sherwood Applied 
Business Security Architecture) 
173–5, 197

SANs (storage area networks) 98

SC (Security Check) 118

SC (System and Communications 
Protection) controls 166–7

scale xxix

impact scales 46

likelihood scales 70–1

secondary impacts 42

secrecy/privacy, meaning 18

SECRET information 21, 121

security architecture, SABSA 
173–4

security assessment and 
authorisation

controls 163

OCTAVE Allegro Method 197

Security Checks (SCs) 118

security classification

commercial organisations 
21–2

UK government 21, 120–1

security policy 115–20

server message block (SMB) 187

session hijacking 130

SFIA (Skills Framework for 
the Information Age) 108, 109, 
110–12

Sherwood Applied Business 
Security Architecture (SABSA) 
173–5, 197

SIRA (Security and Information 
Risk Advisor) 107

SIRO (Senior Information Risk 
Owner) 115

skills

business skills 111–12

IISP framework 112–14

required by information risk 
programme manager 100–1

Skills Framework for the 
Information Age (SFIA) 108, 109, 
110–12

SMB (server message block)  
187

SMEs, IASME standard aimed 
at 194

social engineering 55, 134–6

social networking policies 148

software

applications security 153

failures and errors 133, 134

inventory of authorised and 
unauthorised 153

modification 131

patches 95, 146, 147, 189

poor procedures 143–51

theft 136

use of untested 143

spam 135

spoofing 135

spyware 138–9

SSIDs (service set identifiers) 
142

staff-related security failures 
148–9

stakeholder, defined xxii, xxix

standards 29

definitions relating to xxv–xxix

organisations xxiii–xxiv

sources of information xxix

storage area networks (SANs) 98

storage, unprotected 145

strategic defence and security 
review 115

strategic risk options 77, 78–81

tactical controls 82

tactical options 77–8

supplier relationships controls 
160

synchronous replication 96

system and communications 
protection controls 166–7

system and information integrity 
controls 167

system and services acquisition

controls 165–6

vulnerabilities 143

system acquisition, development 
and maintenance

controls 159–60

poor procedures 60–1

system overloads 133

taxonomies 122–3

technical controls 65, 83, 152

technical skills 100

technical staff errors 134

teleworking 156–7

temperature control 97, 145

templates 180–4

theft 131, 132, 136, 137

threat actors and sources xxii

threats 35

assessment of 51–7

defined xxii, xxix

environmental 54, 131–2

errors and failures 133–4

exploiting vulnerabilities 
39–40

knock-on effect 40–1

likelihood of occurence 123–4

malicious intrusion (hacking) 
128–31

malware 137–9

misuse and abuse 136

physical 137

social engineering 134–6

time dependency, impacts 49

TLP (traffic light protocol) 22–3

tools 178–9

TOP SECRET information 121

Traffic Light Protocol (TLP) 22–3

training 32–3, 148, 154, 157

Trojan horses 138

209



UK cyber security strategy  
115–16

UK Institute of Risk Management 
xxiv

unauthorised access 128, 130, 
137

unauthorised systems activity 
136

uncertainty

defined xxiii

likelihood assessments 69–70

UPS (uninterruptible power 
supply) 97

US Committee on National 
Security Systems (CNSS) xxiv

US National Institute of 
Standards and Technology see 
NIST

user access control 149, 188,  
190

user errors 134, 148

validation xxix, 49, 92, 144

verification, defined xxix

vetting 118–19

viruses 137–8

VLAN (virtual local area network) 
83, 155

vocabulary standards 197, 202

VPN (virtual private network) 
23, 200

vulnerabilities 124, 140–9

access control 140–3

assessment of 57–63, 153

communications 145–8

defined xxiii, xxix

operations management 145–8

people-related 148–9

physical and environmental 
security 144–5

poor procedures 143–4

warm standby platforms 95

website modification 130

website overloads 133

wellbeing impacts 45, 127

Wi-Fi (wireless fidelity) insecurity 
130

wireless access points (WAPs) 
146, 153–4, 188

work supervision 149

worms 138
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