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FOREWORD

Industry definitions have been in place for as long as there have been industries: auto, 
travel, finance, fashion or technology. But when the chief executive officer (CEO) of 
General Motors (GM) announces that they are hiring 12,000 IT engineers, the world has 
clearly changed. GM is no longer just a car company – it is a technology company. And 
the same could be written about companies in every industry. With technology comes 
opportunity, innovation and efficiency. And risk. Today, information security issues are 
more complex than most executives have the knowledge and experience to compre-
hend, in just about every industry.

The reality of today’s business climate is that information security needs to be a core 
focus of every business, in every industry. When every company in the world is a tech-
nology company, every company requires the culture of awareness created by a strong 
information security focus.

As a co-founder of Concur and the current CEO of healthcare tech company Accolade, 
I’ve had the pleasure of working with Mike Sheward for nearly 10 years, and in that 
time we’ve watched the haphazard scramble of companies working to leverage the 
power of the internet, followed almost immediately by massive information security 
incidents that put their customers and employees at risk. Throughout it all, Mike has 
been an excellent advocate and practitioner of information security while at the same 
time acknowledging the needs of a business to continue to innovate and move with 
pace. Information security in today’s age requires that balance. And it also requires the 
ability to partner with executive management as well as with every employee in the 
business to create a culture of awareness and vigilance. In my experience, there is no 
better practitioner of those skills than Mike Sheward. The lessons outlined in this book 
express those skills with Mike’s trademark dry English wit and I am confident you will 
find them valuable.

Rajeev Singh
CEO, Accolade 
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GLOSSARY

Application security (AppSec) A subdiscipline of information security focused on 
developing security into an application, or testing the security of an application.

Artefact A data item, such as a file or log entry, that may be relevant to an investigation 
or incident.

Attack vector A means leveraged by an attacker, such as a malicious hacker, to 
compromise a target. For example, this could include a flaw in a web application, or 
delivering malware via email.

Baseline A measurement of a typical behaviour which can be used to make 
comparisons, and therefore detect abnormal behaviour.

Bourne-again shell (Bash shell) A commonly used Unix shell, the Bourne-again shell 
is the default shell on many modern Unix-like operating systems. The shell allows a user 
to type commands into a terminal window.

Chief information security officer (CISO) A position within an organisation that typically 
bears overall responsibility for an organisation’s information security programme.

Confidentiality The state of secrecy or privacy of a given piece of information.

Debugger A software tool used to deconstruct running applications for the purposes 
of detecting, understanding and fixing errors.

Decryption The process of taking encrypted information and converting it back to a 
format that is human readable, or otherwise usable by a computer, such as to a given 
file format.

Defacement A type of attack in which the attacker alters the appearance of a website.

Denial of service A condition caused when a system is unable to service legitimate 
requests because it is overwhelmed by malicious traffic, or otherwise taken offline.

Due diligence The steps taken by a person, or business, to ensure that they are acting 
in a safe and legal manner.

Encryption The process of taking a piece of information and encoding it in such a way 
that only authorised parties are allowed to view it.
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GLOSSARY

Ephemeral Something that lasts for a very short time. Commonly used when 
describing container images.

Exfiltration The act of surreptitiously removing data from a computer or network.

Exploit A piece of software written to take advantage of a vulnerability in a computer 
system.

False positive An incorrect indication that a condition is occurring. Commonly 
associated with intrusion detection systems or vulnerability scanners.

Grep A Unix command used to search for a string of characters in a file. An abbreviation 
of the term ‘globally search for a regular expression and print’.

Hardware security module (HSM) A physical device that stores, protects and manages 
the use of encryption keys.

Hashing A mathematical process performed on data of any size, which results in the 
generation of data that is a fixed size, otherwise known as a hash digest. Frequently 
used to ensure data integrity.

HTTP HyperText Transfer Protocol, the primary protocol used by web browsers and 
servers to communicate. A set of standards for transferring text and other media across 
the internet.

Hypervisor Computer software that is responsible for running and managing virtual 
machines.

Initial public offering (IPO) A period in which shares in a private company are offered 
for sale to the general public for the first time.

Internet service provider (ISP) A company that provides customers with access to 
the internet.

IT asset Any hardware, software or data owned by an organisation that is used to 
conduct business.

Jailbreaking The process of bypassing restrictions imposed by the manufacturer 
of an electronic device (such as a smartphone), usually for the purposes of installing 
software outside that approved by the manufacturer.

Kernel The core component of an operating system, responsible for managing 
hardware resources such as CPU and RAM.

Micro-services An application architecture model that leverages multiple small 
components, or services, to implement a function, as opposed to building a single large 
application.

Network-attached storage A hardware device that provides file storage services to 
one or more clients across a network.
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GLOSSARY

Open Systems Interconnection (OSI) model A conceptual model that describes seven 
layers of communication functions to be implemented by an operating system or a 
telecommunications system for the purposes of inter-system communication. The OSI 
model covers everything from data input at the application level to physical transmission 
of data as an electrical signal.

Packet A formatted unit of data carried across a packet-switched network. A packet 
includes addressing information, to help it get to where it needs to go, as well as the 
data it is transmitting.

Penetration test An authorised test that is designed to simulate actions taken by a 
malicious attacker attempting to gain access to an organisation, application or network.

Phishing An attack that involves sending phony emails purporting to be from a 
legitimate source, such as a financial institution. The intent of the attack is for the victim 
to respond with sensitive information, such as a set of credentials. A spear-phishing 
attack is a phishing attack that is targeted at a specific victim.

Post-traumatic stress disorder (PTSD) A mental illness that occurs as the result of 
an injury or other severe psychological shock; it can result in frequent recall of the event 
that caused the condition.

Process In a computing context, used to describe an instance of a running program.

Radio frequency (RF) An electromagnetic wave with a frequency of 20 kHz to 300 
GHz, used in wireless communication. An RF-shielded bag is designed to block waves 
at these frequencies.

Security operations A subdiscipline of information security focused on the day-to-day 
management and monitoring of an organisation’s security controls and procedures. A 
security operations centre (SOC) may be responsible for triggering an incident response 
upon the discovery of a specific condition.

Storage area network (SAN) A specialised network used to connect storage devices, 
such as disk arrays and tape libraries. This network of connected storage devices 
can then appear to multiple clients as if it were a locally attached storage device. The 
benefits of such a setup include improved performance and redundancy.

Structured Query Language (SQL) A programming language used to manage 
relational database platforms, it can be used to create databases or alter the structure 
of an existing database, as well as perform operations on the stored data itself. A SQL 
injection attack occurs when an attacker finds a vector in which to insert their own SQL 
commands for interpretation by a database server.

Subpoena A legal document that requires a witness to attend court or produce other 
evidence for court. Failure to comply with the requirements of a subpoena can result in 
a legal penalty.

Systems administrator A position within an organisation that is generally responsible 
for the day-to-day management and maintenance of computer systems.
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GLOSSARY

The Onion Router (TOR) A free piece of software that allows a user the ability to 
redirect traffic through a wide array of geographically disparate, volunteer-run nodes, 
known as relays. This helps the user maintain anonymity online, and is frequently used 
to avoid network-based surveillance.

Tradecraft In computer security, a term used to describe the tools, techniques and 
processes used by an attacker.

Usability Refers to the ease of use of a given product, typically a piece of software or 
a device.

Volatile data Information stored in memory, or in transit, that will be lost when a 
computer is powered off. For example, the contents of random access memory (RAM).

Vulnerability A weakness, typically within a piece of software, that can be exploited 
by an attacker to create an unwanted condition. For instance, a vulnerability in a web 
application could allow an attacker the ability to bypass authentication and access 
sensitive information.
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USEFUL WEBSITES

Brett Shavers’ Blog (http://brettshavers.cc/index.php/brettsblog)
A blog maintained by the highly engaging digital forensics professional Brett Shavers.

Cyber Forensicator (http://cyberforensicator.com/)
A site run by Mikhaylov and Oleg Skulkin that aggregates a wide range of digital foren-
sics and incident response content.

Digital Forensic Diaries (www.digitalforensicdiaries.com)
Homepage of this author’s other work, a series of short stories based on real-life foren-
sic investigations.

Forensic Focus (www.forensicfocus.com/)
A great news resource and online community for digital forensics professionals.

Forensics Wiki (www.forensicswiki.org/)
A Creative-Commons-licensed site that tracks various tools, techniques and papers on 
digital forensics.

Lesley Carhart (https://tisiphone.net/)
The homepage/blog of Lesley Carhart, a highly respected and articulate digital forensics 
and incident response professional. Leslie is also on Twitter: @hacks4pancakes.

mac4n6 (https://www.mac4n6.com/)
A blog devoted to macOS and iOS forensic research, written and maintained by Sarah 
Edwards.

SANS Digital Forensics (https://digital-forensics.sans.org/)
A collection of digital forensics resources provided by the SANS organisation.

Shodan (https://www.shodan.io/)
An extremely valuable search engine for internet-connected devices that can provide 
insight during an incident response.

This week in 4n6 (https://thisweekin4n6.com/)
A weekly roundup of relevant digital forensics and incident response news.

ThreatMiner (https://www.threatminer.org/)
A free (donation suggested) resource for searching across an aggregated collection of 
threat intelligence data.
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USEFUL WEBSITES

Windows Incident Response Blog (http://windowsir.blogspot.com/)
A blog devoted to Microsoft Windows incident response techniques, written by acclaimed 
forensics author Harlan Carvey.
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PREFACE

It is often said there are two types of organisation: those who have experienced an 
information security incident, and those who don’t know they’ve experienced a secu-
rity incident. From this, and the constant barrage of information-security-related news 
stories that fill our timelines, news feeds and television screens, it should be very clear 
to everyone that we live in a time when the information security incident is extremely 
relevant. This is not going to change any time soon. Incidents will continue to occur, and 
organisations will be judged on how they react to a given incident. Throughout this book, 
we’re going to be deconstructing security incidents – how they’re discovered, what to 
do and what not to do when they strike and, perhaps most importantly, how to learn 
from them. 

There are countless books on information security theory, and many of them are dedi-
cated to incident response (IR). So, what makes this one any different? The aim of this 
book is to take the theory and show how it applies to various real-life incidents and 
investigations, in a hands-on fashion. Throughout my career I’ve been faced with a num-
ber of security incidents and investigations, and have served as both an outside con-
sultant and an internal incident lead at various organisations. These experiences have 
taught me a lot about the way different businesses react, especially when faced with 
the prospect of having to explain to customers, regulators or employees that something 
undesirable has happened to their data. 

In all of the cases that I can recall, there is a sort of tipping point: a moment when the 
realisation occurs that what was just considered ‘data’ prior to the incident actually 
represents human lives and livelihoods, and will have a material impact on a real per-
son. It is unfortunate that for most organisations it takes an incident to get to this point. 
My hope is that by telling the stories of those events, and showing how the theory of 
incident response applies to them, all in a single publication, we can go some way to 
demonstrating how this all plays out in reality. Hopefully eyes will be opened to the fact 
that with some smart design, and planning, we can actually prepare for and face down 
incidents head-on, all the while capturing evidence that can assist us in preventing a 
recurrence of the incident.

No matter the scenario, one thing I’ve learned is that the only way to resolve an incident 
is through well-executed teamwork – no individual can stand between chaos and nor-
mality for an organisation. The team of people charged with responding to a security 
incident will include professionals who encompass varying functions within the organi-
sation; to be a team player as a security professional means learning to work with all 
of these people. If you can make them successful, they’ll make you successful. The  
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PREFACE

foundations of this teamwork start a long time before an incident strikes. Exposing the 
traditionally technically minded security professional to the wider scope of pressures 
that shape how an organisation chooses to act is another aim of this book.

Another key theme, as you can probably guess from the title, is exploring the relationship 
and transition between incident response and digital forensics. These two disciplines 
actually have very similar goals but require different approaches – it is this difference 
that can lead to the friction between them. Incident response involves eradicating the 
evidence that digital forensics relies on, but both strive for resolution.

As we move into the second half of the book, focused on digital forensics, you’ll notice 
a shift in style. Whereas organisations have the freedom to completely develop their 
own incident response processes, digital forensics is a branch of forensic science and 
therefore the steps taken become more prescriptive. 

Digital forensics is another area I’ve been fortunate to work in during my career. It is an 
addictive, rewarding, but time-consuming and anxiety-ridden occupation. I absolutely 
love it, but there are plenty of things I wish I had known at the start of my career. Perhaps 
the most prominent example of this is just how personal an investigation can become. 
Digital forensics pertains to crimes committed in digital realms, but those crimes are 
committed by real people. Sometimes it is easy to forget that, until you see that person 
sat opposite you as you collect evidence that could ultimately cost them financially, or 
in some other way.

Throughout the digital forensics section of this book I’ve included various case studies 
and personal anecdotes that demonstrate how real people, both victims and perpetra-
tors, are affected by digital forensics investigations. The final chapter is dedicated to 
this topic. 

WHO SHOULD READ THIS BOOK?

I’ve written this book to appeal to a number of different audiences. If you’re new to the 
industry, it will serve as a realistic introduction to the various technologies and skills 
you will need to understand and ultimately master. If you’re someone who works in 
an IT role, perhaps not dedicated to security or forensics, it will help you to confidently 
leverage those technical skills for security or forensics purposes. After all, everyone is 
on the security team, whether or not it is in their job title. Finally, if you’ve worked in IR 
or forensics for a while, my hope is that the case studies and war stories in this book 
will be relatable and help you to explore new ways to use the tools and technologies 
that you’re already familiar with.

It is an honour and a privilege to work in this industry. It was a dream I pursued for a 
long time. It is even more of an honour to be able to write this book and share with you 
my experiences and advice. I really hope you enjoy what you’re about to read and learn 
a great deal from it.

xixBuy the complete book: www.bcs.org/books/digitalforensics 
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INTRODUCTION

This book covers two closely intertwined, yet regularly competing, disciplines: incident 
response and digital forensics. One often leads to, or from, the other, and to say that 
their relationship is complex would be an understatement.

On paper these two topics would seem go together, in perfect harmony, rather than up 
against each other as combatants. The truth is, however, that in the midst of a security 
incident, in a time of always-on services and applications, most organisations will take 
the path of least resistance to getting back to an operational state, and frequently this 
means not properly conserving potential evidence that is vital for a successful foren-
sics investigation. After all, most organisations aren’t in business to respond to security 
incidents or run forensics investigations.

In one corner, we have incident response. Those who engage in security incident 
response are charged with detecting that something is wrong, containing the issue 
and steering an organisation back to business as usual, with minimal impact to daily 
operations.

In the opposing corner, we have digital forensics, the part artistic, part scientific process 
that seeks to conclusively and meticulously prove why a security incident occurred in 
the first place. Commonly, the ultimate aim is to find the specific party responsible for 
an incident, for the purposes of disciplinary or criminal action.

Imagine, if you will, a scene in your favourite television crime drama in which the crime 
scene technician is meticulously dusting for fingerprints, while bullets from an ongoing 
shootout with the police continue to fly around them. The primary objective would be to 
bring the situation to a safe conclusion, not spend time collecting evidence. That would 
come later in a criminal investigation. Of course, organisations don’t have to hold them-
selves to such stringent investigative standards, and therefore might not investigate at 
all, even when it could be the right thing to do.

That said, I do have better news. It is entirely possible to strike the perfect balance 
between incident response and digital forensics needs at your organisation. It just takes 
planning, business savviness, trust, appropriately deployed technologies and human 
practitioners who understand how all these pieces fit together. 

The aim of this book is to arm you with the knowledge you need to become one of those 
practitioners, because the world needs you now more than ever.

1Buy the complete book: www.bcs.org/books/digitalforensics 



HANDS-ON INCIDENT RESPONSE AND DIGITAL FORENSICS

INCIDENT RESPONSE

Anyone who has ever dealt with an information security incident would likely agree on 
one thing – they are incredibly stressful for everyone involved. They typically involve 
long conference calls on the ‘P1’, ‘Sev1’, ‘Code Red’ or ‘whatever else your organisation 
chooses to call it’ phone bridge. Occasionally an executive will speak up, asking for an 
update or suggesting a course of action with varying degrees of helpfulness, all adding 
to the pressure on those actively fighting the fire.

Preparation is key

This pressure intensifies if the organisation hasn’t adequately prepared for an incident. 
Preparation can be as simple as ensuring someone documented how a given business 
process works, and stored that documentation in an accessible location. It sounds like 
common sense, but all too often we find incident response planning to be lacking.

I once handled an incident in which a financial business process was suspected of 
being compromised, resulting in the potential theft of many millions of dollars. The 
first thing I asked for on the incident bridge was a description of the process, and 
any documentation that would help me, as an outsider to this particular organi-
sation, understand the potential attack vectors that I needed to investigate. Aside 
from one person who understood the mechanics of the process at a very high level 
and was able to give a description, there was no documentation, no written proce-
dures and no plan in place to respond to an issue with this key financial process. 
Therefore, before we could officially start the incident response process, we had to 
sit down and figure a few fundamental things out, wasting valuable time.

Time is precious

Time is not on your side during an information security incident. The longer you leave 
things uncontained, the worse they will become. The ticking clock provides an additional 
layer of pressure on those who are charged with incident handling, as if they needed 
another.

The definition of what constitutes a security incident can be so varied that a lot of time 
can be wasted deciding if a security incident really is a security incident at all.

Another complicating factor is that information security incidents frequently manifest in 
other, ‘non-security’, ways, such as servers crashing or strange behaviour attributed to 
software bugs. This can lead to more confusion, panic, and to incidents breeding other 
incidents as teams struggle to understand what exactly is going on.

Incredibly, despite a marked increase in negative and embarrassing headlines related to 
security incidents in the last five years, some organisations still delay in bringing inci-
dent handlers with a security specialism into incidents that cannot be easily attributed  
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INTRODUCTION

to a known cause. This is something we, as security incident handlers, must overcome. 
After all, a security incident should have to be ‘ruled out’, rather than ‘ruled in’.

So, why don’t more organisations approach incident response with security in mind 
from the beginning?

Perception is a factor

The root cause of this reluctance is, more often than not, directly related to the percep-
tion of the security team within the organisation. Quite frankly, security teams are often 
seen as a roadblock, an afterthought, nosey and determined to catch people out. 

Many security teams started life with a compliance-driven mindset. A series of check-
boxes to be checked and audits to be passed, with very little desire to think past the 
initial work and build a lasting technical security infrastructure that can grow with the 
organisation. Compliance-driven security teams are great at dishing out requirements 
to other teams, but rarely deliver anything themselves. Who’d want to hang out with 
those types of people? Who’d want to invite them to scrutinise an incident in progress? 
No one.

On a more positive note, I can report with high levels of confidence that the times are 
a-changing. More and more organisations have realised the value of security above and 
beyond a compliance-driven function. In doing so, they’ve made investments in security 
that have allowed talented security professionals to break through and have more seats 
at more tables.

Having a seat at the table is huge, but doesn’t always guarantee that the security profes-
sional will be the first one to be notified when a potential security incident occurs. That 
trust must be earned, and value must be demonstrated early.

There is no better way to earn trust than to be a competent security incident handler. 
If you can keep cool under pressure, find the problem, help contain it, and remediate 
the root cause, all while fielding questions from executives and customers, you’ll be the 
most popular person in the room, trust me. This feeling is also highly addictive, and one 
of the reasons why incident response is one of the most exciting and rewarding aspects 
of information security.

Become a brilliant incident responder and you’ll also elevate the perception of the secu-
rity team within the organisation, which leads to better integration between security and 
other teams. This results in an organisation becoming more proactive in addressing 
security concerns, which in turn leads to fewer incidents. 

A lot of people would have you believe that if a company is responding to a security 
incident then there are a lot of things wrong in its security programme. Don’t listen to 
those people. Every company has to deal with security incidents; if they aren’t, they 
probably aren’t doing a good enough job of detecting them. Given this, you should treat 
the incident response phase as the first opportunity to get things right. Bear this in mind 
as we work through the incident response portion of this book (Part 1).
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DIGITAL FORENSICS

Generally speaking, there are two categories of people who get involved in digital foren-
sics. There are those who seek it out as a career, working in either the private sector at 
specialist consultancies or in the public sector for government departments such as the 
police or the security and intelligence agencies, and then there are those who become 
involved almost accidentally, or happen to be in a non-dedicated forensics role but find 
themselves having to collect and preserve evidence in the face of some unexpected 
shenanigans.

Personally, I first became involved in digital forensics accidentally. A few months 
into a network engineering job, I unknowingly caught someone doing something 
they really shouldn’t have been doing on a public-sector network. I didn’t think much 
of it until an HR representative came down for a chat about the event a few months 
later. 

When I found out that the behaviour I’d initially believed to have been attributable 
to a piece of malware was actually caused by a human being violating a pretty 
significant policy, not to mention a criminal law, I was blown away. In fact, that was 
the exact moment I knew that I wanted to move from the occasional category to the 
full-time category of digital forensics practitioner!

This is forensic science

Whereas the standards for incident response can vary between organisations, when it 
comes to digital forensics we’re dealing with a legitimate branch of forensic science. 
Just as a murder suspect can be nailed by DNA found at a crime scene, a cybercriminal 
can be traced by their digital fingerprints.

Accusing someone of a murder based on your science is a pretty big deal – you’ll want 
to make sure that you’ve handled the evidence properly and run your tests on it in a 
defined, repeatable and proven fashion. The same standards apply to computer crimes 
and digital forensics, and this is why it is such an interesting and rewarding field to 
engage in.

Running a digital forensics investigation can be a time-consuming and costly undertak-
ing, which is why it’s not always the first priority for an organisation. That said, it has 
been proven time and time again that cybercrimes committed by supposedly anony-
mous actors can be accurately attributed to a specific person. After all, people are peo-
ple, and people make mistakes.

Cybercrimes can be committed either directly against a computer system (such as 
hacking into a website) or by leveraging a computer system as an accessory in a dif-
ferent type of crime (such as distributing child pornography). As a forensic investigator, 
either full-time or occasional, this is an important distinction to remember. You usually 
don’t have the choice of which type of crime you investigate. This has led to many in the 
profession who are specialists in crimes against computers, technologists by nature,  
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being slightly caught out when crimes that use computers as an accessory have fallen 
into their laps for investigation. An example of this is when you are suddenly asked to 
investigate a fellow employee for suspected wrongdoing.

The insider threat

Organisations are realising, thanks to famous cases such as the tale of Edward Snowden, 
the now infamous National Security Agency (NSA) secrets leaker, that insiders can pose 
the most serious threat. Those who have been trusted with the access required to do 
their jobs can, if driven by nefarious motivations, become the most damaging presence 
on a network.

In June 2013, Edward Snowden was a systems administrator for a subcontractor 
providing services to the NSA, the United States’ equivalent of the Government 
Communications Headquarters (GCHQ) in the UK. Motivated by his belief that 
the NSA was violating the rights of ordinary American citizens, he leveraged his 
privileged access to obtain and leak a number of highly classified documents.

Ask anyone who has worked as an IT administrator at an organisation without a dedi-
cated security team, and they’ll probably have plenty of stories of the times they were 
asked to collect evidence to help support disciplinary or even legal proceedings against 
someone within the organisation. This is a common scenario and, depending on the 
experience, one that can shape that person’s perception of digital forensics. It can 
become a messy business that people want no part of, but, with a bit of insight and 
preparation, you can spare yourself some of the less desirable aspects and make your 
role in the forensics process very clear.

Often people approach the investigator with a non-specific ask, something like, ‘Hey, we 
know this guy is doing something dodgy at work, can you tell us what it is?’ This isn’t the 
way things should work, at all. Instead, the first thing you should demand as an inves-
tigator is a very specific allegation. Something like, ‘On Wednesday we believe X did Y, 
can you find evidence of that?’ If this can’t be provided, it is best to step back from the 
investigation and not become involved. This simple rule will help to ensure your digital 
forensics experience remains a positive one.

Digital forensics has evolved

Just as technologies evolve, so do the challenges faced by digital forensic investigators. 
These days, the answers can be found in many places, not just on the hard disks of 
computers. Cloud storage and services, while highly convenient and cost-effective from 
a business perspective, are a game changer from an evidence preservation perspec-
tive. Similarly, smartphones and tablets, now in widespread use, provide yet another 
in-scope source of potential evidence that require a whole new set of tools.

As we work through the digital forensics section of this book (Part 2), we’re going to look 
at the various tools and techniques, along with the scientific and legal aspects to the 
process. The aim is to equip you with the knowledge you’ll need to make your case and  
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not leave you open to questioning. You should always, always, conduct your actions as if 
you’ll have to defend them in a legal setting. If you do this, you’ll be set up for success.

WHY BOTH?

Now that we’ve talked about the two fundamental topics we’re going to cover in this 
book, let’s revisit why we’re packaging them together, especially given my earlier state-
ment that they can sometimes be at odds with one another.

Let’s be clear. There is a definite overlap between the incident response and digital 
forensics realms. Knowing how to recognise this overlap and understand when an inci-
dent response is turning into a digital forensics investigation, or, conversely, when an 
investigation requires that an incident response is triggered, will unquestionably help 
you to deliver value to your organisation.

Business pressures and workloads might try to steer you in one direction or another, but 
if you have a good understanding of both incident response and digital forensics, you’ll 
be able to make the right choices for your given scenario. 

Every organisation is different. The information security needs for a healthcare com-
pany are very different from the information security needs at a cloud services provider. 
Some companies have significant security resources, whereas others scrape by with 
the bare minimum. Just as you must balance risk in other aspects of information secu-
rity, you must also balance the risk of not completing a digital forensics investigation as 
a follow-up to an incident.

HANDS-ON

The fact that this book has ‘hands-on’ in the title is very deliberate. There are plenty of 
textbooks that cover incident response and digital forensic theory. In this book, we’re 
going to go a step further. We will take the theory and, using case studies and examples, 
apply it to real-life scenarios.

When I started in this field I’d studied a great deal of theory, but absolutely none of the 
books I read could prepare me for some of the real-life, human pressures I’d face in the 
field. Sure, knowing how to properly prepare a forensic image of a suspect’s laptop is a 
core skill for any forensic investigator, but no one mentioned that at times I’d be doing so 
in front of a suspect with their legal representation, and even with a young child present. 
This actually happened, and on more than one occasion. I wish I’d had a heads-up that 
this might be the case before I’d got started!

That said, despite the awkward and sometimes uncomfortable situations that can be 
associated with an investigation, nothing comes close to the satisfaction you experience 
when your work helps bring a wrongdoer to justice. 

Incident response and digital forensics are, in my opinion, the most interesting aspects 
of information security. Even when things start to get close to mundane, they won’t stay  
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that way for long. If you like to be challenged, think fast, and be on the cutting edge of 
technology, I can assure you that you’re in the right place.

HOW THIS BOOK FITS IN

There is a significant amount of material pertaining to these two topics that we will 
cover over the next 16 chapters. There are two parts to the book, as already mentioned: 
the first focuses on incident response and the second on digital forensics. Although the 
parts are distinct and clearly have a primary focus, you will see multiple instances of 
overlap throughout. This is by design, and illustrates how you can make the jump from 
one discipline to the other.

In both parts, the chapters are laid out to mirror the typical chronologies of both incident 
response and digital forensics processes. Given this, it is highly recommended that the 
book is read in sequence, as the chapters build on material covered previously. 

Intertwined with the theory, I’ve included a number of my own first-hand experiences in 
both incident response and digital forensics. There are also a number of relevant case 
studies from incidents and investigations that I’ve researched as part of the writing pro-
cess for this book. These anecdotes and case studies are presented in boxes, associated 
with a relevant section of text.
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INCIDENT RESPONSE
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1  UNDERSTANDING INFORMATION 
SECURITY INCIDENTS

Information security is a broad topic, with many subdisciplines. You could work in appli-
cation security, network security, compliance, forensics or a security operations role, 
or be a lawyer specialising in information security and data privacy. All of these infor-
mation security roles appeal to people with different skill sets, experience levels and 
interests.

An organisation can have one person spending some time on security where possi-
ble, or a dedicated security team (this could be as large as several thousand full-time 
employees), with budgets that vary just as broadly. Despite all the differences between 
these roles, and the resources available to a given security team, one event that binds 
us all together is the security incident. We’re all working to reduce the likelihood of them 
occurring in the first place, and to minimise the impact they cause when they do hap-
pen. In this chapter, we’re going to be looking at what exactly makes a security incident 
a security incident, common methods of detection, and why they will continue to occur.

WHAT IS AN INFORMATION SECURITY INCIDENT?

Before we can respond to, or even attempt to plan for, an information security incident, 
we must first define what exactly an information security incident is. Various standards 
and publications have their own definition, but many of these definitions are variants of 
the definition afforded by NIST (National Institute of Standards and Technology) Special 
Publication (SP) 800-61, Computer Security Incident Handling Guide:

A security incident is the act of violating an explicit or implied security policy.

In this book we’ll be using this NIST definition of an information security incident.

The beauty of this definition is that it can be applied globally to any organisation, but 
by referencing a security policy it accommodates the significant differences between 
individual organisations and their risk profiles. For example, at most Silicon Valley start-
up offices you’ll see people using their smartphones freely in their work areas without 
issue. Doing so at the office of a defence contractor handling classified information 
would very likely be considered a serious security incident. The same activity, in two 
different environments: one is acceptable, the other is a security incident. Policy is the 
differentiator.
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This should serve to reinforce the importance of security policies for all organisations, 
no matter the size or industry. After all, you can’t take action against someone for violat-
ing a policy if there aren’t any policies for them to violate. The first step in creating an 
incident response plan should be revisiting other information security policies, first to 
make sure that they are in place, and secondly to ensure that they are up to date.

TYPES OF INCIDENT

Although the detail of what makes a security incident a security incident may vary from 
organisation to organisation, we can still classify several types of security incident that 
are universally considered as such.

At the highest level security incidents fall into two categories. The first of these catego-
ries is incidents with internal origins, meaning an incident caused by an insider to an 
organisation. An example of this would be an employee mishandling data, either delib-
erately or accidentally. The second category is incidents with external origins, meaning, 
as you can probably guess, an incident caused by an outsider to an organisation. An 
example of this type of incident would be if a user is phished by a malicious attacker 
who goes on to use stolen credentials to obtain unauthorised access to data.

All security incidents are sensitive matters, but some are more sensitive than others. 
The external versus internal classification scheme also serves as a guide to the level of 
confidentiality that should be applied to an incident. As a security incident handler, you 
will likely have access to a great deal of sensitive information. This is often a necessary 
side effect of being effective in detecting security incidents. Given that internal security 
incidents often involve the actions of a single employee, they are typically much more 
sensitive and are treated on a ‘need to know’ basis. Simply put, this means that only the 
people who ‘need to know’ the details of the incident will be informed. Conversely, if an 
external attacker defaces a web page, the chances are that more people will be involved 
in the clean-up operation, from both technical and public relations perspectives, and 
therefore more people will ‘need to know’.

Let’s run through some examples of incidents that fall into these two categories.

Internal incident types

In information security it is often said that your people are your greatest asset, as well 
as your greatest risk. The types of security incident caused by insiders to an organi-
sation can range from innocent mistakes made while trying to do the right thing to 
purposefully malicious actions designed to cause harm. 

Inappropriate data handling

Data is the lifeblood of most organisations: payment card data, healthcare data, 
customer data, analytical data and financial data, to name but a few types of the stuff. 
With data come various rules and requirements for how it is handled. For example, in 
the case of payment card data the Payment Card Industry Data Security Standard (PCI 
DSS) rules supreme; this contains a number of requirements an organisation must 
meet if they wish to handle credit card numbers and process payments.
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General legal requirements for the handling of data about individuals, such as the Data 
Protection Act (1998) in the UK and its Europe-wide replacement that took effect in 
2018, the General Data Protection Regulation (GDPR), contain provisions and penalties 
for non-compliance and must be adhered to.

An organisation may also have certain contractual requirements it must meet when 
handling customer data, for example a requirement not to share customer data with a 
third party for analytical purposes.

If any of these industry, legal or contractual requirements are violated by an insider 
at an organisation, either intentionally or accidentally, this could constitute a security 
incident. Mistakes such as storing sensitive data on removable storage media without 
proper encryption are more common than people would like to admit, and could be 
highly damaging to a business.

In recent times, the rapid growth of cloud services has led to some significant data 
handling mistakes as operators get to grips with doing things in new ways. There have 
been many reported cases of massive data files being made accessible to the entire 
internet because an incorrect permission setting was being used on the cloud storage 
service they were being stored in.

‘Shadow IT’ is another trend that can lead to this type of security incident. People get 
used to using a service personally, for example using Google Drive to store files, and 
want to use it for work too. Rather than getting approval from an IT authority within the 
company, they take the path of least resistance and just use the service anyway. Without 
the appropriate security, compliance and legal review and oversight, this can lead to 
significant problems for an organisation.

Mishandling security credentials

Credentials, such as user account names and passwords, uniquely identify a user within 
an organisation, and are all that stand between the user and the data they are allowed 
to access to be able to do their job. Despite this, people commonly mishandle their 
credentials. Remember, people are people, and people make mistakes (this is going to 
be a common theme in this book!). 

The improper storage, transmission and disclosure of passwords are significant chal-
lenges for any organisation. As an example, many have dealt with employees sharing 
passwords with fellow employees while on holiday to facilitate some type of access to 
cover a given task. 

Service accounts are user accounts that are used by computers to log in to other 
computers to perform a function. An example of this would be a service account used 
to deploy a piece of software across every machine on a network. Service accounts 
frequently have elevated permissions when compared to the accounts used by their 
human counterparts, so are a particularly enticing target for an attacker. It is for this 
reason that service account passwords should be securely shared between the systems 
administrator and the team requesting the account. All too often, these passwords are 
shared via instant message or email rather than a secure password vault tool.
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A lost, stolen or otherwise mishandled set of credentials should always be treated as 
a security incident. 

Acceptable use policy violations

Organisations leverage acceptable use policies to govern what employees can and 
cannot do when using their computer equipment. This can be highly important in creat-
ing a safe work environment for everyone. Common examples of things that are prohib-
ited by acceptable use policies include:

 y accessing pornography using work computers;

 y illegally downloading copyrighted materials;

 y sending abusive emails to others using work email systems;

 y installing hacking tools or malicious software on the computer;

 y disabling security features on the computer such as antivirus protection or 
encryption.

A violation of an acceptable use policy can be considered a security incident.

Unauthorised access

Sometimes, an insider can leverage their access, or the access afforded to a fellow 
employee, to obtain data they are not normally authorised to obtain. For example, why 
would someone in the sales department need access to another employee’s payroll 
information? There are various malicious motivations that may lead to someone obtain-
ing unauthorised access to data, and there are many different ways that it can happen. 
Sometimes it can even happen accidentally.

If unauthorised access to data is detected then that is a security incident, and it must be 
treated as such to ensure that any follow-up actions needed to prevent a repeat incident 
are conducted.

It is also worth noting that unauthorised access incidents can also exist in the physical 
realm. Unauthorised access to a data centre could lead to unwanted physical access. If 
a malicious attacker has physical access to a server, the chances of being able to suc-
cessfully protect it are greatly reduced.

External incident types

Every single business, across every type of industry, should consider themselves a target 
for malicious external actors leveraging technology to cause harm. When discussing 
what motivates those outside a business to break in, common themes include financial 
motivators, intellectual property theft, data exfiltration and compromise of IT assets 
for reuse in other cybercrimes. In other words, there is no shortage of reasons why, 
and given the amount of interconnectivity in the modern world, there is no shortage of 
potential attack vectors for them to exploit. 
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A hacking attack against a web application or network

This is the ‘classic’ incident. A malicious actor finds a vulnerability in a web application, 
then exploits the vulnerability to compromise the application. From there, depending on 
the motivation of the attacker, the outcome could be something as simple as website 
defacement, perhaps in an act of hacktivism,1 or something as complex as establishing 
a persistent presence to be able to steal credit card information.

There are various types of vulnerability that could be present in a web application, and 
we’ll look at these in more detail in the incident response process and network forensics 
section of Chapter 11.

Phishing or spear-phishing attack

This is the most common method for an attacker to gain access to an organisation. 
Phishing attacks are dirt cheap, require minimal technical skill and rely on the omnipres-
ent trusting nature of humans, particularly those who are less technically savvy.

In a phishing attack, the victim is sent a nefarious email that is crafted to look like it is 
from a trusted source. This could be a bank, a government department or even a social 
media site. The email will usually indicate that something requires the victim’s action to 
resolve promptly to avoid some sort of disruption to their daily lives, usually involving 
money – ‘Your bank account is about to be frozen’ or ‘we’re issuing you a fine’ are com-
mon examples. The resolution requires the victim to log in to a fake version of the site 
that allegedly sent the email, and in doing so they hand over their valuable credentials 
to the phisher.

Spear phishing is a variant on phishing, and is essentially a more targeted phishing 
email in which the attacker has done additional research, and may try to exploit a rela-
tionship between the victim and a third party. A classic example of this is posing as the 
chief executive officer of a company and asking an employee to reply with sensitive 
information. Similarly, chief financial officers are constantly targeted by spear-phishing 
emails asking them to make payments, because they are known to have the ability to 
make large cash withdrawals or transfers with minimal oversight.  

Malware/ransomware attack

Some of the earliest examples of malware were produced in the late 1980s, and just as 
computers and the internet have evolved, so too has malware. Malware, or malicious 
software to use its full moniker, is a computer program built for the sole purpose of 
damaging or otherwise compromising a computer system. Every day, organisations are 
bombarded by emails that contain malware-laden attachments. All it takes for disaster 
to strike is for one of these to slip through the cracks and perhaps land on a machine 
that hasn’t received all the relevant security updates.

Malware is a complex topic, and there are many different variants to get to grips with. 
Wiper malware is designed to destroy data; remote-access malware can be used by 
an attacker to remotely control a computer or silently watch as the victim goes about  

1  Hacktivism is a portmanteau of ‘hacker’ and ‘activism’, and is used to describe hackers working in support of a political 
cause.
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their business, and then there is the latest trend – ransomware. This is a particularly 
nasty type of malware because it exploits both the actual and sentimental value of data 
that people generate. Once on a victim machine, ransomware works by encrypting files, 
usually images, movies, documents and spreadsheets, with a key that is known only to 
the attacker. The victim is then forced to pay real money to get that key so that they can 
safely decrypt their files. Of course, there is no guarantee that the victim will receive 
the key.

In early May 2017 a ransomware strain known as WannaCry began targeting 
machines running the Microsoft Windows operating system. The ransomware 
exploited a significant vulnerability in the operating system’s implementation of 
the Server Message Block protocol. WannaCry was a worm, which meant it self-
replicated and was able to spread around networks to other vulnerable machines.

The ransomware encrypted files on machines and demanded a ransom, to be paid 
in Bitcoin, of around £385, increasing to £770 after three days.

WannaCry is estimated to have affected around 400,000 machines in total, and 
claimed several high-profile victims. The National Health Service (NHS) of the 
United Kingdom was particularly badly affected, and even had to cancel planned 
medical operations as staff scrambled to run on backup paper systems.

Denial of service (DoS) attack

If you’ve ever spent time on the platform of Paddington station during peak commuting 
hours, you’ve likely experienced a denial of service as you try to board the train. All those 
additional people cramming through a small number of doors mean that things move 
slowly, and you may even have to wait for a train or two to get on.

In the digital realm a denial of service attack follows the same pattern, but with packets, 
not people. A denial of service occurs when a system is overwhelmed by traffic and is 
unable to function as it should. If this occurs on an ecommerce site it will result in lost 
revenue, as shoppers will be unable to shop and will therefore go elsewhere.

Attackers often use malware to ‘recruit’ victim machines into large networks of 
compromised computers. These victim machines are known as zombies, and the 
networks are known as botnets. One of the most common uses for a botnet is to 
launch a denial of service attack. An attacker may control a botnet of some tens of 
thousands of machines. If all those machines start sending malicious or malformed 
traffic to a victim website, it is likely to experience a denial of service. This particular 
approach, using many machines, is also known as a distributed denial of service 
(DDoS) attack.

Denial of service attacks can also be used as a diversionary tactic to draw the incident 
responder’s attention away from whatever other activity the attacker is engaged in. 
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In October 2016, a highly significant denial of service attack caused disruption to 
various internet services in North America and Europe. The denial of service was 
sourced from Mirai, a botnet made up of tens of millions of compromised ‘internet 
of things’ (IoT) devices. These included printers, security cameras and even baby 
monitors.

The target of the attack was a company called Dyn, which provides Domain Name 
System (DNS) services to many major internet sites such as Twitter, Netflix and 
Airbnb. This is the technology used to translate domain names to Internet Protocol 
(IP) addresses on the internet through a series of lookup queries.

The infected devices overwhelmed Dyn’s DNS infrastructure, causing legitimate 
DNS queries to time out and making them inaccessible to most users.

Serious vulnerability discovered in externally facing application

Software vulnerabilities are nothing new, and by now most people, whether technical 
by nature or not, will have experienced having to install an urgent software update to 
address a security vulnerability. An organisation will typically have programmes in place 
for handling software vulnerabilities in third-party software they run, such as operating 
systems or web server software.

If an organisation is in the business of developing their own software, then they should 
also have hooks into various parts of their software development life cycle (SDLC) to 
handle security vulnerabilities that may be discovered and reported either during devel-
opment or after release.

So why would a newly discovered software vulnerability be considered a security inci-
dent? To answer this question, I’d like to go back to 7 April 2014. This was the day 
a highly significant vulnerability, dubbed ‘Heartbleed’, was disclosed to the world. 
Heartbleed was a vulnerability in a very popular open-source software library, OpenSSL. 
The job of OpenSSL is to handle connections to web servers that leverage the Secure 
Sockets Layer (SSL) protocol for encrypted data transmission. In other words, OpenSSL 
is responsible for protecting sensitive information sent between a client computer and 
a web server.

If exploited, the Heartbleed vulnerability could be used to access a chunk of the vul-
nerable web server’s memory, which could include sensitive data such as passwords 
submitted by users.

Half a million web servers were estimated to be at risk from Heartbleed, and attackers 
started to exploit the bug within hours of it being disclosed. Given this, organisations 
were forced to patch fast, and those who couldn’t patch quickly enough, or didn’t take 
the vulnerability seriously enough, placed themselves at huge risk. In many organisa-
tions the only way to get the expeditious reaction required for Heartbleed was to declare 
a security incident and get everyone who could help involved in the recovery effort.
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A lot of lessons were learned from the Heartbleed vulnerability, perhaps the biggest 
being the realisation that there is so little time to react when something like it is dis-
closed. For this reason, incident response plans were updated to include ‘Heartbleed-
like’ issues.

Figure 1.1 shows an application that is vulnerable to a command injection attack. It is 
highly likely that if this application was in production use, and exposed to the internet, 
an automated scan would discover the vulnerability and begin exploitation attempts 
within minutes.

Figure 1.1 A command injection vulnerability is used to expose the Linux /etc/
passwd file via a web application

False positives

As a security incident handler, I can assure you that the most common type of security 
incident you’ll work on will not be malware related, or phishing related, or even insider 
threat related. Instead, it’ll be a false positive. A false positive, in this context, is a condi-
tion that might suggest an incident is occurring, but can actually be attributed to some 
legitimate activity or event that poses no risk to the organisation.

False positives are common and are not an indicator of failure on the part of the incident 
handler or reporter. I’ll happily take picking up on 10 false positives in a given day over 
not having the visibility or insight to notice something that could be an incident. That 
said, steps should be taken to reduce the number of false positives. This can involve 
tuning your monitoring equipment, such as intrusion detection systems (IDS), to weed 
out alarms caused by legitimate traffic (we’ll talk more about this later in this chapter).
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I was out mowing the lawn one Saturday morning when a call came in on the 
security on-call number. A relatively new systems administrator was on the other 
end of the line. He explained to me how he’d just rebooted a VMware ESX hyper-
visor server for the first time since he started at the company. On boot-up, he’d 
noticed an ominous message in the server’s BIOS messaging. It read ‘ALL YOUR 
SERVERS ARE BELONG TO US’, an apparent reference to the famous line from the 
1992 video game Zero Wing. The original line was ‘ALL YOUR BASES ARE BELONG 
TO US’, a phrase in broken English that eventually found a second life as an inter-
net meme.

Believing, quite understandably, that some malicious actor had taken control of the 
VMware server and was responsible for the taunting BIOS message, he called the 
security team per our established procedures. A breach of a hypervisor would be 
a very serious issue, as it could potentially impact all the virtual machines it was 
responsible for running.

I started to run through our breach checklist, but in the back of my mind I was con-
fident that I could attribute this boot-up message to a former systems administrator 
who, although not malicious, was, shall we say, a bit of a character. With this in mind, 
I put in a call to a more senior systems administrator who’d been at the company for 
a longer period of time. The breach checklist revealed no evidence of compromise, 
and a few minutes later I received confirmation that our ‘zany’ former systems 
administrator used to put this message on all servers as ‘standard’.

A classic false positive, that could really have been avoided. Despite this, I still made 
a point to thank the junior systems administrator for making the call, and getting 
security involved.

DETECTING SECURITY INCIDENTS

So now we’ve got a good handle on what constitutes a security incident, let’s consider 
how we might become aware that a security incident has occurred, or is still occurring. 
Of course, it’s worth remembering that every incident is different; they can materialise 
in a variety of ways depending on the technical and administrative controls in place. 
On this note, a particularly effective way to increase your value as a security incident 
handler is to invent new detection methods, especially if you’re doing so to detect types 
of incident that are very specific to your organisation or industry. An example of this 
could be building an intrusion detection system signature for an industry-specific 
attacker or exploit.

Technical security incident detection

Technical controls are at the front line of incident detection and, depending on the size 
and structure of an organisation’s security team, the incident responder may also be 
responsible for deploying them, or at least consulting on the controls and where they 
should be deployed.
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Intrusion detection systems or intrusion prevention systems

There are plenty of spins out there on this well-established security technology. An 
IDS will alert you to activity that it believes to be indicative of an intrusion, whereas an 
intrusion prevention system (IPS) will go a step further and actually block the suspected 
intrusion. Given that an IPS reacts rather than alerts, some people question why IDS 
solutions are still deployed. Surely, it’s better to do something than just yell about it? 

It’s a fair question, and one that has an answer in an area of focus that technology peo-
ple don’t always consider: the business. Remember, neither IDS nor IPS solutions are 
perfect – they often misclassify legitimate activity as malicious. Not such a big deal if 
you’re just detecting, it’s more of an annoyance than anything else, but if you’re blocking 
the wrong thing you can break a critical business process. That doesn’t do anything for 
the perception of the security team.

Intrusion detection or prevention systems are typically deployed either at the network 
level or directly on endpoints, like laptops or servers. You’ll often see the abbreviations 
NIDS and HIDS used to demonstrate the differences: NIDS is network-based IDS, HIDS 
is host-based IDS.

The systems use signatures to match traffic patterns that appear malicious. These sig-
natures are essentially a set of rules that must be met in order for the IDS/IPS to alert 
or block. For example, a rule might say that the traffic must be to the IP address 1.2.3.4, 
it must include an HTTP request for the file ‘bad.php’ and the request must be 12 kilo-
bytes in size.

Alerts generated by a well-tuned IDS/IPS solution are critically important to the security 
incident handler and are often the first sign that something is awry. It is also important 
that new signatures are added and tuned as they become available to stay on top of 
new and emerging threats. In some organisations, a formal signature review board may 
meet to discuss which signatures need tuning or updating.

Log files

Lots of things can generate log files – firewalls, web servers, applications and operating 
systems, to name but a few examples. Given the breadth of coverage afforded by log 
files, it is no surprise that they can be a gold mine of critical information for detecting 
security incidents. There’s just one problem. The sheer volume of data produced in log 
files makes them hard to handle, retain and mine for that valuable information. It simply 
isn’t anything close to practical for someone to review every line in the many gigabytes 
or terabytes of log data generated by the typical organisation every day.

Thankfully, log aggregation tools, such as Splunk2 and Sumologic3 in the commercial 
world and the Elasticsearch4 ecosystem in the open-source realm, exist to watch the  

2  Splunk (2018) SIEM, AIOps, Application Management, Log Management, Machine Learning, and Compliance | Splunk. Splunk Inc. 
Available from https://www.splunk.com/ [16 April 2018].

3  Sumo Logic (2018) Log Management & Security Analytics, Continuous Intelligence: Sumo Logic. Sumo Logic. Available from 
https://www.sumologic.com/ [16 April 2018].

4  Elastic (2018) Open Source Search & Analytics · Elasticsearch | Elastic. Elasticsearch BV. Available from https://www.elastic.
co/ [6 April 2018].
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logs and alert on specific conditions being met. These tools leverage log files proactively, 
but also require a significant investment to deploy and optimise.

If log files are used proactively they can provide an early warning of an incident in pro-
gress. More often than not, they are used reactively to gain additional context. Given this, 
it is critically important that log files are protected and stored in a separate system from 
the one that generated them. Remember, log files are a form of self-reporting, and if an 
attacker can manipulate or erase them before they are stored, they aren’t going to be 
that useful. Log files can be valuable evidence, so need to be protected from tampering 
if they’re to be used in a later forensic investigation.

Wire data

Wire-data tools, such as ExtraHop5 (see Figure 1.2), Corvil6 or ntop,7 listen to network 
traffic as it flows across critical points, such as a core switch in a data centre. 
Traditionally these tools have been targeted at network engineering teams who need 
to keep an eye on network performance, but more frequently they are being marketed 
towards security teams.

Wire-data tools are similar in a way to a closed-circuit television camera (CCTV). They 
sit out of band, meaning they listen to the network by way of a monitor or span port, or 
even a dedicated network tap device, recording activity as it occurs in real time.

These factors make wire-data tools highly valuable for security incident handlers in 
detecting incidents identifiable by network traffic pattern changes. 

Machine learning and anomaly detection

A relatively new trend is the application of machine learning to security incident detec-
tion. Machine learning is a field of computer science concerned with teaching comput-
ers to think for themselves, without being explicitly programmed how to think; this is 
typically achieved using mathematical algorithms.

In security incident detection, applying a machine learning algorithm to a vast array 
of network traffic data could yield the discovery of an anomaly in the data that might 
otherwise be impossible to detect. This is a growing field, but there is the potential for 
significant value to be found here for the security incident handler. Both the log aggrega-
tion suites and wire-data analytics platforms mentioned earlier are starting to include 
machine learning capabilities as part of their products.

Security incident and event management (SIEM)

All of these technical detection methods are incredibly powerful but must be harnessed 
properly to be effective. In a larger organisation, teams rarely have the opportunity to  

5  ExtraHop (2018) ExtraHop: IT Operations & Wire Data Analytics Platform | ExtraHop. Extrahop Networks. Available from https://
www.extrahop.com/ [16 April 2018].

6  Corvil (2018) Network Analytics for IT Ops, Security & Digital Business – Corvil. Corvil. Available from https://www.corvil.com/ 
[16 April 2018].

7  ntop (2018) ntop – High Performance Network Monitoring Solutions based on Open Source and Commodity Hardware. ntop. 
Available from https://www.ntop.org/ [16 April 2018].
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review every IDS alert or every strange event in a log file. The solution, at least in part, 
is a SIEM tool.

A SIEM tool takes data from the various technical security controls across the organi-
sation, correlates it, and spits the results out onto a (I’m sorry, I’m about to use an 
overloaded marketing term) single pane of glass display. Essentially, the goal of SIEM 
is to reduce the number of places the incident responder has to search for information 
relevant to a potential security incident.

As an example, if a log file entry for a known malicious IP address was detected at the 
same time as the wire-data system saw a connection to that address, we can be pretty 
sure that a conversation occurred with the malicious address.

SIEM tools, such as IBM’s QRadar,8 RSA’s Netwitness9 and AlienVault’s open-source 
OSSIM10 (see Figure 1.3), are extremely valuable, but only if deployed properly, and only 
if the incoming data quality has been validated. Remember: garbage in, garbage out. 
SIEM deployments always require the full support of the entire business to be success-
ful, because they touch so many areas.

Non-technical security incident detection

Sometimes we come across security incidents in completely non-technical ways.

Someone reports an incident

‘I think I got phished’, or ‘I double-clicked on this application and my files are now 
encrypted.’ Two very common examples of user-reported security incidents.

End users in computer incidents are on the front line, and therefore well positioned to 
report anything that is suspect. A couple of things must be in place for them to do so. 
First, there must be a procedure for them to follow; it could just be calling the helpdesk, 
who in turn will have a procedure to escalate to the security team. Secondly, and most 
importantly, there must be a culture of trust within the organisation so that people are 
not afraid to report things, especially when a mistake has been made.

The police show up

Computers can be both victims of and accessories to a crime. The first you might hear 
that a security incident has occurred is if the police show up with a search warrant 
requesting the seizure of certain IT assets.

If a suspect has been using their work email address to send threatening emails, for 
example, the police may want to seize a copy of those emails and the suspect’s laptop. 

8  IBM (2018) IBM QRadar SIEM – Overview. IBM. Available from https://www.ibm.com/us-en/marketplace/ibm-qradar-siem 
[16 April 2018].

9  RSA (2018) SIEM – Security Information and Event Management | RSA. RSA Security LLC. Available from https://www.rsa.com/
en-us/products/threat-detection-and-response/ siem-security-information-event-management [16 April 2018].

10  AlienVault (2018) OSSIM: The Open Source SIEM | AlienVault. AlienVault Inc. Available from https://www.alienvault.com/
products/ossim [16 April 2018].
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Human resources investigations

Human resources departments may discover or may suspect a security incident during 
disciplinary proceedings. 

At this point the security team may become involved in helping to confirm the suspicion 
and preserve evidence.

Penetration test or audit findings

A penetration test is a simulated attack on a network or web application that an organi-
sation orders up to test their security.

An audit is typically a review of administrative and technical controls in place at an 
organisation for the purposes of certifying compliance with a given standard. If a major 
flaw or something else unexpected turns up during either of these processes, then a 
security incident could be triggered.

For example, if during an audit it turns out that a systems administrator is running 
an illicit web hosting company from an old machine under their desk, that should be 
treated as a security incident.

WHY DO SECURITY INCIDENTS HAPPEN?

Security incidents happen daily and will continue to happen with such frequency so long 
as people use computers.

In the field of security incident response, we have two goals:

 y reduce the overall number of security incidents;

 y reduce the impact of security incidents when they do happen.

In order to achieve these goals it is important to understand some of the reasons that 
incidents happen in the first place.

Overly restrictive security controls

Sometimes in information security we can be our own worst enemy. Deploying a highly 
restrictive security control may sound great on paper, but it can do more harm than 
good. If a security control is deployed without proper understanding of the various 
business needs and processes that will be affected by the control, you can rest assured 
that people will fight it, or just work around it. The security team’s relationship with the 
business leadership can also take a turn for the worse if they’re perceived as being 
overzealous when deploying controls.

For example, if you prevent the sending of emails containing attachments from corpo-
rate email accounts, chances are people will send attachments from personal email 
accounts, which is worse. 
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Lack of a defined process or education

If you don’t teach people how to do things securely, can you really blame them when 
they don’t?

Security awareness training, and bespoke training for a given sensitive process, must be 
in place to ensure that people have read and fully understood security policies. Oh, and 
if your security awareness training is making your people sit through 150 PowerPoint 
slides, I’ve got bad news for you: that’s not going to be effective training. People need to 
be engaged to really appreciate what they’re being taught. Simply ‘not knowing I was 
doing something wrong’ can lead to a security incident.

Business pressures

In any job, there is always a certain degree of pressure. Pressure to meet deadlines, 
pressure to deploy a new feature in your software, pressure to let the boss install 
that video streaming application on their work laptop. Business pressures can lead 
to decisions that adversely impact security – for example, choosing to spend time 
installing shiny new software rather than spending time applying security patches to 
operating systems. This is where having strong leadership in security is critical. Without 
the support of the entire business, a security team can find themselves constantly 
swimming against the current.

Accidental exposure to the internet

As more and more organisations move their applications and workloads out of tradi-
tional and co-located data centres to cloud services, many information technology 
employees are having to reskill and understand a new way of doing things. As with 
anything new, when you start using it you’re still learning, and more likely to make 
mistakes. When working with cloud providers, these mistakes could include accidentally 
exposing systems or services to the internet or allowing unauthenticated access to data. 
In recent years, many such incidents have been reported.

Failure to test

Early security involvement in application development is crucial, to ensure that poten-
tial vulnerabilities can be removed or mitigated before any code is ever produced. 
Unfortunately, factors such as a lack of application security specialists, a desire to 
build fast and ship often, and the pressure of delivering a product on a given timeline 
mean that sometimes vulnerabilities can go undetected for years. Then, even if they 
are eventually uncovered, a lack of support for a security programme, or those same 
pressures to deliver, can delay mitigation.

People are people

I may have mentioned this one once or twice. The vast majority of incidents are attribut-
able to human factors. You may have the most secure network in the world, but if one 
of your employees stores sensitive information in their corporate email account, and 
subsequently gets phished, guess what? It’s incident response time!
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SUMMARY

In this chapter we’ve defined a security incident, introduced the different types of 
incident and discussed some ways that we may become aware of an incident. Finally, 
we touched on the reasons that security incidents can occur. 

As you can tell from this opening chapter, the scope of the incident responder’s role is 
significant, and can vary dramatically between different incidents. That said, we always 
work to the same goal: a well-executed response that allows us to get an organisation 
back on its feet, no matter what a specific incident may throw our way.

That well-executed response starts with a healthy chunk of planning and preparation, 
ideally conducted in the calmer waters of the time prior to an incident occurring. In our 
next chapter we’ll look at how we can do just this, and be prepared to face those inci-
dents with confidence and control.
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network traffic monitoring 
47–8

open-source intelligence 
(OSINT) 52

SIEM tool 49

threat intelligence 49

time to detect 41–2

what to look for 44–5

when to look 45–6

where to look 42–4

identity theft 200

Identity Theft Penalty 
Enhancement Act (US) 112

incident

awareness from social media 
84–5

definition of 82

different to event 83–4

notification 85–6

report 75–6

timeline 72

incident responder

cost of 77

role in preserving evidence 
57–8

incident response, things to avoid 
60–70

blame 69–70

eradication and preservation 
61–7

incident from an incident 67–9

incident response process 40–59

containment (see containment, 
incident response phase)

eradication 57–8

identification (see 
identification, incident 
response phase)

recovery 59

variations on process 40–1

incident response service 
providers 88–90

three primary factors 89

indicator of compromise (IoC) 49

Information Commissioners 
Office (ICO) 74

infrastructure as a service (IaaS) 
47, 170

forensics 172–3

intelligence services 109, 112–13

internal incident types 12–14

acceptable use policy 
violations 14

inappropriate data handling 
12–13

mishandling security 
credentials 13–14

unauthorised access 14

International Association 
of Computer Investigative 
Specialists (IACIS) 115

International Mobile Equipment 
Identity (IMEI) 181–2

International Mobile Subscriber 
Identity (IMSI) 181

internet

accidental exposure to 26

browsers 144

crimes across borders 105–7

IoT devices denial of service 
attack 17

internet service providers (ISPs) 
Regulation of Investigatory 
Powers Act 2000, 109

intrusion detection system 18–20

investigative process 100–4

analysis 104

media 103

mobile devices 102

non-physical scenes 103

powered-off devices 102

powered-on devices 102

reporting 104

scoping 101

securing physical scene 102–3

storage of evidence 103

transporting evidence 103

investigative software suites 
124–5

investigator

roles 95

skills required 94

stresses and strains of work 
203–4

IP address, denial of service 
attack against 53–4

iPhone, FBI encryption case 99

ISO 27001, 37

ISO, variations on incident 
response phases 40–1

isolation of infected network 
device 52–3

IT asset management (ITAM) 
42–4

jailbreaking 187

Jamf 43

Joint Test Action Group (JTAG) 
184

journaling 138

Kaspersky Lab, analysis of 
memory images 166

kernel statistics 154

law enforcement, forensic 
readiness involvement 38–9

lead investigator, role of 95

legislation 107–15  see also 
entries for individual laws

Lencioni, Patrick 30

LinkedIn 86–7

Linux

dd command line utility 165

file system 138, 141–2

log files 143

memory 161

memory grabber 165

process table 154

routing table 153

temporary file system 154

live acquisition 97, 147–59

business pressures 148–9

full disk encryption 149–50

technique 152

live CD/USB 120, 126–7

load balancer pool 53

Locard’s exchange principle 101

lockout, mobile device 181

log aggregation tools 20–1, 48

log files 20–1
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monitoring 48–9

network traffic 158

quality not quantity 62–3

retention of 63

logical acquisition, mobile 
devices 185

Long-Term Evolution (LTE) 180

machine learning, security 
incident detection 21

magnetic disks 129–30

malware 15–16

fileless and live acquisition 
151

network device infected with 
52–3

phishing email and 56

USB sticks and 49

manual acquisition, mobile 
devices 184–5

marketing emails 113

media sterilisers 123–4

media storage devices, securing 
crime scene 103

medical records 200

memory

artefacts found in 162–3

Linux 161

Mac 161–2

Microsoft Windows 161
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exploring images 166–7

forensic tools 167–8

real-time 168

memory capturing 164–6

acquisition tools 164–5

crash dumps and hibernation 
files 165–6

file formats 164

memory cards 135

memory dumps 160, 165

Memory Grabber (Linux) 165

mergers and acquisitions 87

Metasploit framework 44, 166

micro SD card, mobile devices 185

micro-services architecture 177

Microsoft Azure 170

Microsoft Windows

file system 137

physical memory 161

WannaCry ransomware attack 
16

Mirai botnet 17

misinformation 57

mistakes, made during incident 
response process 60–9

mobile devices 179–88

forensic hardware kits 124

forensic software suites 126

securing crime scene 102

mobile devices, seizing 182–4

damaged 184

powered off 183

powered on and locked 183

powered on and unlocked 
182–3

Mobile Phone Examiner+ 
(AccessData) 126, 186

National Health Service (NHS) 
ransomware attack 16

Netflix 174–5

Netflow (Cisco) 47–8

netstat command-line utility 48, 
153, 163

Netwitness 23

network forensics 155–8

encrypted traffic 157–8

finding evidence 155

packets 156–7

traffic logs 158

wireless 158

Network Mapper 43

Network Time Protocol (NTP) 46

networks

connection information in 
memory 162–3

device infected with malware 
52–3

flow records 47–8

forensic tools 127

restoring connectivity 59

traffic monitoring 47–8

wire data 21

NIST 11, 37

definitions of incident/events 
82, 83–4

incident response process 
phases 40

Nmap 43

non-physical crime scene 103

non-technical incident detection 
23–5

‘normal,’ identification of security 
incident 44–5

North Korea, attribution of 
cybercrime 106

NTFS (New Technology File 
System) 137, 139

ntop, wire data tool 21, 158

open-source forensic tools  
127–8

open-source intelligence (OSINT) 
52, 86–7

Open SSL 17, 85

Open Threat Exchange 
(Alienvault) 49

open windows, contents in 
memory 162

operating systems 139–43

Apple macOS 140–1

Linux 141–3

Microsoft Windows 139–40

network connection tools 48

optical disks 134–5

Ormandy, Tavis 84–5

OSSEC 52

OSXPMem utility (Rekall) 164

Outlook.com 112

overly restrictive security 
controls 25

PACE see Police and Criminal 
Evidence Act 1984 (UK)

packets 156–7

page tables 167

Paraben

E3: DS 126, 185

PAP 8000 camera 185

passcode removal, mobile 
devices 183

passwords 13–14, 58

found in memory 162

‘Heartbleed’ vulnerabity 17

PATA/IDE disk interface 133–4

Patriot Act (US) 112–13

payment card data 12

Payment Card Industry Data 
Security Standard (PCI DSS) 12, 
37

peer review, playbook testing 
34–5

penetration test, security incident 
detection 25

double-blind 36

pens and paper, grab bag 
contents 118
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people

alerting to an incident 34

incident response test 73

reason for security incident 26

security professional learning 
about business 87–8

Peripheral Component 
Interconnect (PCI) Express bus 
164

perpetrators 201–3

personal data, rights of 
individuals in Europe 114–15

personal safety 101, 201

personal unblocking key (PUK) 
181

phishing 15

Computer Misuse Act 1990 
(UK) 107

containment of 56

Equifax example 60–1

photographs, chain of custody 96

PIN code (SIM cards) 181

platform as a service (PaaS) 170

forensics 175–6

playbook

audience 28–9

cloud computing and 170

testing 34–7

tweaks and changes following 
post mortem meeting 74–5

playbook building 28–34

assemble team 32–3

business processes 30–1

data flow diagrams 31, 32 (fig.)

outline process 34

‘regular’ incident management 
29–30

review existing policies 29

third party contacts 34

playbook testing 34–7

double-blind penetration tests 
36–7

peer review 34–5

scenario-based testing 35–6

table-top exercise 35

.plist files 187–8

police, security incident detection 
23

Police and Criminal Evidence Act 
1984 (UK) 108–9

post mortem meeting 71–6

control improvements 75

incident report 75–6

incident response playbook 
and 74–5

incident response test 73

incident timeline 72

misconduct 73–4

time between incident and 
71–2

vendors 74

post-traumatic stress disorder 
(PTSD) 204

powered-off devices, securing 
crime scene 102, 183

powered-on devices, securing 
crime scene 102

private cloud 170

process table 154

processing

disk images 135–6

evidence with software suites 
125

productive time, cost of losses 
77–8

professional bodies 115

Project Zero (Google) 84–5

protected computers under CFAA 
in US 110–11

Protection of Children Act 1978 
(UK) 109

public cloud 170

public relations (PR) 84–7

containment after incident 57

incident notification 85–6

OSINT 86–7

recovery process 59

QRadar 23

quantifying cost of incident

incident responders 77

loss of productive time 77–8

quarantine, antivirus software 51

RAID configuration, driver of live 
acquisition 150–1

ransomware 16

cost of incident example 76–8

recovery of files from 59

real-time memory analysis 168

recovery, incident response 
phase 59

recovery of compromised data 58

reducing security to fix problem 
68–9

‘regular’ incident management 
29–30

Regulation of Investigatory 
Powers Act 2000 (UK) 109

reimaging of compromised 
systems 58

Rekall framework, memory 
analysis 167

remote workers

detecting abnormal usage 47

logging platforms and 62

removable media 134–5

memory cards 135

non-volatile storage 155

optical disks 134–5

USB 134

report, investigative process 104

reporting of evidence, software 
suites 125

reports

audience 194

layout and content 190–4

reputational damage 78–9

retention of logs 63

RF-shielded bags 120, 182–3

risk

double-blind penetration tests 
36–7

mergers and acquisitions 87

reducing security to fix 
problem 68–9

role of investigator 190

rooting, Android smartphones 
186–7

rootkit-style viruses 51

routing table 153

RSA, spear phishing emails case 
79

running process information, 
physical memory artefacts 162

Russia, attribution of cybercrime 
105

safety deposit box 97

Samanage 43

SAS disk interface 132–3

SATA disk interface 132

scenario-based testing, playbook 
35–6

virtual patching drills 54–5

scoping 101

screwdrivers, grab bag contents 
118
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scrubbing centre 54

SD cards, securing crime scene 
103

search warrants 108–9

sectors 131

Secure Shell (SSH) 157–8

security assessment 
questionnaire 82

security credentials, mishandling 
13–14

security incident and event 
management (SIEM) 21–3, 49

security incidents

definition 11

reasons for 25–6

types 12–18

Security Monkey 175

security policy, different 
organisations 11–12

security tools, cost of 64

security updates, malware attack 
and 15

service accounts, passwords 
and 13

ServiceNow Asset Management 
43

sexting 199

Sexual Offences Act 2003 (UK) 
109

SHA-256, 49, 143, 192

shadow IT 13, 46

signatures, IDS & IPS systems 20

SIM cards 181

acquisition of data 186

Simple Network Management 
Protocol (SNMP) 53

slack space 131–2

mobile device acquisition 185

Sleuth Kit 127

smartphones 179, 186–8

Snowden, Edward 5, 113

social media 84–5, 86–7

monitoring tools 52

software, forensic 124–8

software as a service (SaaS) 171

forensics 176–7

software vulnerability 17–18

solid-state drives 130

Sony Pictures incident, 
attribution of cybercrime case 
106

Sophos 51

spam 113

spear-phishing 15

RSA case 79

speed, incident response service 
providers 89

Splunk, log aggregation tool 20

SSL proxies 111–12

standards, compliance with 37–8

standards, incident response 
phases 40–1

sterile media 118–19, 123–4

storage, security of evidence 
96–7, 103

Stored Communications Act (US) 
112

subcontractors 74

Sumologic, log aggregation tool 
20

surveillance, enhanced in US 
112–13

table-top exercise, playbook 
testing 35

Talk Talk 86

Target, credit card phishing 
attack 72

tcpdump 127

team, assembling 32–3

technical controls, incident 
detection 19–23

IDS & IPS 20

log files 20–1

machine learning 21

SIEM tools 21–3

wire data tools 21

templates for reports 191

temporary files 154–5

Temporary Mobile Subscriber 
Identity (TMSI) 181, 186

third-party contacts 34

Threat Exchange (Facebook) 49

threat hunting 64

threat intelligence feeds 49

ThreatConnect 49, 50 (fig.)

time delay, Equifax case 60–1

tools and techniques

proven 98

report of findings 192–3

torch, grab bag contents 119

tracking changes 67–8

traffic filtering see scrubbing 
centre

training

first responder/forensic 
readiness 64–7

in-house forensic readiness 38

lack of 26

Transport Layer Security (TLS) 
157, 163

Tripwire 52

trust

culture within organisation 23

cybercrime and 199

incident response service 
providers 89

Twitter, open source intelligence 
52

UFED suite (Cellbrite) 185

unauthorised access 14, 107–8

United Kingdom, laws applicable 
to forensics 107–10

United States, laws applicable to 
forensics 110–14

Universal Mobile 
Telecommunications System 
(UMTS) 180

US Secret Service 110

guidelines on seizing 
electronic evidence 113–14

usability, mobile devices 179–80

USB debugging 183

USB/flash drives 134, 137, 138, 
140, 141

user accounts 13–14

user credentials, containment of 
phishing email attack 56

User Datagram Protocol (UDP) 
packets 46

user-reported security incidents 
23

vendors, legal counsel 
involvement 74

Veritas, eDiscovery platform 126

Verizon, Data Breach 
Investigation Report 41

victims 69–70, 196–200

virtual local area network (VLAN) 
remediation 53

virtual machines, driver of live 
acquisition 151–2

virtual memory 167

virtual patching 54–6

removal of 59

viruses, Computer Misuse Act 
1990 (UK) 108
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VMware 19, 152, 165

volatile data/evidence 127

volatile memory/evidence 97, 
160

securing crime scene 102

volatility, order of 152–5

Volatility Framework, memory 
forensics suite 165, 167

VPN, site-to-site 87

walkthrough test see table-top 
exercise, playbook testing

WannaCry 16

‘waterfall’ software development 
45

web application

critical vulnerability 54–6

firewall (WAF) 54

log files 63

websites

containment of defaced 53

fake versions of 15

whitelisting, virtual patch 
development 55

Windump 127

WinHex (X-Ways) 126

wiper malware 15–16

Sony Pictures incident 106

wire data tools 47, 48, 158

Wireshark 127, 156–7

Wiretap Act 1968 (US) 111

witnesses, technical/expert 190

write blockers 97, 118, 122

memory cards 135

mobile phone physical 
acquisition 185

smartphone cable 182

solid-state drives 130

USB 134

XFS file system 138

Yahoo 42

youths, victims of cybercrime 
199–200

zero-cost retainers 88, 89

zgrep 63

zipgrep 63

zombies 16
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