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AUTHOR’S NOTE

The information security world was rocked in 2012 when a 
number of revelations came to light about the full extent of 
government surveillance in the US, UK and elsewhere. As 
a result a number of concerns have arisen among security 
professionals, not least the potential for ‘back doors’ in 
some commonly used encryption algorithms, which could be 
exploited by government entities. Despite these revelations, 
the basic premise behind information security in general, and 
the role of encryption in particular, remain as important as 
ever. 
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GLOSSARY

Short definitions of key terms and concepts follow. These include 
General Information Assurance Products and Services Initiative 
definitions, which in turn have been taken, in order, from BS ISO/
IEC 27001:2005, ISO/IEC FDIS 13335-1 or ISO/IEC 27002:2013, 
other ISO standards, or from SC27 and SD6 standards. 

Anonymisation The (usually automated) process of 
replacing private information with similar information which 
cannot be used to identify the person involved or their details. 
For example, a name and address could be replaced with a 
generic name and an address in a similar neighbourhood.

Asset A physical object, software or data item which is of 
tangible value to the organisation.

Audit trail A corpus of information and records including log 
data, signed forms and supporting materials that can provide 
evidence as to whether a security procedure was followed 
appropriately in relation to a specific event. 

Authentication The process of demonstrating that a user or 
system has valid credentials, usually to enable access to a 
computer system, application or service. 

Authorisation The process of giving access to a system, 
service, application or information source based on the 
presentation of a valid identity.

Availability The ability to access a computer system, 
service, application or information item. In security circles the  
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term usually refers to information availability, but the term 
is broadened in systems management to refer to system 
resilience.

Certificate authority A third-party body which can verify the 
authenticity of both a public key certificate and its source. 

Confidentiality The assurance that information is kept in a 
state where unauthorised people or systems cannot view or 
access it. 

De-militarised zone (DMZ) This is a part of the network 
which is neither on the public network, nor the more secure 
enterprise network. It is used to locate enterprise controlled 
elements of IT which operate under different security 
conditions to corporate systems, for example websites.

Data loss/leakage prevention or protection A software-
based mechanism, potentially delivered as an appliance, 
which enables data and messages (such as web-based data 
and emails) to be scanned as they leave the trusted corporate 
zone, to prevent sensitive data from exiting. 

Defence in depth The use of multiple security controls and 
mechanisms in a layered approach to augment the overall 
security of the ICT environment.

Encryption A process to encode data items (at rest or in 
transit) so that they are meaningless to any person or system 
that lacks the decryption key. 

Enterprise architecture The activities, models and 
approaches relating to the design and representation of 
complex organisations and the technologies used to support 
them.

Firewall A software-based mechanism used to detect, filter 
and report network communications that are unauthorised, 
unwanted and/or not from a trusted source. 
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Hacker A person who deliberately attempts to breach the 
security of an organisation. Hackers may be distinguished as 
‘black hat’, acting maliciously, or ‘white hat’, acting for the good 
of, and potentially being paid by, the organisation concerned. 

Identity management The approach and process linked 
to assigning unique characteristics to individuals or objects 
which can then be used as part of authentication and/or 
authorisation. 

Integrity The assurance that information has not been 
modified, corrupted or otherwise changed from its original or 
expected state. 

Least privilege A system design principle which works 
on the basis of only giving access to the information and/or 
resources deemed necessary for a particular task, purpose 
or role. 

Public key certificate An electronic document that enables 
a web server to accept HTTPS connections, or to verify that a 
public key belongs to an individual. 

Secure Hypertext Transfer Protocol (HTTPS) An http 
connection encrypted using Secure Sockets Layer or Transport 
Layer Security algorithms.

Security zone A well-bounded area of the physical or 
logical IT environment, which serves as a basis for protective 
measures and security controls. 

Separation of duties A principle which requires more than 
one person to be involved in a task, in order to minimise the risk 
of fraud, misdemeanour or human error. 

Social engineering An element of security breaches involving 
playing on human weakness, for example by suggesting 
clicking on an apparently innocuous link in an email. 
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Trust level A grouping of criteria applied to people or system 
services, to enable policies to be set for a given system or 
application, physical space or security zone. To achieve a 
trust level may require accreditation or vetting of a system or 
person respectively. 

Virtual private network (VPN) An encrypted networking 
connection, which exists as a secure ‘tunnel’, enabling 
confidential traffic to run across an insecure network outside 
of a trusted security zone. 

White hat hacker See hacker.
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PREFACE

WHY DO WE NEED INFORMATION SECURITY 
ARCHITECTURE?

A few years ago, a number of pundits (such as Carr 2003) 
suggested that information technology (IT) was being 
commoditised and, therefore, no longer needed to be treated 
as strategic. In the same vein, one could be forgiven for 
thinking that information security principles and standards 
have already been worked out.

Recent developments such as cloud computing, virtualisation, 
big data, social networking, mobile and home working, as 
well as the globalisation of markets and other demographic 
changes, have illustrated that nothing could be further from 
the truth. Such huge shifts in both technology and behaviour 
have completely changed the way we think about information 
technology in general, and information security in particular. 

The most significant consequence is that the days of thinking 
about security on a piecemeal basis, in terms of threat-
preventing products, are well and truly over. Across the 
past decade we have seen the field of information security 
architecture emerge, based on efforts by security professionals 
to build a more comprehensive, strategic view of security 
which considers the IT environment as a whole, rather than 
treating it on a system-by-system basis.

While the basic principles behind security architecture might 
not be new (we have long used analogies of chains being 
only as strong as the weakest link, for example) the security  
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PREFACE

architect role is relatively recent and the discipline lacks 
generally accepted standards. As a result, organisations have 
divergent views on what security architecture represents, and 
the activities involved in its deployment. 

The purpose of this book, therefore, is to provide a foundation 
level of knowledge about security architecture, its purpose and 
approach. It presents the competences, skills and techniques 
required by security architects – as we shall see, these go 
way beyond the technical. The security architect’s role is one 
of helping ensure that, in a complex and rapidly changing 
environment, both existing and new threats can be mitigated. 

Above all, the security architect needs to be pragmatic, an 
expert in the art of the possible. Information security exists 
primarily to enable the business to function effectively: too 
much security and the overheads become onerous and are 
more likely to be ignored; too little and the core assets of the 
organisation remain exposed. 

In this day and age, organisations cannot afford to leave 
information security to chance, and ‘security by obscurity’ –  
the InfoSec equivalent of assuming that bad things only 
ever happen to other people – is no longer an option. IT has 
never been as dynamic as today, and an architectural view 
of information security has become essential to minimising 
information and business risks across the IT environment, and 
hence the organisation as a whole. 
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1 INTRODUCTION

The ways businesses and people use technology today have 
created a state of paradox. Companies are trying to protect 
their core information assets and intellectual property while 
using externally hosted services, collaborating with partners 
and adopting agile, ‘fail fast’ approaches to business;1 
employees are using their own devices and exchanging 
corporate data via social tools; consumers are looking for 
more privacy at the same time as sometimes being accused 
of over-sharing. 

As a result it has become difficult, if not impossible, to 
identify the boundaries of what was once termed ‘corporate 
IT’. Today’s technology environments need to encompass 
in-house data centres and cloud service providers, home 
desktops and facilities in airport lounges, smartphones and 
tablet computers, mobile networks and the wider internet. 

In addition, technology is changing rapidly, creating a constant 
stream of headaches for anyone trying to secure it. While it is 
possible to identify today’s generation of solutions, it is quite 
a stretch to imagine what will be in place in even two years’ 
time as wave upon wave of innovations crash on the corporate 
landscape. A few years ago cloud computing was filling the 
column inches; then came big data and smart analytics; and 
today, the Internet of Things is the latest ‘new thing’. Each 
augments, rather than replaces, the generations of technology 
that have gone before it. 

1  http://www.forbes.com/sites/nyuentrepreneurschallenge/2012/10/16/fail-fast-
succeed-faster/
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SECURITY ARCHITECT

Against this background, how can organisations consider 
information security? The genie is quite clearly out of the 
bottle: it no longer makes sense to simply ‘secure’ an 
application, device or data set and see the job as done. Rather, 
each element needs to be considered as part of a broader 
technological ecosystem. 

Enter the information security architect, whose job is to 
make sense of it all and offer the best possible advice to 
organisations looking to minimise technology-related risks. 

THE ESSENCE OF SECURITY ARCHITECTURE

At its heart, information security brings together three well-
established concepts – to preserve the confidentiality, integrity 
and availability of an organisation’s information assets. 
However, in this day and age, we need all standards, policies, 
mechanisms and approaches relating to IT – information 
security included – to function across our globally distributed, 
highly fragmented technology environments. As a result good 
security practices are becoming increasingly architectural, in 
that an understanding of the whole is as important as its parts. 

Let us consider a ‘simple’ example – the use of an online 
customer relationship management (CRM) application to 
manage sales information, which is accessible from a variety 
of user devices, including employees’ own smartphones. As 
soon as security questions start to be asked (such as ‘How 
is the customer information protected against threats?’) the 
example becomes a lot less simple: answering the question 
requires taking a wealth of issues into account, including:

 ü how trusted is the online hosting provider;

 ü whether the sales person’s smartphone has a security 
code enabled;

 ü or, whether it can be accessed by family members. 

2



INTRODUCTION

Indeed, as Figure 1.1 illustrates, customer data can be in any 
one of a diverse range of places. None of these issues can 
be resolved simply, which demonstrates just how complex 
information security has become.

Figure 1.1 Customer data can exist across a variety of  
locations

CLOUD 
PROCESSING STORAGE

SMART
PHONE

HOME 
LAPTOP

OFFICE 
DESKTOP

One option, of course, is to stop employees from using 
their own devices, but this needs to be weighed against the 
corporate advantage gained from allowing them to be used. 
Equally, will users of the CRM and other systems (considering 
that we are talking about everybody, from the receptionist to 
the chief executive) pay any attention to such edicts? Even if 
they do, focusing on the technology is a relentless task – new 
devices and services are released all the time, often rendering 
past policy statements redundant. 

Equally clearly, it does not make sense to address any one 
element of the above example, without assuring the rest is 
secured to the same level. It is an old security adage that  
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a chain is only as strong as its weakest link; the difference 
today is that we are dealing with chain-link fences, rather 
than single strands. Treating security requires considering the 
mesh of technologies and information sources as a whole, and 
deploying security controls – technical mechanisms as well as 
policies and procedures – at appropriate points.

Given such a broad remit, those tasked with delivering the 
security architecture for an organisation must be technology 
experts as well as proponents of change, able to drive 
beneficial security improvements across the business through 
the deployment or review of security controls which:

 ü take into account the IT environment as a whole, 
rather than on a piecemeal basis; 

 ü fit business requirements for security, in terms of 
strategy, policy and process; 

 ü balance information risk against the cost of any 
countermeasures.

Security architects need not only to be up to date with the 
latest technologies and how they integrate and interact, but 
also to understand business models and risks, governance 
and compliance requirements, employee behaviours and 
expectations, the relationships with partners and consumers –  
the list goes on. In some cases, this will require hard choices. 
The security architect’s role is not simply that of technician 
and enforcer, but also educator and facilitator, sometimes 
working at the highest levels of the organisation.

THE AIM OF THIS BOOK

This book seeks to help those interested in security 
architecture understand its founding principles and essence, 
as well as the skills and expertise security architects should 
bring to bear, and how to adopt the right spirit in what can be 
a complex and challenging environment. While examples are  
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INTRODUCTION

included, the need to understand the underlying principles is 
far more important than remembering the examples. 

While this book is aimed at anyone with an interest in this field, 
to fully benefit, readers will gain from having a reasonable 
grounding in IT and general information security. As security 
architecture captures the security aspects of more general 
IT architecture topics, an understanding of what is meant by 
architecture in the enterprise context, across concepts and 
practice, can certainly help. A short introduction to these areas 
is provided in the text. 

The book does not provide examples in any technical depth, 
nor does it go into detail about information security practices. 
Additional guidance is available from the references and 
further reading sections at the end of the book. 

While readers are likely to be involved in the design, definition 
or review of security strategy, policy, or practice, or the 
specification, deployment or operation of technical security 
controls, these are not essential prerequisites. Some reference 
literature around information security and assurance can be 
long-winded and dry, so above all, this book aims to be both 
readable and informative. 

CAVEATS

Terminology can be a difficult area, particularly in security 
circles. For example, the term ‘security control’ is defined  
by some sources to mean a general statement about a security 
requirement (‘all backups must be encrypted’) whereas others 
define it to mean a specific mechanism (‘backup encryption’). 
The term can also be domain-specific, for example the 
activities conducted by airport security are also called security 
controls. Equally, an organisation may have its own views on 
or traditions governing how terms are used. So, the priority 
for someone looking to apply the principles in this book is to 
define terms for their own organisation and be consistent in  
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their use. Where possible, ISO definitions are used in this book; 
a glossary of terms is provided.

The terms ‘data’ and ‘information’ are used interchangeably. 
While it is understood that in other contexts, information is 
seen as a refined form of data, in security risk management 
terms the needs are usually the same for both. So, for example, 
‘data security’ and ‘information security’ are synonymous for 
the purposes of security architecture. Equally, while the term 
‘information assurance’ is described in Chapter 2, the term 
‘information security’ is adopted when talking about general 
aspects in this book. The term ‘information technology’ is 
used in preference to (the more clunky) ‘information and 
communications technology’.

While this book references a number of other disciplines, 
notably enterprise architecture and enterprise management, it 
does not cover these in any detail. For enterprise architecture 
I recommend The Open Group Architectural Framework 
(TOGAF) and for enterprise management the Information 
Technology Infrastructure Library (ITIL) and Control Objectives 
for Information and related Technology (COBIT).

For retailers and their financial partners, the current Payment 
Card Industry – Data Security Standard (PCI-DSS) offers a 
good source of information on compliance practices these 
sectors are required to meet, to process any form of payment 
cards. In addition, the Information Commissioner’s Office 
provides useful information on the protection and processing 
of personal data. References to all of the above are provided 
in the references and further reading sections at the end of 
the book. 

Finally, while national and international standards have been 
referenced throughout the book, it has been written in the 
UK, based primarily on UK law. Practitioners should have an 
awareness of the standards and regulations that apply to their 
own sectors and geographies.
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