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FOREWORD

The world of information security is ever changing. I hadn’t even heard of the industry
when I began working in it over a decade ago. Back then, the attitude in the workplace
was more along the lines of ‘let’s avoid security, and keep them out of the loop as they
slow us down’, rather than the ‘let’s proactively approach them so we can develop more
securely and ensure compliance’, that it’s heading towards today. With the introduction
of the General Data Protection Regulation (GDPR), and the dissolution of Safe Harbour
(to have the Privacy Shield implemented), we can clearly see that over the last 5 years
alone we have come a long way in understanding that the security of not only our
financial data, but also our personal data, should be a priority. In Europe, we have
already seen a 50 per cent increase in Subject Access Requests, and we’re also seeing
security-related commercials between TV shows, which I personally have never seen
before, proving that our appetite to understand our own online footprint is more security
based.
As we are aware, social media has been hit quite hard from a privacy standpoint over
the last few years. A slightly newer and increasingly concerning information security
trend is the rise in ‘internet of things’ (IoT) devices and just how willing we are to give our
data and privacy away for free to save a few minutes of the day. There has been growing
debate around just who is listening to us, what they are listening to and what they can
do with that information. The dangers that surround the potential ‘spying on us’ aspect
of these devices is something to which many are turning a blind eye. In this interesting
time we live in it is ever more apparent that we need to head into the future with the best
protection we can; following best practice and guidelines as outlined in Mike’s books will
certainly help in easing some of the concerns this threat brings.
I met Mike after I had been in the industry about 5 years. I found him somewhat
intimidating in the beginning, as my first impression was ‘this guy knows what he’s
talking about’. The intimidation faded away after a few socials and we became not only
colleagues but friends. Mike is a family man who is dedicated to doing a great job. It is
clear through knowing him (as well as through his writing) that he is keen on making
security clear and understandable in a way that is relatable and enjoyable to read,
rather than the never-ending stream of ‘must’ and ‘must nots’ we are used to. Even
though we no longer work together and live in different countries, we have remained
friends and follow each other’s career paths keenly. I am always excited to hear about a
new plan he has hatched, or a new book he is writing. Now that I have my own softwareas-a-service (SaaS) information security compliance company, I use principles that I
learned with Mike to help build our company. We focus on making InfoSec compliance
accessible and easy to understand, rather than the minefield some larger companies
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can make it seem. At RiscPro, we believe that having good security practices should not
equate to having a large security budget, just a willingness to create them.
I firmly believe that with the increase and sharing of knowledge through our various
mediums, we will only improve the ever-evolving security and privacy industry.
Tamlynn Deacon,
Founder and Managing Director, RiscPro
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GLOSSARY

Active Directory: A Microsoft directory services product in widespread use for identity
management and policy enforcement in Microsoft Windows environments.
Chief information security officer (CISO): A position within an organisation that typically
bears overall responsibility for an organisation’s information security programme.
Compliance: The state of complying with any applicable regulatory or legal requirement.
Also used to describe the team responsible for ensuring compliance.
Confidentiality: The state of secrecy or privacy of a given piece of information.
Debug: The process of using a software tool to deconstruct running applications for the
purposes of detecting, understanding and fixing errors.
Denial of service: A condition caused when a system is unable to service legitimate
requests because it’s overwhelmed by malicious traffic, or otherwise taken offline.
DevOps: A software development model in which the same group of people build the
software (develop) and operate it post deployment in production (operations).
Encryption: The process of taking a piece of information and encoding it in such a way
that only authorised parties are allowed to view it.
Endpoint: A term originally used to describe the device on the end of a networked
conversation, which is now widely leveraged to describe various device types in use by
users in an enterprise network, for example desktop, laptop or tablet computers.
Ephemeral: Something that lasts for a very short time. Commonly used when describing
container images.
Exception: In information security, used to describe when something is done in violation
of a specific policy, with approval.
Exfiltration: The act of surreptitiously removing data from a computer, or network.
Exploit: A piece of software written to take advantage of a vulnerability in a computer
system.
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False positive: An incorrect indication that a condition is occurring. Commonly
associated with intrusion detection systems, or vulnerability scanners.
Hashing: A mathematical process performed on data of any size, which results in the
generation of data that is a fixed size, otherwise known as a hash digest. Frequently
used to ensure data integrity.
HTTP: HyperText Transfer Protocol, the primary protocol used by web browsers and
servers to communicate. A set of standards for transferring text and other media across
the internet.
Hypervisor: Computer software that is responsible for running and managing virtual
machines.
Jailbreaking: The process of bypassing restrictions imposed by the manufacturer of an
electronic device (such as a smartphone), usually for the purposes of installing software,
outside of that approved by the manufacturer.
Lateral: Used to describe the path an attacker takes from one host to another, once they
are inside a compromised environment.
Microservices: An application architecture model that leverages multiple small
components, or services, to implement a function, as opposed to building a single large
application.
Open systems interconnection (OSI) model: A conceptual model that describes
seven layers of communication functions to be implemented by an operating system
and a telecommunications system, for the purposes of inter-system communication.
The OSI model covers everything from data input at the application level, to physical
transmission of data as an electrical signal.
Packet: A formatted unit of data carried across a packet-switched network. A packet
includes addressing information, to help it get to where it needs to go, as well as the
data it is transmitting.
Penetration test: An authorised test that is designed to simulate actions taken by a
malicious attacker attempting to gain access to an organisation, application or network.
Phishing: An attack that involves sending phony emails purporting to be from a
legitimate source, such as a financial institution. The intent of the attack is for the victim
to respond with sensitive information, such as a set of credentials. A spear phishing
attack is a phishing attack that is specifically targeted at a victim.
Process: In a computing context, used to describe an instance of a running program.
Responsible disclosure: A manner in which details on a newly discovered software
vulnerability are provided to the software vendor in such a way as to minimise the risk
that vulnerability could be misused by a malicious party.
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Glossary

Security operations: A sub-discipline of information security focused on the day-to-day
management and monitoring of an organisation’s security controls and procedures. A
security operations centre (SOC) may be responsible for trigging an incident response
upon discovery of a specific condition.
Systems admin: A position within an organisation that is generally responsible for the
day-to-day management and maintenance of computer systems.
Timestamp: A representation of the time an event occurred, of particular importance in
information security when reviewing the times files were created or modified.
Universal serial bus (USB): An industry standard specification for cables that provide
connectivity between computers and peripheral devices. This standard also details the
communications protocols and power supply standards leveraged by these cables.
Vulnerability: A weakness, typically within a piece of software, that can be exploited
by an attacker to create an unwanted condition. For instance a vulnerability in a web
application could allow an attacker the ability to bypass authentication and access
sensitive information.
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USEFUL WEBSITES

https://aws.amazon.com/blogs/security/
AWS Security Blog focused on Amazon Web Services security, run by AWS themselves.
https://www.cisecurity.org/
Homepage of the Center for Internet Security (CIS), the non-profit organisation behind
the CIS benchmarks and hardened images leveraged by multiple security organisations
across the world.
http://www.digitalforensicdiaries.com
Homepage of Digital Forensic Diaries, one of this author’s other works, a series of short
stories based on real life forensic investigations.
https://blog.erratasec.com/
ErrataSec blog run by Robert Graham and David Maynor, two highly respected security
researchers.
https://www.hacker101.com/
Hacker101 online tutorials and a Capture the Flag (CTF) run by HackerOne, which
specialises in running bug bounty programs.
https://www.healthcareinfosecurity.com/
Healthcare Info Security information security news site specific to the healthcare
industry.
https://www.kali.org/
Official site of the Kali Linux penetration testing distribution, a widely used operating
system image pre-loaded with many penetration testing tools.
https://krebsonsecurity.com/
Krebs on Security blog run by investigative journalist Brian Krebs. If you’re a blue
teamer, your job is to keep your company off this site.
https://www.offensive-security.com/metasploit-unleashed/
Metasploit Unleashed: a free (small donation to Hackers for Charity suggested)
Metasploit training course created by Offensive Security.
https://nvd.nist.gov/
NIST National Vulnerability Database: the US Government’s database of software
vulnerabilities, hosted by the National Institute for Standards in Technology.
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Useful Websites

https://software-security.sans.org/blog
SANS AppSec: application security blog maintained by the SANS Institute.
https://sectools.org/
Sectools catalogue of the top 125 security tools, including a mixture of open-source and
commercial products. Maintained by the team behind the Nmap port scanner.
https://www.threatminer.org/
ThreatMiner: a free (donation suggested) resource for searching across an aggregated
collection of threat intelligence data.
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PREFACE

It’s Friday, and I’m heading home for the week. The week started off with a pretty big
celebration; after a couple of months of configuration and development work, my team
and I wrapped up a major identity and access management (IAM) project. The final
out-of-hours changes that needed to be made were made successfully on Sunday, and
importantly, nothing was broken on Monday morning.
The celebration was short-lived, however. Out of the blue, in the middle of the morning,
an intrusion detection system (IDS) alert was triggered by a strange outbound
connection being made from a non-production host running a corporate application.
Having jumped on the host, about 30 seconds after the alert hit, it was obvious that there
was a malicious process running that had spawned a reverse connecting shell. A few
calls to get the right people on the incident phone bridge, and after about 3 minutes the
host was isolated, forensically relevant data was offloaded and the malicious processes
were killed. Next, the machine was restored from a backup taken the previous Friday.
The log files that had been offloaded revealed a malicious request, designed to exploit a
newly discovered vulnerability in a component of a Java-based web application, which
had been leveraged to get the shell on the machine. It had been 5 minutes from incident
detection to the completion of the response process. That’s how it should be done. I was
pretty happy with how the response process ran.
The vulnerability was patched, the post-mortem held to discuss what could’ve been
done better (such as being a little bit quicker in applying the patch in the first place). The
post-mortem took the most time out of any part of this response.
On Tuesday, the team and I were back to evaluating a couple of products from competing
vendors for a new container image hardening project. Wednesday, I worked with a
development team to ensure their application was logging events as per our published
guidance. On Thursday, I helped an executive confirm that their machine was clean,
after they opened a malicious attachment by accident. Earlier today, I was distracted by
helping an engineer investigate something, and missed a call with one of the vendors we
were evaluating earlier in the week. Whoops! That something turned out to be nothing,
but the investigation was more interesting than any phone call would’ve been.
That’s security operations folks. The pace is quick, the scope of responsibility is
immense, and just when you think you’ve got time to switch off for a minute, the next
thing pops up. It’s exhausting. I wouldn’t change it for the world.
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PREFACE

With this book, my aim has been to explore the most effective ways to perform the
various functions of the security operations team, and provide real-world examples
that should supplement the theory. Nothing is worse than a textbook that teaches the
theoretical best way to achieve something, when there is absolutely no practical way
for that to work in reality.
I’ve always strived to be brutally honest in my assessment of any security topic, and
share times when I’ve made mistakes, and what I learned as a result of those mistakes.
Mistakes are inevitable by the way, when you move as fast, and are expected to provide
so much coverage as you are in the world of information security. I really hope this
honesty is apparent throughout the book, and you turn the last page not only having
learned a great deal, but also having appreciated my candour and most importantly
having enjoyed the read.

WHO SHOULD READ THIS BOOK?
This book has been written for anyone who needs to understand the various
responsibilities of a modern-day security operations team, and what it takes to operate
them effectively.
If you’ve been charged with creating and developing a security operations programme,
and are sitting back, looking at a mountain of tasks ahead of you, and wondering where
to get started, then this book is for you.
If you’re an active member of a security operations department looking to expand its
suite of offerings and move the team into new areas of focus and take on new roles, then
this book should provide inspiration.
If you’re new to the field of information security, or planning on getting into information
security, this book will hopefully give you more than enough ideas around areas you’d
like to concentrate or specialise in.
Whoever you are, I’m extremely glad you’ve chosen to read the book. There are so many
voices in the field of information security, that for the quiet, anxiety-ridden ones such as
myself it can be heard to break through the noise. The written word provides perhaps
the best medium to share our thoughts and experiences, and that’s what this book is all
about. I’ll always be in awe of the privilege it has been to write it for you.
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1

INTRODUCTION

Much of what we read and hear about the relationship between information security
professionals and the end users of the systems that we’re working to protect is often
overly adversarial. We’re not at war with our users. Far from it. We’re there to serve
them. We’re there to make it so difficult to violate a security policy, by providing the
right tools and techniques, that no one can be bothered to do it another, less secure
way. That’s what security operations in practice is all about. Throughout this book we’ll
be discussing how to build an effective security operations team that can serve, protect
and enable end users and the organisations they’re a part of.
The idea of service and building a service-focused culture within a security operations
team will be core themes within this book. This is deliberate, because I believe a security
operations team that serves will be a successful security operations team. At this point
in my career I’ve overseen the build out of security operations teams at a couple of
different software-as-a-service (SaaS) organisations, and I hope to lean on the various
experiences and lessons learned along the way to better prepare the reader who may
be about to embark upon the same journey. It’s not always a smooth journey, but it’s
one that is worth taking.

Perhaps one of my earliest memories in the security operations space was a
meeting to introduce a project my team and I wanted to run to tidy up user accounts
and permission levels that had been assigned within a finance application, in a
somewhat haphazard fashion, over the course of several years. We wanted to align
the application with our new organisation-wide identity and access management
(IAM) programme.
I went into the meeting expecting little resistance. After all, the application
contained sensitive information that could do the company significant harm if it
was exposed. It was a complex application ‘managed’ by a couple of long tenured
folks from the corporate IT organisation, who had knowledge of its innards. I
needed support from the senior IT executive for the project, as I needed to borrow
a chunk of her people’s time to get the project done. I felt confident this wouldn’t be
an issue, since it would make the application more secure, easier to manage and
in the long term, reduce the overall burden on those two specific people.
The response I got was surprisingly negative, and I was told the needed resources
wouldn’t be forthcoming. When I defaulted, as so many of us in this industry do, to
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‘but…but…security!’ the response came as follows: ‘Security is great, but we’re not
in business to be secure.’
This took me back and although it was a frustrating response it was 100 per cent
correct. To this day, it has defined my thinking on the role of the corporate security
team. Businesses aren’t in business to be secure, but it sure helps them if they are.
Understanding that security may not always play the leading part but has a role
to play in the overall production is tremendously important. If you understand and
appreciate this, often you can define and gradually increase the scope of that role.
If you get offended, upset or confrontational by this notion, then emotion can take
over and security can be seen as sulking off into the background.

WHAT IS SECURITY OPERATIONS?
If Hollywood movies or even just TV adverts produced by the major public cloud
providers are to believed, security operations involves a group of people sitting in a
room surrounded by monitors, making split second defensive decisions based on what
those monitors are telling them, billions of times a day. Of course, real-life security
operations, while it may involve such a room, frequently known as a security operations
centre (SOC), is markedly less movie-worthy. In the movies, they always show you the
SOC, but they never show you the meetings or processes you had to go through to get
all the purchase orders, tickets and other documentation in order, to actually build and
maintain the SOC.
Security operations is where the words and aspirations committed to information security
policies are put into practice and a person, or people, begin the information security
equivalent of painting the Forth Bridge – the never ending, always evolving tasks of
detecting, responding, patching, analysing and understanding.

The understanding portion is key. Understanding and differentiating between
the cause and effect of an event helps a security operations team determine
severity, which in turn drives how the team decides to respond, and the response
is ultimately where value is realised.

Processors of events and incidents
The majority of the time, security operations teams are dealing with security events
rather than incidents. There is a crucial difference between these two terms, which is
worth clarifying before we go any further. Various information security standards and
publications have slightly different takes on the two terms, but many have followed the
lead from the National Institute of Standards and Technology (NIST) Special Publication
800-61, Computer Security Incident Handling Guide (Cichonski et al., 2012).
The NIST definition of an event is ‘any observable occurrence in a system or network’,
which covers a broad range of activities, both legitimate and otherwise. A user logging
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into an application that they are entitled to with valid credentials is an observable event.
Likewise, a file being copied between two machines on the network is an observable
event.
An incident, however, is something altogether more severe. According to the NIST
definition, a security incident is ‘the act of violating an explicit or implied security policy’.
A person attempting to gain access to a system they are not authorised to use would
be an example of an incident. Attempting to steal data from a web application would
be another.
Now, this is all pretty foundational stuff, but it’s important to get this distinction right.
Security operations teams typically receive data pertaining to events, and they set
about figuring out which of those events constitute an incident. This is typically done by
correlating a group of events to figure out which ones might be related to something
that warrants further investigation and response. The challenge here is that there are
often quite a lot of events received by the operations team. We’re talking thousands, tens
of thousands or even millions of events per day in some cases. So how on earth are
the security operations team supposed to deal with that level of ‘noise’ and figure out
where to concentrate their efforts? Well, we’ve just arrived at a core challenge faced by
security operations teams and one that, depending on how they choose to respond, can
have a real impact on their effectiveness within an organisation.
There is no simple answer as to how you deal with this problem. There is no one size
fits all approach. There are plenty of vendors who claim they will solve it for you with
their software, but the truth is, while they might get you some of the way there, no
single vendor makes software that can reliably detect every incident in your specific
environment. We’ll be walking through the various strategies for effectively extracting
the signal of an incident from the noise of routine events throughout this book. For now,
I’ll mention one strategy that is doomed to fail: attempting to offload the event noise onto
other teams within an organisation, or to put it another way, your customers.
It’s tempting for a security operations team that is drowning in events to attempt to offload
some of them directly to other teams in the hopes that they’ll be able to stem the tide.
Security operations teams should be service-focused, and most service organisations
aren’t there to increase the workload for their customers, they’re supposed to lessen
it. When it comes to ‘noise’, security operations should be a filter, not an amplifier. A
great way to lose credibility and trust with your customers is to bombard them with
useless, irrelevant or unactionable data. In the early days of a security operations team,
this situation is more likely to occur, as a combination of new eyes, new tools and new
insight into how various systems are running leads to an increased amount of paranoia
and greater number of false positives.

I’ve been in a situation where a new security operations team had a rough start
to life for the exact reason I’ve just described. The team was created in the
shadow of a well-established incident response team, who were also doing a lot
of event triage work. The aim of the security operations team was to reduce the
workload on the incident responders, therefore allowing them to concentrate on
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more in-depth investigative work. At the same time the team was being created,
a security incident and event management (SIEM) suite was being deployed and
other security tools were starting to come online. The result was a lot of new
people and a lot of new tools.
This was a big organisation and the event count ran extremely high. The security
operations team, determined to prove their value early, set about alerting various
contacts and teams to every event they were able to get their hands on. It soon
became unmanageable and the security operations team ran the risk of losing
credibility, as the defined escalation paths outside the security department started
to refuse to respond to every escalation.
To fix this, I made a change to the way the new team would escalate. Rather than
escalating directly, we leaned on the incident response team, who temporarily
acted as a second tier. Using their prior knowledge of the environment, they proved
to be an effective filter before escalations made their way outside the security
team. Over time, both sides learned from each other how to recognise what was
worthy of escalation and what was not. The temporary second tier was removed
and the company started to realise the benefit of their investment in security
operations.

When building a security operations team, always remember to take raw, unfiltered
events as an input and produce actionable, detailed reporting and instruction as an
output. This will result in a more secure organisation, which is ultimately what we’re
working towards.

Built to fit
Security operations teams should understand the business they are supporting, and
build security to fit that business. Teams that attempt to operate things the other way
around will always run into problems that limit their effectiveness, cause frustration
and ultimately lead to the development of a less secure environment. This was true
10 years ago, is true today and, despite the explosion in awareness of cybersecurity
issues, will probably still be true in another 10 years. It can be disheartening at first,
but I promise you the reward comes later, when the security operations team is seen as
a trusted entity that enables the business. You will be invited into more projects to get
ahead of what is coming. You will receive more reports from end users and customers
about potential incidents and problems if they trust you. Developers will be more willing
to work with you to address important security problems if they know you don’t pull the
alarm cord continuously.
When an enterprise purchases a large, complex piece of software, the vendor often
provides professional services to get the thing set up and rolled out properly. The same
thinking should be applied to a security operations team, except, obviously, it’s a group
of people rather than a piece of software. To get the most out of the team there has to be
some time set aside for orientation and to fit them into the day-to-day operating rhythm
of the business. Considering the question ‘what do we want from security operations?’
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will go a long way towards defining what exactly security operations does for your
organisation.
If your organisation is a SaaS provider, chances are you’ll want security operations
monitoring the software you provide to your users via the internet, keeping their accounts
and data secure as they do so. If your organisation is running a power plant, you’ll
probably want security operations focused mainly on keeping the internal networks and
computers that keep it ticking over free of malware.
Security operations is a form of risk treatment in this regard. You’ve identified a risk
to your business, and one of the ways to lessen that risk is to employ a team to be
on the lookout for signs that it may be about to materialise. Therefore, it’s important
to remember that the scope of a security operations team not only differs between
organisations, but can change depending on the direction the business takes. For this
reason, you always hope that a member of the security leadership team is present when
those business decisions are made, which (thankfully) is increasingly the case. The best
security operations teams are those who are seen not only as a force for good inside an
organisation, but also as an enabler of the business, and perhaps even a differentiator
in the sales cycle.

As general awareness around information security has increased in recent years,
so too has the role that the security team plays in the sales cycle. This is especially
true when considering business-to-business (B2B) deals, involving the handling
or hosting of sensitive information. Once relegated to a darkened room and kept
out of public gaze, these days it’s not uncommon to find a security professional
called up to join a sales call. This is fantastic news, for all parties, as exemplified
by this next story.
I was asked to join a meeting with a particularly cloud-averse prospect (while
working for a cloud-based software company). At this meeting the customer’s IT
compliance officer started to list their concerns with our product. An incredibly
specific risk case was cited; one that, to this day, I believe was invented because
the officer wanted to kill the deal and not have to do any more paperwork.
While the heads of the product, sales and development teams started to talk about
how they could solve the particular issue raised by the compliance officer, I opened
my laptop and went to the SIEM. I was able to create a new event condition, based
on correlating values from two different logs that came from different parts of our
application, in about 3 minutes. Meanwhile, back in the conversation, new features
were being proposed that would take weeks to implement.
‘Hey, so I just created a new event type to detect this occurring – obviously I’d
like to test it, but I’m fairly sure this’ll alert my team if that ever pops up’, I said,
somewhat smugly. Well, extremely smugly, actually.
And with that, the number of prospect meetings I was invited to increased
dramatically. More importantly, the number of alerts for events that pertained to
things our customers actually worried about increased, which is of course what
it’s all about.
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In, or on?
While talking about what security operations is, we’d be remiss if we didn’t discuss
what security operations shouldn’t be. Although security operations teams vary from
organisation to organisation, one common factor that binds them together is that they
rarely have extra people floating around looking for things to do. There’s usually more
than enough work to keep everyone busy. There’s never really a quiet period either.
Teams are either going 24-7 in shifts or have at least one person on call 24-7. It’s
operational, it’s all hands on deck and it’s a critical business function.
No surprise then, that most security operations team members are ‘thrilled to bits’
when they are invited to all day meetings to discuss more long-term security strategy,
or write a policy to ensure compliance with a particular standard, taking precious time
away from being on the front line. Security operations shouldn’t be continually leaned on
as security theorists or architects. These are the people who like to roll up their sleeves
and deal with the issues that are actually occurring in real time.
There is a balance to be had here and it’s related to a classic resource management
problem: do you spend time ‘in the business’ or ‘on the business’? ‘In the business’
refers to time spent doing the actual job, in this case, triaging events and being on the
lookout for potential security problems. ‘On the business’ means time spent improving
the way you do those things day to day, so that you can become more effective when you
are doing them. The answer of course is that you need to spend time doing a bit of both.
The size of your team and therefore the resources you have available have a dramatic
impact on how you choose to divvy things up.
If you have a team of many people, the chances are you can hire specifically to fulfil both
types of duty. The deployers and maintainers of tools on one hand and then the people
who use them on the other. If you have a team of, say, you, then things might look a little
different. Chances are you’ll feel conflicted. You’ll want to be part of the big decisions
early on, since you know you’ll be expected to respond to whatever comes your way, and
any influence you can have on that is clearly going to be a bonus for your future self.
At the same time, the pressure is on not to miss things that are going on in the now, as
anything that you do miss could lead to an incident and create problems when it comes
to proving your value and the value of security operations in general.
The key to solving this problem, especially if working in a smaller team, is to set ground
rules and guidelines for those wishing to leverage your precious time. Make it very
clear that operational work comes first. When you respond to meeting invitations, make
meeting organisers aware that you might need to run if a serious situation warrants
your response. Ensure that all meetings have agendas and desired outcomes. Prepare
yourself by reading and digesting any pre-read material prior to the discussion. It can
be hard to do this without feeling that you’re throwing away, or putting a dent in that
service-focused mentality that we’re discussing throughout this book, but it is possible.
As long as you’re professional and polite, it is entirely reasonable to ask why you’re
expected to be at a meeting and what value the organiser is seeking from you.
The same rules apply to meeting with vendors and potential vendors. As someone
who works in information security, you’ll have no shortage of suitors vying for your
affection, in terms of selling their product to you. There are some folks that accept every
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invitation for a pitch and there are others who decline or ignore automatically. Again,
the right answer lies somewhere in the middle. If it’s a product that fits with your needs
or strategy, by all means have a meeting; if not, don’t bother. The trick I’ve found that
works with balancing vendor pitches is to have a 2-hour blocked out window on a Friday
morning, and if I’m approached by a vendor that interests me, I know I always have that
slot open to talk.
As security operations continues to grow, those who are in leadership roles will of
course tend to take on more of the meetings, and cascade down the decisions that are
driven from those meetings. This frees up the hands-on technical folks to stay focused
on the job, while their leaders are busy filtering and deflecting. Of course, one of the
great challenges about leadership roles, especially in information security or technology
in general, is losing touch with the hands-on and technical work that you used to love
so much. Good leaders will always consult with the people that report to them before
agreeing to something that will directly affect their day-to-day lives and, ultimately, their
happiness.
A security operations team can consist of anything from a fraction of a person (that is to
say, one person spending a fraction of their time working on security operations, rather
than focusing on it full-time) to thousands of people working full-time. I will always refer
to a ‘team’, because any good security operations process, even one that is designed,
deployed and managed by an individual, should scale to be workable by many.

Being a founding member of a security operations team is often a good way to
set yourself up as an information security rock star within your organisation,
but even rock stars need to take time off occasionally. Real rock stars, of course,
tend to go through their various ups and downs in a very visible fashion. It’s the
price they pay for being constantly in the public eye. The very same can happen
within an organisation to the information security rock star, although to a smaller
audience. For this reason, I always think it’s better to be an information security
librarian. Librarians are reliable, know where to find anything, are well respected
and, although you might not always notice them, you become very aware when
they are not there.

Service, security and scale – three important and conveniently alliterative core tenets
for a successful security operations team to embrace. All three will be a common theme
throughout this book.

BLUE AND RED
Blue teams and red teams are an oft-used classification scheme to draw the line of
demarcation between the defensive security and offensive security roles within security
operations. Blue teamers are the valiant defenders of the realm, seeking to frustrate
the ever-crafty red teamers who seek to find new and creative ways to sneak in to the
organisation.
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While these two opposing functions may be designed to directly compete with each
other, they share a common goal, to keep an organisation secure. If you’re lucky enough
to be a part of a team that is large enough to have defined blue and red team roles, then
you likely have tremendous resources available to build an effective security operations
programme. If not, do not fret, it is entirely possible to do the same in teams with mixed
responsibilities, which is still a common configuration (see Figure 1.1).
Figure 1.1 An overview of blue and red teams

Blue team
Defensive security

Purple
team

Red team
Offensive security

The evolution of security operations
Generally speaking, when establishing a security operations team, building defensive
or blue team operations is the first priority for an organisation. Over time as the team
grows, value is realised and roles focused on red team tasks such as penetration
testing are added to the job boards. The reasoning behind this approach is fairly easy
to explain, why concentrate on attacking yourself if you have no one in place to build
and operate the appropriate defences? That said, there are exceptions to this. In some
cases, the desire for opening security-focused job roles can come from the software or
technology development departments, rather than the corporate IT side of the house.
In such situations it’s not uncommon for that first hire to be more of a traditional ‘red
teamer’, such as a penetration tester or application security specialist. More often than
not, if this situation occurs the newly hired individual finds a number of issues and
coincidentally (of course) a blue team role is hastily approved.
However a security operations team is organised, the blue and red categorisation is a
great way to prioritise and divide responsibilities among team members. It can also help
with building career paths, by allowing people to focus on either offensive or defensive
security work, and attracting people with different skillsets to your team. Some folks
are die-hard blue teamers, who love the thrill of detecting, responding, containing and
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shutting down potential security incidents following a meticulous methodology. On the
other side of the coin, many red teamers shudder at the thought of being so structured
in their work, and instead enjoy the creative freedom afforded by being given a broad
assignment to break into an organisation. Both perspectives have their place in building
a well-rounded team, and being able to draw from a diverse range of candidates is
always a positive.
It’s for this reason that this book is broken into two parts with a focus on roles and
responsibilities afforded to both blue and red teams. While in practice they might be
conducted by the same people, at least initially, understanding how the typical functions
of a security operations team are divided up between these two sub-teams can help
down the line as the team grows.

THE BLUE TEAM
If you think of a team sport, football (soccer, for US readers) for example, and then
think of the most famous professional players from that sport, there is a good chance
you’re going to think of Messi, Rooney, Ronaldo or Zidane. Those names have one thing
in common: they’re all attacking players who, as a part of the offence, have been given
greater opportunity to score goals and make the headlines when their teams win. Of
course, football is a team sport and we know that while those individual players are
more likely to score goals, it takes a strong defence to win games and championships.
This analogy is extremely relevant to information security, where as a member of the
defensive side of the house, it can often feel like your daily efforts go unrewarded, while
the superstar red teamers who find interesting vulnerabilities are lauded. So why would
anyone want to be on the blue team?
It’s a fair question, but thankfully an easy one to answer. Blue team work is incredibly
interesting and extremely rewarding, even if you don’t get all the accolades all of the
time. In fact, perhaps the best indicator that you’re doing a really good job on a blue
team is when you go unnoticed, in some cases for several years in succession! It’s a
truth that many who work in this industry will attest, that people only tend to notice the
work you’ve been doing when things go wrong. Now, while that might sit nicely for some
folks, it’s of course always worth making sure that people do know you exist for various
reasons: proactive outreach, understanding the capabilities your team can provide,
being aware of changes to your monitoring responsibilities, to name but a handful.
When you think of a blue team, you’ll likely think of tasks like firewall management,
monitoring of intrusion detection and prevention systems (IDS/IPS), responding to
antivirus (AV) software alerts and using tools such as data loss prevention (DLP) software
to keep sensitive information contained. While these are all good examples of the daily
work that a blue team will be involved in, in the modern enterprise it’s important to
think beyond these traditional responsibilities. Blue teams, and their leaders, are finding
tremendous value in being seen not just as a technical function, but as a self-promoting
business unit with internal customers. A well-connected blue team adds value, not just
to the security team, but to the entire organisation. It’s not uncommon for a blue team
that has done their homework to know more about the way a custom-built application
works than the team of folks who originally built it, not least because of organisational
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changes and staff turnover. Throughout this book, we’ll look at a number of traditional
and not-so-traditional blue team functions.

Monitoring
Blue teams spend a lot of time monitoring using various tools, such as SIEM suites
and log aggregation tools, to look for signs of intrusion or incident, and responding
accordingly. Monitoring typically refers to studying network traffic, application logs, or
endpoint and user behaviours. In the modern enterprise, monitoring will transcend the
confines of an enterprise network and extend to public cloud and SaaS offerings.

Endpoint protection
The endpoint (desktop, laptop, tablet, phone or watch) and the organic mass that is
operating the endpoint are frequently critical players, for better or worse, in the event
of a security incident. Therefore, protecting that endpoint, which is often seen as a
balancing act between allowing a level of trust and flexibility needed to get the job done
and enforcing a stricter set of conditions that will reduce the likelihood of a security
incident happening, is usually a big part of the blue team’s daily responsibilities.

Data protection
Every company is a data company. If you’re working on protecting a dataset, you’re
working on protecting an entire company and, in many cases, a whole slew of people
who have entrusted that company to handle personally sensitive data. We’ve all seen,
multiple times, how devastating it can be when data ends up in the wrong hands.
Through various technologies including encryption, specialist monitoring, permission
assignments and endpoint protection agents, a blue team is on the front line when it
comes to keeping data safe. As a security professional you cannot, and should not, bear
the sole responsibility of being the conscience of the entire company when it comes to
data protection. However, you can work to build that conscience across all areas of the
company by being an advocate for the safety and security of your end users.

Identity and access
Identity and access management (IAM) is an area of blue team responsibility that has
seen tremendous growth in recent years, not least because of the increase in SaaS
products that leverage single sign-on (SSO) and federated login. IAM has two equally
important facets. The first, and the one most people tend to think of when they think of
a security team’s involvement in access management, is taking access away. Ensuring
that access is removed from a system in a timely fashion when an individual leaves
the company or updating it to reflect a change in role are routine but highly necessary
actions to ensure the prolonged integrity of a system. The second facet is ensuring
that a person gets the appropriate level of access required to do their job and that
this is done in a timely fashion. Nothing is worse than waiting 2 weeks to be able to
access an application; in such a case you might even be tempted to ask a colleague if
you can borrow their account. In organisations that leverage role-based access control
(RBAC), security operations teams can be responsible for building the job role to access
mappings, ensuring this situation never occurs, since all access is directly aligned with

10

Introduction

an individual’s position within the organisation, rather than being assigned on a caseby-case basis.
The increasing popularity of Zero Trust access models, which do away with the familiar
concepts of trusted networks, such as an internal company network, and untrusted
networks, such as the internet, and treat everything as equally untrusted and in need
of strong authentication, is another factor in the increased importance of IAM. Security
operations teams can find themselves deploying products and tools that support
enterprises in implementing a Zero Trust model, without causing their business to grind
to a halt. Technologies such as password-less and continuous authentication ensure
users don’t have to manually reauthenticate every time they access a new resource.

Incident response
Incident response is a topic so worthy of its own book that I wrote one (Sheward, 2018).
Incident response is a critical information security function, and one that, when done
correctly, can prevent a bad situation from developing into something much worse. The
blue team will likely find themselves the lead incident responders for their organisation.
Incident response requires cool heads, solid relationships with other members of the
organisation and most importantly – trust. In many cases, you develop that trust during
your routine daily work prior to an incident occurring.

Vulnerability management
Few defensive information security activities are as underappreciated as vulnerability
management. It’s a critical foundational activity for any security programme, yet more
often than not, a task that is quickly assigned to the newest or most junior member of
the security team, and subsequently passed around like a hot potato. I get it; it’s not the
most exciting task. It takes a lot of work to keep track of all the various systems in an
organisation, the software components they are running and the remediation states of
pages and pages of various vulnerabilities.
Vulnerability management platforms help with the tracking significantly, but they cannot
always talk to the appropriate ticketing systems to ensure tickets are opened in the
correct queues or formats, and they definitely cannot navigate the human political
or emotional factors at play when it comes to actually getting patches applied in a
timely fashion. It’s for these reasons that a good vulnerability management programme
is about more than just running scans and collecting results – it’s also about crossfunctional collaboration with systems owners and working to ensure that expectations
about which patches are to be applied and the time frame in which they are to be applied
are clearly communicated.

Work beyond the enterprise
Having a trusted and approachable blue team can feel like a perk of the job for many
employees, and that’s something that, if attained, should be celebrated. Not just because
it’s great that people like and want to interact with them, but because it actually serves
to improve security for the organisation and beyond.
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Many people have the option to work from home, connecting from their own networks,
and in some cases their own devices and equipment, to systems under the purview
of the enterprise blue team. Therefore, if that same team can help with queries about
the most secure way to set up a personally owned device, they should. If they have the
bandwidth to support an employee when a personal email account gets compromised,
why not? It helps keep them, their networks and ultimately your systems secure.

THE RED TEAM
One of the most frequent statements that you’ll hear from an external penetration testing
consultant is a variation on ‘if only I had more time’, referring of course to the limited
window of opportunity they’re afforded to conduct a penetration testing engagement
for a client. Well, guess what, join an enterprise red team and suddenly you’ll have a lot
more time to probe, understand, break, fix and repeat.
There are clear advantages to having external eyes on an enterprise for the purposes
of testing security posture, but if you have resources available internally to bolster and
more directly focus your consultant hours, you’re almost certainly going to get more
out of the engagement and come away with a more secure environment. That’s the
beauty of red teaming, a group within your four walls that is set up to attack you like an
adversary would, but with the ability to file tickets to drive remediation of issues, rather
than compromise, disrupt and damage your business operations.
Red teams, and offensive security functions in general, might seem like a no-brainer if
you can afford them; however, outside the information security profession they’re not
always so well received. In some cases an organisation might steer clear of greenlighting
offensive security work, not because they question the value it can provide, but because
it might not sit well within the political landscape of the corporate environment. Folks
have a tendency to become somewhat perturbed if a team within their organisation
shows up on a regular basis to challenge and question the work they’re doing. There
is often a feeling that the red team is ‘out to get me’, or on a mission to deliberately
embarrass, for example, if an employee fails a phishing simulation carried out by the
red team.
To counter this resistance, it’s critical that the red team be set up in such a manner as to
accurately communicate and reassure their targets about the purpose of their work. Yes,
we test aggressively and intrusively, but we do it together, for the purposes of making
everyone more secure. No one is going to be singled out; security is an organisationwide function; and everyone has a role to play; we’re just reminding everyone of that
role. Remember, as mentioned earlier, security operations is a service-focused function,
and that notion still applies to the red team. The red team is there to serve, and educate
end users.
Legislation such as the General Data Protection Regulation (GDPR) can help make
the case for red teams. Nothing says ‘secure by design’, one of the accountability
requirements of GDPR, like an entire team dedicated to the role of security testing at all
stages of product design and development.
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As we move into the second part of the book, we’ll focus on red team and offensive
functions.

Penetration testing
The bread and butter work of the red team, performing penetration testing is often the
first thing you’ll think of when you consider offensive security. A penetration test involves
simulating the actions of a malicious attacker, seeking to gain entry to a network, a
server, an application and, ultimately, an organisation.
The scope of penetration testing can be limited to a specific target or be limited only by
the tester’s imagination. Most typically within an enterprise red team, highly targeted
tests on new application features or following significant code changes are the name
of the game.

Threat hunting
Why sit passively and wait for something to pop up in an IDS/IPS alert or a SIEM tool
when you can go looking for it proactively? That’s the idea behind threat hunting, a red
team function that is gaining popularity and momentum within many security operations
teams around the world.
It’s often said that if someone has had the time to write a signature to detect a piece of
malware or a network intrusion, it’s already too late. That same threat could already
have been in your environment, doing its malicious deed for some time. Honestly, that
way of thinking is probably a little alarmist for most organisational threat models, but
it’s not without credence. AV software developers have to first capture and observe a
piece of malware in a lab so they can write an appropriate signature for their product to
detect it. Even AV software vendors aren’t privy to every variant of malware, especially
in industries running highly specialised equipment or systems (think industrial control
systems, for example). This is an example of where a threat hunting programme can
be very effective.

Building bespoke tools
Every organisational computing environment is unique. There are endless combinations
of hardware and software components that can create equally unique attack surfaces.
It’s for this reason that we often say, ‘security isn’t for sale’. You can’t go out and purchase
security for an organisation. Sure, you can buy individual tools to help you secure an
environment, but it takes a combination of people, process and technology to really get
the job done.
Some of the best security tools aren’t purchased at all. They’re custom-built in house
and designed to fit the system being protected, like a suit of armour. It’s increasingly
common to find the task of building such tools to be a red team responsibility. Many red
teamers (but not all) are coders by nature, so revel in the opportunity to create a tool
that will fulfil a specific organisational need, while at the same time making it possible
to increase the scale and repeatability of their testing.
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Physical security
One of the most devastating ways technical security measures can be bypassed is via a
breach of physical security. It’s surprising then, that physical security often plays second
fiddle when an organisation is building out its security programme. Many times, this
is because there is a divide in responsibility between the corporate security team and
the facilities team. It’s not always clear what falls on each side of the divide. Ultimately,
physical security is an area that impacts everyone, and there should be a unified
approach driven from the top down.
One aspect of physical security that the red team can excel in is putting it to the test.
Ensuring that door alarms are active, testing badging systems and making sure physical
security controls are applied at all branch office locations. For this reason, red teamers
frequently find themselves including physical security assessments in their scope of
responsibilities.

PURPLE TEAMS
So-called purple teams (a mix of blue and red) are found with increasing frequency
nestled within the organisational charts of businesses around the world. The truth is,
many organisations, especially those that are smaller in size, leverage purple teams
simply because they don’t have enough staff to warrant separating out their offensive
and defensive security work into distinct groups. Opinion is split on whether or not the
purple team is a good or bad thing.
Proponents of the purple team model argue that, by defending a specific system with
an attacker’s mindset, the defensive work is more effective than it would be if you were
simply building defences, even if you were doing so in accordance with best practice.
Every target is different, after all. Controls can be adjusted and updated while the attack
is ongoing, which feels like a more ‘agile’ approach to deploying enterprise security.
Opponents suggest that if you have enough people to separate out your teams, you
should do so. A purple team shouldn’t be necessary if both blue and red teams are run
properly and working together well. Red and blue teams should be sharing information
at all times, in any case. They work for the same organisation after all.
A good compromise is for the purple team to be a cross-functional meeting, or even
a virtual team, made up of various members of the red and blue teams. In the case
of a meeting, the cadence may be multiple times per week, and involve note sharing
or actively working on defending and attacking a target. In the case of a virtual team,
rotating members of the team is a great way to expose red teamers to blue team
methods and vice versa, while still allowing those individuals the reassurance of having
a speciality, be it offensive or defensive security.
Whichever approach is leveraged, red, blue or purple, the security operations team will
perform the same core functions as those covered in this book.
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Introduction

HOW THIS BOOK FITS IN
Over the course of the next 12 chapters, we’ll delve deep into the areas we’ve just
introduced. We’ll look at the goals of each of the tasks, as well as ways to effectively
introduce them into your security operations programme.
Blue, red, purple or a one-person show – however your security operations team is set
up, we’ll use a combination of theory and real-world tested methods for building and
practising effective, modern security operations.
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