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GLOSSARY

Compliance audit Designed to prove to a certification 
authority that you meet the standards of particular scheme. 
This is the most common type of third party audit.

Control A security measure that is included in a business 
procedure or process.

External audit An audit that reports to an external 
organisation or certification body.

Governance A set of processes and procedures by which 
the executive of an organisation controls the state of the 
organisation and gains assurance that their policies and 
processes are appropriate to business operations and strategy. 
Audit is one of the key elements of governance.

Internal audit An audit that reports to the commissioning 
organisation, usually, but not always, conducted by the 
organisation’s staff.

Penetration test A technical test in which the defences of the 
organisational website, network or other digital presence are 
tested to identify any weaknesses.

Policy A formal statement that sets out an organisation’s 
method of dealing with an issue.

Procedure A prescribed method of completing a task.
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GLOSSARY

Process A repeatable method of carrying out a business 
activity.

Scoping The formal decision as to what is going to be 
included and excluded in an audit. Formal audits, including 
certification audits, often prefer to have some explanation of 
what is excluded.

Screenagers Young people for whom communication, 
through a computer or mobile device, has been the norm from 
an early age. Computers and devices enable their school work 
as well as being a key part of the way they communicate with 
their friends.

Second party security audit The key with second and third 
party audits is to see where the report is to be presented. If the 
customer organisation instigates the audit to check compliance 
of a supplying organisation to security requirements that have 
been formally agreed, and the report is made to the customer 
in the first instance, then this is a second party audit. For 
example, an organisation conducting an audit of the data 
centre where their network back-ups are carried out.

Security climate A general term used to denote whether 
security controls, policies and procedures are generally 
followed within an organisation.

Security culture The attitude and generally accepted 
behaviour, or norms, regarding information security within an 
organisation.

Third party security audit Again, the key is to follow the 
report. The best way to explain a third party audit is to give 
an example. An organisation decides that it wants, or needs, 
to become compliant with an external standard such as ISO/
IEC 27001:2013. The work towards compliance is internal and 
the costs of the audit assessment, including the costs of the 
external auditor, are met by the inspected company. However, 
the report goes to the certification body in the first instance, 
not the inspected organisation and it is, therefore, a third party 
audit.
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PREFACE

‘Some are born auditors, some have audit thrust upon them.’

A paraphrase of a quote from William Shakespeare’s Twelfth 
Night.

There is a caricature of an information security (IS) auditor 
on my office wall: he is grey and sullen looking and has no 
shadow reflecting from the mirror next to him. I commissioned 
this image myself and have used it in a range of talks to IT and 
IS professionals and it always raises a smile. They recognise 
the joke; the auditor has no soul.

The image this caricature paints seems to apply to any auditor 
role in any profession. Auditors are the ones who require 
pedantic adherence to the rules, who have no understanding 
of the demand for innovation, thereby missing the point of 
business operation in the real world. Their presence can be felt 
to be judgemental rather than helpful as they identify issues 
and requirements that had not been recognised before.

However, to take these manifestations at face value is to 
misunderstand the role of an auditor. A key part of the role is 
to make sure that controls, policies and procedures actually 
work in the ‘real world’ by suggesting areas that need changes, 
ideally before they ‘go live’.

In a way, the process of being audited can be compared to a 
driving examination: most people do not enjoy their driving 
test and the need to prove they can keep strictly to the correct 
driving method. I still remember that nerve-sharpening 
40 minutes or so with the examiner sitting next to me in the  
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PREFACE

car, watching my every move and noting every hesitation or 
mistake. In the lead-up to the test, and the test itself, I felt as 
if I was being subjected to awful and unnecessary pressure 
and stress. Yet, nobody would suggest we train people to 
drive and then rely on the police to identify those who require 
punishment for non-conformity. The driving examination 
process saves lives, and, fundamentally, all rational people 
agree with it.

As IS enters a phase of ‘cyber’ interconnectivity, information of 
all sorts is exposed and vulnerable to loss or deliberate attack. 
Such information is not confined to business documentation 
that has evolved from the days of the typewriter-focused office 
and the filing cabinet. Information might now give control of 
systems such as those controlling the operation of the working 
environment. Smart buildings can be wonderful, but they 
offer a new vector of attack that needs to be anticipated and 
defended. Audit can help to ensure that design is compliant 
and operationally effective.

Someone able to contribute at that edge of technological 
change is certainly not someone who is looking for static 
adherence; they have to understand what is being done and 
why, and its security and compliance implications.

In the course of this book I want to share my belief that good 
IS auditing is about balancing quality information security with 
operational enablement. Most of the IS auditors I know are 
good people, some of them are even fun people and most tell 
me that, while challenging, this can be a very rewarding role 
that makes a real contribution to the security of public and 
private sector business. I think that is something not said often 
enough.

The purpose of this book is twofold: first of all, to help those 
who are considering moving into an IS audit role to get a fuller 
feel for the personal and professional requirements as well 
as the career rewards it might bring. I will discuss how the 
role of the auditor is not only significant but also, where that 
individual works to achieve a high standard of professionalism, 
has a chance to be highly valued in modern business.
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Second, it aims to help those who have audit ‘thrust upon 
them’ to get an insight into the audit process and understand 
how to get the best from an auditor’s experience and expertise 
to help to make operations more secure – rather than waste 
time and energy banging heads with them.

To this latter group I offer these words of wisdom from The Art 
of War, Sun Tze: ‘Know your enemy.’
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1 INTRODUCTION TO 
INFORMATION SECURITY 
AUDITING

This book looks at information security auditing. There is much 
that I will talk about that could relate to any kind of auditing, 
because having the skill and patience to identify and review 
things – from the accuracy of a set of end-of-year accounts to 
a stock take of the books actually on the shelves in a library 
compared with what the record of books says should be 
there – takes similar skills, if very different knowledge and 
experience. In the case of information security auditing, what 
is being checked are the various elements that contribute to 
the defence of the information within an organisation, either 
by internally set business expectations or against guidelines 
or standards set by external bodies.

INFORMATION SECURITY

Information security (IS) is about protecting information from 
unauthorised access, loss or damage.

If we look at the illustration in Figure 1 we can see some of the 
elements that have an effect on the process of IS. From this 
we can see that there is a potential for tension, for example 
between business requirements and privacy and data 
protection. Ideally documents that contain sensitive personal 
data would have very limited access, and downloading onto 
a mobile device may be inhibited. But what if the sales staff 
need to have access to at least some customer data as they 
travel around seeing clients? How are those needs balanced? 
The answer is never easy and will arise again further through 
this book.
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INFORMATION SECURITY AUDITOR

Figure 1  Elements influencing the process of information 
security

On the outside of the diagram we have Organisational Culture 
and Legal and Regulatory Environment. They may not feed 
directly into the process of IS, but they influence most, if not 
all, of the elements I have included here. I should say that this 
diagram is not definitive. There are organisations that have 
more or fewer elements, but these I have included show the 
potential range of those elements.

Since the first major data loss incident in the UK, where two 
discs containing sensitive personal data of thousands of 
customers went missing from HMRC, there has been steadily 
increasing pressure on organisations to be able to demonstrate 
the robustness of their protection of such data. Indeed, the 
penalties handed out by the Information Commissioner’s 
Office (often referred to as the ICO) in the event of a data loss 
has expanded to include not just the large, headline-grabbing 
organisations, but the smaller ones too. The clear intention of 
such penalties is to encourage all organisations processing 
any kind of sensitive information to have the security of that 
data as a core part of their operation.

One of the elements that contribute to the resilience of  
the information security of an organisation is ‘information  
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INTRODUCTION TO INFORMATION SECURITY AUDITING

assurance’ (IA). This is a very important process because  
it gives the business owner, or board of control, knowledge 
regarding how the existing IS posture meets their declared 
business requirement. If you look at the other elements 
comprising IS in the diagram at Figure 1 you can see that they 
describe areas of activity; for example, Incident Management is 
about how a potential data leak is handled, while Architecture 
is about how the system is designed, both with operational 
requirements and IS in mind. Whichever of the elements you 
look at they are actively making a contribution to the overall 
protection. The odd one out is IA. This does not affect the 
security of information in itself, but it does look to ensure 
that the other elements are doing so. An auditor in the IA, or 
IS, area is checking the elements of the organisation against 
whichever criteria are seen as appropriate. Their contribution 
not only ensures that the elements contributing to security are 
present, but that they are also functional within the operational 
demands of normal working.

Both IS and IA roles use the same skill set, and come across 
many of the same problems. This book is specifically about 
IS, that is, checking the elements that comprise or support 
information protection, but in an organisation large enough to 
have its own audit staff they may perform both IS and IA audits. 
This may seem confusing, but just remember the diagram – IA 
is just one element of IS.

Staff may be given a short presentation on IS as part of their 
initial induction. However, the effectiveness of that training 
needs to be checked. This is important not only in terms of 
security, but also in terms of budget. No organisation wants to 
invest in training that does not lead to the required behavioural 
outcomes. If staff fail to understand the importance of, for 
example, not opening suspicious links in their email, not only 
could that lead to malware infection of their computer but 
the effort required to deal with any issues that arise from 
that will cost time, and time is a budget item in a modern 
organisation. Think how you and your colleagues would react 
if the network, and through it any access to the internet, shut 
down unexpectedly for 10 minutes in the early afternoon. Even 
such a short break can have a significant impact.
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INFORMATION SECURITY AUDITOR

Another important point to note at this early stage is that quite a 
lot of the elements of IS are not directly IT based. Some, such as 
data protection, use the computer network, but are not reliant 
on it in the way that architecture is. Of course, a well-designed 
business continuity plan must be able to operate without  
an operational IT system, it would be one of the scenarios that 
is anticipated and planned for. However, ever since computers 
became ubiquitous in the workplace, IS has been seen as 
focused on IT, and often operated by the IT department. It  
is very important that from this point on you consider all 
potential aspects of IS, not just those that are based on IT activity. 
However, it is certainly safe to say that the overarching driver 
to comply with internal and external security requirements is 
the increasing complexity of the systems that deal with data 
in the modern organisation. When documents were stored in 
physical cabinets, access could be restricted and monitored 
by the cabinet owner if necessary. Documents, and therefore 
data, could be as safe as the organisation wished it to be, 
subject to its willingness to make the necessary investment in 
appropriate locks for cabinets and doors.

The development of computers and network access has meant 
that access to documents has changed drastically in the last  
20 years. Therefore simply walking around the office and 
checking the physical security of cabinets is no longer sufficient.

In the situation of a modern organisation, the pressure for 
reassurance of an acceptable level of security comes from a 
much wider group of stakeholders than ever before. Prior to 
widespread office technology, the loss of sensitive information 
such as payroll details would be embarrassing to the company, 
and possibly career damaging to the responsible employee. 
Now the implications can be much more widespread. If data is 
exposed to open access the repercussions are potentially very 
serious – as happened in a Home Office incident in December 
2013, where sensitive data relating to more than 1,500 people 
was published on an unrestricted spreadsheet on their 
website.1 The exposed data, which included names and dates  

4

1 www.bbc.co.uk/news/uk-politics-25353311 [accessed 17 November 2015].
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INTRODUCTION TO INFORMATION SECURITY AUDITING

of birth, could potentially be used to aid a variety of cyber 
crimes, from ‘common’ fraud and theft through to terrorism at 
the extreme. Also, external agencies such as the ICO in the UK 
would need to be informed of relevant loss; that is, the loss of 
any data that is classified as ‘sensitive’ under data protection 
legislation. In an effort to force improvements in IS, the ICO is 
making increasingly clear their intention to invoke significant 
penalties, including publicity, on those whose careless practice 
leads to a significant loss of data.

These pressures mean that the assurance of security needs 
to be conducted thoroughly and is best overseen by someone 
who is not involved in the day-to-day operation of maintaining 
data security. This ‘outsider’ can have a more systematic view 
of operations and can work with staff to highlight risk and give 
guidance as to appropriate and acceptable methods to handle 
that risk.

Now, let us pause again to emphasise some important 
points. I have mentioned ‘both internal and external security 
requirements’. The point of origin for security audits can be 
internal, maybe as part of a scheduled review programme, 
or external, in order to demonstrate compliance with some 
external standards. It is carried out by an employee of the 
organisation. Some audits are external, which means that 
they are carried out by someone who is not a member of staff. 
In most cases the audit is likely to test for conformity to an 
external standard, such as ISO 27000. In some cases, however, 
it may be to test for conformity to guidelines set by another 
organisation, such as a client. For example, if an organisation 
is using the services of a cloud service provider, they may wish 
the provider to supply evidence of their conformity to standards 
that are internal to the customer’s organisation. Whatever the 
circumstances, the auditor checking the adherence needs the 
same skills and faces similar challenges.

So, before we go further, let us just check that we have two 
possible points of confusion clear:

5Buy the complete book: www.bcs.org/isauditor
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 y An IS auditor reviews the various elements that 
comprise the way the organisation deals with the 
protection of its data. An IA auditor looks at how the 
current operation of security in the organisation meets 
the business risk appetite of the organisation.

 y An internal audit is when the auditor is an employee 
of the organisation they are reviewing. An external 
audit is when the auditor is not an employee of the 
organisation they are reviewing.

Key tenets

Ever since communication progressed from being purely 
speech to being expressed in a physical form such as writing 
or recording the spoken word, people have worked to protect 
some information by following, whether they realised it or 
not, three key tenets; these are confidentiality, integrity and 
availability.

Confidentiality

Confidentiality is what we normally mean by something being 
kept ‘secret’ in that it restricts who has access to information. 
When I was a child, a popular way of ensuring confidentiality 
of your private thoughts was to write them in a notebook or 
diary that could be locked with a key. You then kept that key in 
a very safe place. The same process is achieved on a computer 
by placing a password on the access to a document or folder. 
Of course, this password should be one that is not shared 
or easily guessed, much like my diary lock had to be a good 
strong one and the key hidden where it was too hard for the 
curious to find.

Confidentiality can be important for a range of reasons. The 
information may be sensitive, the sort of information that 
could cause embarrassment, or it might be exploited against 
the person it concerns in some way. In everyday life we  
trust doctors, priests and even all those faceless people at 
our banks with details of our lives that we do not want widely 
known.
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One of the problems with social media is that users often 
place too much trust on its ability to keep information 
confidential. There are many anecdotes giving examples of 
people including acquaintances such as work colleagues and 
even line managers, rather than just good or close friends, in 
friendship groups on Facebook. This means that expressions 
of frustration with regard to work can be read more widely 
than was intended.

VIRGIN FLIGHT CREW INSULT PASSENGERS

In October 2008, in a case that quickly became infamous, 
13 members of Virgin’s staff were sacked for getting 
involved in a discussion group on Facebook that became a 
forum for expressing their opinions of some passengers, 
the cleanliness of their aircraft and even the airworthiness 
of some planes.2 Clearly, members of the group believed 
that they were expressing their frustrations in a protected 
environment that would restrict access and, in essence, 
remain private. The fact that the discussion was revealed 
both to the media and to Virgin itself demonstrates that 
they were wrong. Interestingly, in the report referenced 
here, Virgin say that there are appropriate channels for 
concerns to be aired. In other words, their dismissals 
were not particularly about them holding damaging 
opinions, but that they did not keep them confidential. In 
failing in that way they brought Virgin, and all its staff, into 
disrepute. Confidentiality, or the breaking of it, can have 
huge impacts on concerned parties.

Integrity

Integrity is about information being unaltered, except by 
an authorised person. To take an extreme example, if an 
international peace treaty was accidentally openly shared  

2  www.telegraph.co.uk/travel/3332031/Virgin-sacks-cabin-crew-for-insulting- 
passengers-on-Facebook.html [accessed 23 February 2015].
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online so that people could freely change elements without 
the changes being obvious, then the final document would 
lack credibility in that form. Neither side could trust that the 
terms to which they agreed were those originally negotiated 
without careful checking. Recently there was a situation 
where hackers broke into the computer systems at Chopin 
Airport, near Warsaw in Poland. These systems were 
responsible for issuing flight plans to aircraft of the Polish 
airliner, LOT, and all of the planes affected were grounded 
until the integrity of the information issued by the systems 
could be assured once again.3

This does make it sound very serious, and indeed it is, especially 
in an engineering context. When it comes to information, 
‘integrity’ is more closely aligned with trust. To get a definition 
of this word I first went to the Oxford English Dictionary (OED) 
because I could trust that the definitions it contains are a 
correct explanation of its use in British English. If someone 
were to hack the OED and change some of the spellings 
to American English, then the integrity of the information 
contained in the dictionary would be undermined until it could 
be thoroughly checked to remove the rogue spellings. Until 
that could be done, the trust users have in the information the 
dictionary provides would be significantly harmed.

In any situation where it is essential that users trust the 
integrity of information they are able to access, integrity is a 
high priority for those maintaining and overseeing systems.

If we think back to the widespread use of cheques as a 
payment method, the cheque owner had to write the 
amount to be transferred on the presentation of the 
cheque in both words and numbers. This was a simple 
way to prevent the easiest of frauds, that of the receiver 
carefully changing the figures on the form in order to 

3  www.wired.com/2015/06/airlines-security-hole-grounded-polish-planes/ [accessed 14 
September 2015].
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cash it for a higher amount than intended. It could be 
argued that ‘integrity’ is the silent risk, because it is often 
forgotten. When we struggled to fill in a cheque with a thin 
pen and cold fingers, and a growing queue of customers 
behind, the need to write out the amount in full mostly 
seemed a silly waste of time. In fact it was protecting the 
integrity of the transaction.

Availability

Availability means that users can trust that they can access 
important information quickly.

This is important in many different situations. Within most 
organisations the cost of an unplanned disruption in the 
availability of the IT network can quickly build. There is the 
cost of people being paid to do work that they are unable to 
do. The cost of key information not being available to complete 
a project on time may cause penalty clauses to be activated. 
There may be overtime costs for staff working anti-social 
hours to find and rectify the problem as quickly as possible. 
If the organisation is a particularly critical one, such as in a 
healthcare provision situation, there may even be a threat to 
life if patient records are inaccessible.

In a retail business the cost of a website – or even the 
payment facility on a website – being unavailable can be 
huge. Well-known retailers may lose a potential sale to a rival, 
as customers do not want to wait for the site to come back; 
however, they may have built up enough brand loyalty that 
there is a good chance the customer will eventually return. 
There would also need to be a significant number of lost 
customers to have a big financial impact. However, where the 
profit margin is small then the loss of even a few customers, 
even assuming they return in the medium term, is likely to be 
much bigger.
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INFORMATION SECURITY IN THE WORLD OF WORK

More information is moved faster and further than ever before, 
and a good deal of that will be sensitive in some way, whether 
it is personal or corporate. That being the case, the principle 
of assuring the safety of the information throughout the entire 
process is not only essential but also needs to be responsive to 
changing tools and business and operational needs.

In this modern world, IS has a new challenge. It pulls against 
the received wisdom of the last 30 years, namely that IS is 
essentially a technical IT problem with an IT solution. In fact, the 
way policy and procedures are both designed and implemented 
are essential elements of security, and these are mostly 
dependent on the awareness, evaluation and actions of users. 
The importance of the human element has been known for a 
long time. In 2006 it was possible for Intel to use the acronym 
PEBKAC (problem exists between keyboard and chair) in their 
online advertising, firm in the knowledge that their target 
audience would understand. Indeed it can be said that some IS 
professionals believe in the sense behind the equation:

information security = IT security + blaming the user

The IS professional, especially one with audit responsibility, 
needs to look at IS controls in the context of business 
requirements as this will give the best insight into any 
operational weakness.

The need to assure the operational effectiveness of IS is not 
new, and neither is the need to check the procedures that 
ensure that security. The role of the person who is tasked to 
audit the IS controls, policies and procedures will be discussed 
in greater detail when we look at a model auditor in Chapter 2. 
Next we will look at auditing itself.

WHAT IS INFORMATION SECURITY AUDITING?

The information security auditor, whether internal or external 
to the organisation, has the key task of monitoring and  
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evaluating the various elements of IS. This can be a very 
challenging task as some elements will actively impact on 
others, and understanding how that works is vital to giving 
the most effective view on the operation of security.

In order to carry out an audit it is helpful if the IS auditor is aware 
of the context, both internal and external, in which the various 
elements are devised and operated. This can be a challenge, not 
least because there is likely to be a variety of approaches for the 
different elements comprising the IS defence. For example, the 
reasons for, and funding of, incident management may be very 
different from standard IT operations. While most organisations 
have some form of IT operations, setting up and maintaining an 
incident management (IM) capability is a conscious decision. 
Often this is a reaction to realising the impact of an incident in 
another, comparable organisation. This is not a bad reason for 
starting with IM, but, as time goes on, if there are no significant 
incidents the rationale may lose power and investment.

It is important with additional elements, such as IM, that the 
auditor who is evaluating its capability is aware of both the 
reason for its instigation and any change in the associated 
business risk appetite. IM teams can be quite expensive 
to set up, train and maintain to an effective standard. If the 
perceived risk has fallen low enough that senior management 
are content to accept the risk of not continuing to have this 
provided internally, they are likely to stop doing so. They 
may decide to use an external provider, or simply move the 
responsibility for provision to the IT department. The auditor 
will be most effective if they can understand the reason for that 
decision. They can then bring their knowledge and experience 
to supporting that change or highlighting issues that do not 
appear to have been addressed.

TYPES OF AUDIT

There are two basic types of audit: an internal audit and 
an external audit. While the process is similar, if not nearly 
identical, the objectives of the exercise and the scope may be 
very different.
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Internal audit

This is driven internally and generally instigated at the behest 
of management or board level requirements. An internal 
review can be as narrow as a single operational area, such as 
a new system or facility, or as broad as the entire organisation. 
It is worth saying at this point that the holistic nature of 
modern organisations, with departments, divisions and other 
groupings being much less isolated than in the past, means 
that most areas of any organisation connect in some way with 
many others. It can often be helpful, therefore, for more than 
one area to have their operation audited in the same project 
as any changes required in one area may impact on, or be 
impacted by, those in others.

The fact that this is an internal audit does not mean that it 
is necessarily less rigorous than an external one. Indeed, 
someone carrying out an internal audit is more likely to have 
some knowledge of a business’ weaknesses (or ‘where the 
bodies are buried’) so they can focus on areas of weakness 
and concern, which can lead to a greater amount of work 
required to deal with those issues.

The frameworks used for an internal audit often reflect existing 
or proposed external audit requirements. For example, if the 
organisation is expecting to seek accreditation under the ISO/
IEC 27002 or is considering using the COBIT 5 framework 
in the medium term, it is reasonable to use that framework 
documentation as a guideline to their development beforehand. 
More details of these and other frameworks, both why and 
how they are used, can be found in Chapter 3. Suffice to say 
at this point that using a pre-existing framework can mean 
that the work eventually required to achieve accreditation can 
be reduced as the documentation, and possibly some of the 
processes, are already in place and producing evidence of 
operation.

It is the nature of an external audit that the aim in reviewing 
the system in advance is to ensure that it complies with the 
external requirements. However, with an internal audit, a key 
question is: Is the system fit for purpose? This ‘purpose’ will  
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be defined at senior level and will include operational needs, 
which mean that the organisation functions efficiently, as well 
as security requirements. This means that not only must the 
security controls and processes be good, they must also work 
in the everyday activity of business operations. If a control 
takes more skill or effort than the user is willing or able 
to contribute, then it will be circumvented and the effort of 
devising it is wasted. It is as pointless as the oft-used picture of 
the security gates on a dirt track with no fence or walls either 
side. There may have been a good reason for having the gate, 
but the tyre tracks in the mud showed that drivers were simply 
working around it.

Trying to meet the requirements of both security and operations 
can be very problematic. Indeed it is arguably amongst the 
biggest challenges to any IS team. One of the roles the auditor 
can play is to use their experience and knowledge of both 
operations and the frameworks being used to advise those with 
that task. However, it should be stressed that an internal audit 
is carried out at the instigation of the organisation itself so that 
it can identify areas of concern, and set in place programmes 
to tackle them, without having to conform to the requirements 
if senior managers are willing to accept the shortfall.

To slightly complicate this issue there is a sub-set of internal 
audit, and that is a second party audit, which is one demanded 
by a customer to satisfy their internal security requirements. 
This differs from an external audit in that it does not need to 
be against any external framework or standard. Who conducts 
the audit in this case can vary, and is often dictated by the 
reason why the audit is being carried out. If it is because the 
customer has external compliance requirements, such as 
from the Financial Services Authority, it is more likely that 
they will feel that they want to conduct the audit themselves, 
or nominate someone to do so on their behalf. If the customer 
wants an audit to reassure their stakeholders, then they may 
be able to accept an audit conducted entirely internally against 
guidelines they have provided. This will need to be attested to 
at a sufficiently senior level in the audited organisation. Where 
a second party audit is going to be required on a regular basis, 
there is a need for a good relationship with that customer  

13Buy the complete book: www.bcs.org/isauditor



INFORMATION SECURITY AUDITOR

to ensure a clear understanding of their requirements. This 
means that the contracting company should be made aware 
if any changes to policy or controls might cause an impact on 
the client relationship and this therefore needs to be discussed 
with them in advance. If the framework itself is specific, then 
the person auditing the operation will need to spend more time 
ensuring that they have entirely understood how it fits in the 
organisational context; otherwise it is more likely that impacts 
might be missed. Therefore, any adjustments that are identified 
at the time of routine audit are likely to cause additional 
expense as extra care, and checking, will be required. This 
could make such audits potentially more time consuming for 
the contractor. The supplying contractors’ organisations would 
be well advised to read their contracts with great care4 to make 
sure they factor such costs into their budget for the work.

In the wake of the high-profile data leak incidents in 2008, 
one financial institution in the UK decided to ensure that 
their ability to make auditing site visits to suppliers who 
provided key services linked to data security (such as 
those providing secure disposal for paper and hardware) 
was included in the contract. The clause was explicitly 
highlighted to the supplier in order to avoid any possible 
doubt and site visits were scheduled either six-monthly 
or annually, depending on the sensitivity of the data or 
how varied or changeable that process could be. The 
requirement for these audit visits put a great burden on 
the inspecting team, as well as those being inspected. 
It was therefore important that a good relationship 
was developed between the parties to avoid ‘surprises’ 
(with changes to the supplying contractor’s processes 
discussed, and agreed, at the planning stage) and to allow 
for the inspections to go smoothly. The financial institution 
is sufficiently large, and its requirement for external 
contractors sufficiently wide, that the process for carrying 
out these inspections can be huge.

4  Of course, it should go without saying that one should always read any contract with care.
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Every audit inspection, even routine ones, needs planning, 
the inspection itself carried out and a report written and 
discussed with all parties. If anomalies arise then they need to 
be discussed and an agreement reached as to how the issues  
are best addressed. In the light of all this work it is clear that 
those suppliers who present no problems at audit are going 
to have a better relationship with the customer and a better 
chance of the contract being renewed. Obviously, suppliers 
who do not make themselves aware of the customer’s 
requirements, so that they can be considered in any changes, 
will have a more problematic relationship with their customer 
and be more likely to be replaced should another supplier 
approach the customer.

In addition – and this is a particular problem with internal 
audit – it can be difficult to notice weaknesses because staff 
have developed their working approach around them. In some 
cases, working around a strong control can make working 
lives sufficiently easier such that a security weakness posed 
by the ‘work-around’ might be overlooked. For example, the 
introduction of the ban on smoking in public buildings, which 
was introduced in Scotland in 2006 and in 2007 in England 
and Wales, meant that staff need to leave the building to 
smoke. Where this happens in a building with strong access 
controls, such as a single point of entry requiring a card swipe 
or other authenticating action, or just having to walk a long 
way to get to the main entrance, an alternative solution is often 
found. In many cases, smokers go out of a fire door. To make 
sure that they do not then have to make the extra journey to  
the main entrance to re-enter, especially in warm weather, the 
door is propped open with a fire extinguisher. This makes an 
easy entrance point for any skilled social engineer. An internal 
auditor needs to ensure that they are alert to these everyday 
security vulnerabilities.

External audit

External audit is required where an organisation needs to 
achieve accreditation against a recognised standard such as 
the Payment Card Industry Data Security Standard (PCIDSS) or 
ISO/IEC 22301. This might be carried out because of current  
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customer requirements, or in the expectation that said 
accreditation will allow new customers, with more stringent 
requirements, to be courted. This differs from a second party 
audit in that an external audit needs to be accredited to a 
recognised certification and audited by an impartial, external 
auditor. While a second party may require that the contracting 
supplier has particular aspects of their processes audited to 
align with, for example ISO/IEC 27001, the supplier would be 
audited internally, or by the customer.

Such compliance projects, especially with established 
organisations, are best started internally with a team 
involving an internal auditor or someone with experience of 
being audited under that accreditation. The external auditor 
can be contacted at any point of the preparation phase, for 
example, in order to check the acceptability of a proposed 
control. Unlike internal auditors, external auditors tend to 
work with several organisations at the same time, which 
means that they do not have the personal knowledge of the 
working of the organisation that an internal auditor has, but 
could have a broader experience. It is important to establish 
a good relationship with the external auditor, as with the 
customer conducting second party audits, for very much the 
same reasons. Nobody wants surprises when it comes to  
the actual audit as these can lead to remediating actions that 
are problematic to normal operations.

As has been said, external audits are often embarked on 
initially because of stakeholder or customer pressure to be 
assured about the security of the systems and processes 
of the organisation. This means that the pressure is really 
on as business, or potential business, can be at stake. If the 
organisation fails to achieve the required compliance, it is 
likely to have a significant impact on the operations until that 
can be rectified. In an ideal situation, an internal audit would 
be carried out first in order to identify where compliance 
gaps are. This can help with planning and budgeting for the 
full compliance audit. However, where this is not possible, an 
external compliance programme could sometimes have to 
be run on a very tight budget. In this situation the external 
auditor needs to be clear and consistent in their guidance.  
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Miscommunication can lead to frustration and potentially 
wasted time and effort. It also makes the work of the internal 
team driving the compliance project very much harder.

AUDITING STAGES

In most cases the purpose of an IS audit review is to evaluate 
the operational security of the overall organisation. For an 
audit to be fully effective it is important to have a systematic 
approach ensuring that all relevant processes are included. 
It is best to think of the process of IS auditing as a series of 
stages, some taking longer than others, but each building 
on the work already done. There are a number of different 
approaches to staging the IS audit process, some more specific 
to particular types of organisation, and some containing a lot 
of detail; however, most reflect that well-known process: Plan, 
Do, Check, Act. So let us look at each of these in turn and fill 
in some of the detail that may be relevant to your business.

Plan

External frameworks such as ISO/IEC 270015 and COBIT 
56 prepare their scope in a way that will give assurance to 
all stakeholders, which can be challenging. It is possible to 
achieve accreditation under ISO/IEC 27001 and still not satisfy 
a potential client because the scope does not include an area 
that is of particular concern to them. Therefore this planning 
stage needs to be approached with care and to utilise the 
experience of both audit and non-audit staff. The scope can 
cause some surprises to organisations or staff approaching it 
for the first time. For example, it is most likely to require input 
from areas that might not expect to be included, say, facilities 
management as they have information and control regarding 
the physical protection of the buildings involved. Concerns can 
range from physical access controls, to the quality of the locks 
and other perimeter controls, to incident logging and monitoring  

5  www.iso.org/iso/home/standards/management-standards/iso27001.htm [accessed  
17 March 2015].

6 www.isaca.org/cobit/pages/default.aspx [accessed 17 March 2015].
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of access for out-of-hours contractors such as maintenance 
and cleaning. With organisations of all sizes taking advantage 
of off-site storage in data centres, many will decide that they 
need to include some level of assessment of the security of 
these premises. Thankfully, increasing demand for this sort of 
evidence means that data centres are finding that they need to 
be able to demonstrate compliance to TIA 942, which helps to 
promote their business. This can mean that, for non-critical data 
handling, customers presented with an appropriately scoped 
accreditation document may be spared the need to inspect the 
premises themselves. The IS auditor will be a valuable asset to 
this project, especially if they are included from this first stage.

This is especially important if an audit is being carried out with 
a tight deadline, for example at the request of a significant 
customer. It can be tempting to shortcut the planning stage, 
perhaps to follow a process used before. However, technology 
and business process can change frequently so it is important 
to clearly outline the scope of the audit each time it is carried 
out – i.e. clearly set out what is to be included and what left out. 
It is useful to have a record of the rationale behind any areas of 
exclusion just in case those reading the final report query this.

The scope for an audit may focus on a particular area of 
operation; for example, ensuring secure practice with regard 
to handling particularly sensitive information such as research 
and development data. It may appear initially that the way the 
data is processed by the user is the key area. However, the 
scope will also need to include the use, movement, retention, 
back-up and storage of that data.

Those devising the scope need to be mindful of current threats 
to similar organisations to themselves. There are a number 
of annual threat reviews that are released by vendors and 
looking through a few of these, especially from vendors who 
provide different services or hardware, can ensure that trends 
can be identified; for example, the Price Waterhouse Coopers 
(PWC) annual security breach report.7

7  www.pwc.co.uk/audit-assurance/publications/2014-information-security-breaches-
survey.jhtml [accessed 27 March 2015].
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A good scope will also look forward towards developments in 
operational practice that might reasonably be expected. For 
example, when the iPad was first introduced, few organisations 
anticipated the impact that the combination of the user-
friendly nature of the device and the economic slump making 
budgets very restricted would have. The user-friendly nature 
of the tablet device meant that many bought their own to use 
at work as well as home thus giving rise to the ‘bring your own 
device’ (BYOD) phenomenon. The subsequent security issues 
were ‘hot topics’ in IS presentation and discussion for a good 
while after the tablet appeared. However, for most it was a 
case of closing the gate after the horse had bolted, because 
BYOD was established and security was playing ‘catch-up’. No 
security operation wants to be in that position.

While looking outwards to threats, good planning also looks 
inwards and takes into account any particular data types or 
processes that are regarded as critical. A critical process might 
include the processing of wages and salaries. The tolerance of 
a process failure that delays payments to staff is likely to be 
very low. Many people have key payments set to automatically 
move from their bank account as soon as possible after they 
are paid. If there is a delay, that could mean that, for example, a 
mortgage payment is missed, which could have both financial 
and psychological pressures. An example of this happened in 
January 2015 to staff at the retail chain River Island8 as the 
result of a ‘computer glitch’. Of course, with modern social 
media staff do not only get to grumble and complain to their 
colleagues and family, they can also complain to the world. 
This then hits at the reputation of the company and is unlikely 
to be well received by stakeholders.

Once the scoping has been devised, and checked against any 
accreditation requirements that the organisation must be 
mindful of, the planning of the audit project can commence. 
As with any project, this will need to be given a timescale and 
have a manager in charge who has the authority required to 
access the information they need. It is also essential that the  

8  www.thenorthernecho.co.uk/news/11700097.River_Island_staff_face_pay_ 
delay/?ref=mr [accessed 28 March 2015].

19Buy the complete book: www.bcs.org/isauditor



INFORMATION SECURITY AUDITOR

overall audit review be sanctioned at board level. This will 
help to prevent log-jams that can come from delays such as 
additional, unexpected budget requirements.

A programme will also need to be created that allows for 
meetings and interviews of those holding key roles for the audit; 
for example, the IT network manager. Physical access may be 
required to some areas including some within the standard 
office environment, external storage venues, server rooms and 
others. In most cases the relevant people need to be available 
to answer any queries and discuss any issues that may arise. 
The availability of these people may significantly impact  
the programme, and this is one of the points where having 
positive backing from board level can make a difference. It can 
raise significantly the priority of co-operating with the audit.

In summary, the Plan stage includes:

1. Defining the scope of the audit.
2. Identifying relevant threats.
3. Identifying key assets that must be secured.
4. Defining any business requirements of the audit.
5. Outlining a timetable for the audit process.
6. Identifying key people, or roles, that the auditor will 

need to speak to in carrying out the audit.
7. Identifying any personnel who are external to the 

business, but would have information vital to the 
audit. These include external contractors.

8. Ensuring that external parties are aware of the audit 
and the role they are expected to play in it.

9. Agreeing the format of the audit report and any par-
ticular circumstances surrounding the presentation 
of the report; for example, that it must be presented 
to the executive board at the last meeting before the 
end of the financial year, or at the AGM.
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Do

After all the planning, carrying out the actual audit can 
seem to be the most straightforward part of the process. 
It is certainly at this point that good planning will pay its 
dividend. However, it is important to appreciate that in most 
situations you, as the auditor, are going to be more interested 
in gathering information than the person you are talking to 
is. It is helpful to consider that you performing an audit, even 
a routine one, can be interpreted as threatening, especially if 
there is uncertainty in the organisation, for example regarding 
potential restructuring, as in this sort of uncertain situation 
you collecting information could be construed as part of a 
process of identifying people for possible redundancy. In this 
sort of situation it is important that senior management are 
prepared to give a written assurance of the purpose of the 
audit to any staff members who are concerned about the 
effect of their co-operation.

The scope of the audit will, by its nature, define how it is carried 
out. It may take a largely passive form whereby the presence 
of key components is recorded, for example, establishing the 
existence of an Access Control Policy. It may be necessary 
either to carry out more pro-active testing, such as an exercise 
in restoration of the system from back-up, or use results from 
a recent test carried out on the system.

It may be necessary to:

 y Identify and manage network access controls.

 y Evaluate intrusion detection processes.

 y Identify identity and access management process.

 y Investigate the back-up process, including the 
program for checking the rebooting of the network 
from back-up.

 y Investigate the process for filtering and monitoring 
email activity.

 y Investigate all relevant sites in terms of the physical 
vulnerability.
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In summary, the Do stage includes:

1. Holding a meeting of relevant parties to identify 
any changes that have emerged since the planning 
stage.

2. Making any adjustments to the original plan that are 
now required.

3. Checking that the plan is still a valid representation 
of the audit required.

4. Firming up the timetable including meetings and 
delivery points.

5. Identifying any external issues that might affect the 
deliverability according to timetable.

6. Carrying out the audit.

Check

This is the stage where the information collected is brought 
together to be fed back to the organisation. This initially takes 
the form of a draft report that is issued for discussion. It is 
essential that this stage takes place because there can be a 
number of legitimate reasons why information given to the 
auditor might be inaccurate or misleading; for example, if the 
person providing the information is new to their role or has just 
come back from an extended period on secondment to another 
division of the company. In this sort of case the person giving 
the information may be giving the information in good faith, 
while being unaware of recent changes. Circulating the draft 
at this stage can also give those concerned the opportunity to 
make minor changes that will deal with an issue raised.

While the draft stage is important, it is also important that it 
not be allowed to drag on too long as it can become out of date.

In summary the Check stage includes:

1. Presenting the draft report.
2. Discussing the findings with relevant parties.
3. Fixing minor issues if necessary.
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4. Beginning work to address any critical issues that 
impact on priority assets if necessary.

5. Providing clarification to the organisation.

Act

This stage starts with the delivering of the final report. This can 
include the presentation of key findings to the board in order that 
they have the opportunity to discuss the findings with the auditor.

There then needs to be agreement on the prioritisation of 
dealing with the issues that arise. It is possible that this may 
have started as soon as the issue was reported in the draft, 
and therefore at this point progress can be reported.

Where issues arise that are considered by senior management 
to be of lower priority then discussion of the rationale behind 
that decision can be recorded in the minutes of any meeting 
so any subsequent review of the audit action points can 
understand the reasoning behind that decision.

It is important that this is not seen as the final part of the audit. 
Audit is most effective when it is dynamic, in that actions are 
discussed and carried out and at a later date those actions 
reviewed in the light of the audit report. If the information from 
an audit is allowed to become ‘shelf-ware’ then time, effort of 
both of the auditor and of internal staff assisting them and 
the cost of carrying out the work, is all wasted. It is important, 
therefore, that a review of the agreed critical changes be 
scheduled. This may involve the auditor or be reviewed by 
internal staff. The result of the review should also be recorded 
so that it is available at the next audit.

In summary, the Act stage includes:

1. Delivering the final report.
2. Discussing the findings of the report.
3. Prioritising issues to be addressed.
4. Agreeing and timetabling actions.
5. Agreeing to a future review of critical changes.
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THE BUSINESS BENEFITS OF IS AUDITS

‘Remember that an audit is not something that is done to you, 
but with you.’9

There is no denying the fact that having your work, and the 
work of your team, scrutinised by a third party to check if it is in 
keeping with the rules can be stressful and frustrating. Everyone 
in an organisation has their job to do; in many cases employees 
may believe that they have a workload more appropriate for 1½ 
people rather than just one. Then along comes a directive from 
‘on high’ that the system must be prepared for audit. Not just one 
more task, but potentially a huge one. This could mean that an 
‘internal audit assessor’ role joining your responsibilities could 
be as welcome as flu at Christmas. But maybe we just need to 
better appreciate what IS auditing is about, and especially how 
early insight can make change more efficient and effective and 
the business benefits it brings.

Customers and potential customers

If the business benefits of the audit are not clear to those 
participating, it can easily be perceived as a waste of time 
and, worse still, the bringer of stress to staff, thereby lowering 
morale and reducing efficiency of general working. The risk 
of this negativity is greater with an internal audit as there is 
often no obvious external reason to justify or even blame for 
the disruption. It is important, therefore, that the benefits to 
the business of the audit process are appreciated by all who 
have to participate.

Perhaps the clearest benefit is when the audit process is 
leading to external accreditation. This can help to retain existing 
customers, whose stakeholders may require increased, 
verifiable care to be taken with their data. It may also open 
the door to potential customers who have the requirement for 
external accreditation for all suppliers. This is, perhaps, the 
easiest justification for the disruption of audit. Most staff will 
be attuned to the need to retain and acquire customers.

9 Basu, 2008.
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In this modern, computerised age there can be few 
organisations that do not use and store digital data. Where 
this data is clearly sensitive or private, such as HR records, 
one would hope that the data is being protected appropriately, 
probably with co-operation between HR and IT departments. 
However, especially in smaller organisations, security can 
be functional. I mean by this that it is a process or an action 
designed to protect or, for example, enable secure access to 
sensitive data.

Security culture

One of the benefits of IS audits is to help bring information 
security into focus for the whole business, rather than in 
semi-autonomous fiefdoms. The most effective protection of 
any organisation comes when protection encompasses all 
aspects of its operation. That also means that it includes the 
way staff do their work as well as technical controls. Secure 
practice can be the hardest aspect of security to implement. 
Practices have to be user-friendly enough that users see 
the point of making the effort to use them. They also work 
best if everyone is following the same practices. This means 
that staff are encouraged by their colleagues to carry out 
their activities in a secure manner. This integration of secure 
practice into day-to-day operations in an acceptable way, is 
generally what people mean when they say their organisation 
has a ‘security culture’. Making secure practice in work 
part of ‘the way we do things here’ has often been found to 
be more effective than any other method of persuasion, 
including financial incentives. If all staff understand the risk 
that insecurity brings and believe that things that they do 
can make a real difference to the ‘battle’, then they are more 
likely to encourage each other in taking up and making secure 
practice into a routine or habitual way of working. There is a 
lot of good recent research around that seeks to understand 
how to optimise IS training and education, often based on 
experiments and projects carried out in real organisations.  
Goo, Yim and Kim10 in their survey of members of the  

10 Goo et al., 2013.
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Information Technology Service Management Forum,11 stated 
that: ‘The information security climate has significant positive 
influence on the intention of security policy compliance.’

By ‘security climate’ they mean the background to the security 
culture of an organisation. Where the organisation has IS as a 
high priority, the security culture will seek to encourage the 
development of a sound security policy. This will influence 
the way security awareness training is carried out as well as 
the attitude of the senior board to investment of the sort that 
might encourage a positive attitude to security. Many larger 
organisations, for example, offer discounted, or free, antivirus 
software for staff to use on their personal computers and 
devices. This helps to protect the organisation in the event that 
the employee uses that equipment for business, but it also 
encourages staff to appreciate that security is important in 
all aspects of communication. I would add a note of caution to 
the discussion of ‘security culture’. That is that this works best 
where secure practice is integrated into the normal processes 
of business operation. Where it is an additional process it is 
more likely to be overlooked or forgotten. Security culture 
therefore needs to be implicit in the overall culture of the 
organisation to be most effective.

Lubricating the security budget

Some IS professionals I have spoken to suggest that having an 
IS audit carried out on an organisation brings focus, including 
that of those with budgetary control, to secure practice. 
When that happens and dialogues about secure practice and 
operational issues start, then that can lead to the need for 
additional investment, such as encrypted USB sticks. Ordinarily 
it can be difficult to demonstrate value for money in investment 
in IS; for example, how do you demonstrate that giving all 
executives privacy screens for their tablet devices increases 
protection against ‘shoulder surfing’ or screen capture by  

11  The itSMF is an independent, not for profit organisation founded in 1991 that actively 
involves itself in the development and promotion of best practice, standards and  
qualifications in the IT Service Management arena.

26 Buy the complete book: www.bcs.org/isauditor



INTRODUCTION TO INFORMATION SECURITY AUDITING

camera? Such ‘loss’ might not ever be recognised, so how 
can an improvement be recognised? Where an IS audit is 
being conducted, such an investment can fulfil the function of 
demonstrating an overall commitment to secure operations by 
the business, and thereby provide some budgetary justification.

Management ‘buy-in’ to security

Linked to this is the fact that an IS audit should require 
involvement of all levels of management. In the aftermath 
of the financial collapse of Lehman Brothers in 2008 it is no 
longer acceptable for senior management to deny knowledge 
or responsibility for corporate governance,12 and that includes 
responsibility for the safety of data. The first version of ISO 
27001:2005 had a strong element that was seeking to ensure 
senior and board level managers’ involvement in securing the 
business process. The new version, ISO 27001:2013, moves 
on and pushes for engagement from the middle level of 
management who have, apart from the higher risk departments 
such as IT or HR, been able to pay less attention to security 
thus far. It is clear that those who worked at the revision of the 
standard were looking to use it as a tool for promoting a culture 
of security throughout organisations; this means those who 
prepare, and implement any kind of audit, have an important 
role to play. Where an audit is performed, whether internal or 
external, it is important that senior staff are not only cited as 
responsible in the documentation presented, but are also able to 
demonstrate their awareness of that responsibility to the auditor.

As has already been said, if at least the managerial level of 
the organisation has a positive appreciation of the ultimate 
benefit of audit, then less time and energy tend to be wasted 
fighting it.

There are two basic approaches that people take to prepare 
for audit, especially external audit resulting in accreditation, 
and the difference lies in the emphasis.

12  http://thoughtmanagement.org/2012/06/26/rbs-vs-lehman-brothers-failures-in-
leadership-culture-and-regulators/ [accessed 18 November 2015].
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Short-term gain

The aim of the audit could simply be to pass, ideally with 
minimum cost of time and money. We often find companies 
who have found themselves in a position where they have 
to become accredited quickly due to pressure from external 
stakeholders. It may be that they do not have the luxury or 
planned budget or spare personnel hours to complete the 
task in the way they would like at that point. Sometimes 
they express the intention to invest more in preparing for 
re-accreditation. Some even do so. We find that this situation 
brings the greatest stress and the least satisfaction to all 
involved. It takes a major effort of will to push forward after 
accreditation to continue improvements and the planning of 
future improvements. It often reminds me of the student who 
always leaves their essay until the day or the night before 
the hand-in time. I have seen many students find themselves 
frantically fighting to get work in with so little time left to deal 
with unexpected problems. Many have handed work in to me, 
looked me in the eye and said that they will never, ever do 
that again: ‘Next time I will hand in the week before, no way 
will I go through that again.’ The vast majority of them are 
back next term with a familiarly stressed look and a dash 
for the deadline. Some seem to need the adrenalin rush of 
an approaching deadline, most just underestimate how many 
things they are trying to do at the same time. They simply do 
not have the time to take their time. That latter situation is the 
one I have seen reflected with clients. They want to take time, 
but they just do not have the time to do so.

It is best to think of the short-term approach as picking 
up a ‘fad diet’ such as the Cabbage Diet. Close adherence 
to the rules for the diet can bring significant results in 
terms of weight loss. The problem is they do not generally 
address why the dieter is larger than they would like to be. 
If their problem is lifestyle (or their personal culture if you 
like) then the weight is not going to stay off unless they 
make a fundamental change to the way they live their lives.  
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A friend of mine wanted to lose weight for her son’s wedding 
so she looked good in the photographs, which is a very 
laudable ambition. She achieved her goal by eating a low 
carbohydrate diet, going swimming every morning (which 
took over an hour out of her day) plus various exercise 
classes three or four times a week. She achieved her 
goal, lost two dress sizes and looked great. However, once 
the target was past, although her eating remained quite 
healthy, the regular trips to the gym reduced through the 
winter and minor injury setbacks, and the exercise classes 
stopped all together. Within a year she had returned to her 
original size. It was a short-term fix that achieved a short-
term target; and one that was very important to her. What it 
was not was the beginning of her life as a slimmer person 
because the actions she had taken were unsustainable in 
the medium to long term. Too often, passing an audit is 
a very similar exercise to dieting. Huge effort is put into 
establishing policies and procedures that will satisfy the 
requirements of passing the audit.

Longer-term investment

On the other hand there are those organisations who are in 
a position to use the audit as part of the development of the 
operational processes as a whole. In this case the audit and 
the process of accreditation can provide a check of the overall 
design and implementation of procedures and policies. This 
in turn can help to make them more operationally secure and 
therefore acceptable at audit and onwards. This situation is 
most likely to arise when the project leader has the experience 
and knowledge to see the benefit of early preparation, including 
the checking of procedures and system designs against 
proposed accreditation criteria. They also need the authority to 
make the investment in accreditable equipment and processes. 
Where the organisation is in a position to take a longer-term 
approach, this is more likely to help sustain stability in systems 
as the requirement to change fundamental elements of the 
systems or processes is less likely. Also, some processes 
that are labour-intensive to maintain, such as user privilege  
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management, are more likely to be incorporated into normal 
practice where a longer-term approach to accreditation is 
taken. This can otherwise be given a lower priority attention 
as the threat being protected against, provided good exit 
procedures are in place, is an internal one. Few organisations 
like to acknowledge focus on the internal threat to data security 
as that might be regarded as distrusting staff. However, if such 
processes are all part of an overall strategy, this impression 
can be reduced as secure practice becomes part of ‘the way 
we do things here’: i.e. security culture.

Another aspect of a longer-term approach is less wasted effort, 
or at least more effective use of effort. I asked my colleague 
for an example of policies that fall into disuse as soon as the 
auditor leaves the room and he said that the dustiest shelf-
wares in most organisations are the business continuity plan 
(BCP) and the incident management (IM) procedures. If the 
organisation does not have a core and regular requirement for 
these documents,13 they probably do not see the light of day 
between audit and the time to prepare for the audit review. They 
are very unlikely to be rehearsed on a regular basis, as would 
be good practice. These have not become part of operational 
routine or habit, so it is most likely their practice will wither and 
die. This is, if not acceptable, then reasonable, if the point of the 
audit is just to achieve accreditation. If the organisation wants 
real protection from rare, but potentially catastrophic, events 
then they need to keep these processes dusted.

HOT TIP FOR AUDITORS

If you read a BCP or a IM plan and it seems to have a 
generic tone, it is likely that this has either been written 
by a single person or small team with minimal input, 
and therefore without ‘buy-in’ from the organisation as a 
whole. It will need not only its own dust jacket, but a little 
blanket to keep out the cold. It is not going to know the 
comfort of human contact.

13  If these documents were physical then those in the major financial organisations in the 
UK, especially high profile ones like banks, would be rather dog-eared.
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The positive leader effect

Although circumstances surrounding an audit can influence 
how the process is received by staff, a bigger element is the 
attitude and action of the project leader. A positive leader in 
an audit project will use the resources they have, including 
the skills and knowledge of the staff around them. They will 
guide and encourage the team through the tough work that 
goes into audit. They will have good dialogue with internal 
and external auditors in order that the planning process is a 
sound foundation. They need to be brave in facing unwelcome 
issues, clear headed and determined. They also need to have a 
longer vision to ensure that staff are rewarded for their effort 
by processes that better fit with the operational requirements 
of the business. Also, by encouraging the maintenance of the 
peripheral elements examined in the audit, they provide the 
assurance and protection that is intended.

Not forgetting the IS auditor

Although the positive contributions of IS audit is mentioned 
in a number of places in this book, it is also important, I think, 
to make sure they are mentioned here. A key element in 
ensuring an IS audit makes a positive contribution to business 
practice is the professionalism of the auditor. At their best they 
will challenge the way that the organisation works in order 
that it not only presents the appearance of security, but also 
has secure practice at the core of its day-to-day operations. 
Taking on that challenge is when IS auditors, both internal and 
external, really can begin to make a real contribution towards 
making an organisation work optimally.
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