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GLOSSARY

This glossary contains short definitions of key terms and 
concepts as used and defined in the GDPR.

Biometric data: Personal data resulting from specific 
technical processing relating to the physical, physiological or 
behavioural characteristics of a natural person, which allow or 
confirm the unique identification of that natural person, such 
as facial images, dactyloscopy data or combinations of (online) 
behavioural data.

Consent: Any freely given, specific, informed and unambiguous 
indication of the data subject’s wishes by which he or she, by a 
statement or by a clear affirmative action, signifies agreement 
to the processing of personal data relating to him or her.

Controller: The natural or legal person, public authority, agency 
or other body which, alone or jointly with others, determines 
the purposes and means of the processing of personal data; 
where the purposes and means of such processing are 
determined by Union or Member State law, the controller or 
the specific criteria for its nomination may be provided for by 
Union or Member State law.

Data subject: An identified natural person or a natural person 
who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person.

Data subject access request: A request for access by a data 
subject pursuant to Article 15 of the GDPR.
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GLOSSARY

Personal data: Any information relating to an identified or 
identifiable natural person (‘data subject’); an identifiable 
natural person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier such as 
a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social 
identity of that natural person.

Personal data breach: A security breach leading to 
the accidental or unlawful destruction, loss, alteration, 
unauthorized disclosure of, or access to, personal data 
transmitted, stored or otherwise processed.

Processing: Any operation or set of operations which is 
performed on personal data or sets of personal data, whether 
or not by automated means, such as collection, recording, 
organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction.

Processor: A natural or legal person, public authority, agency 
or other body that processes personal data on behalf of the 
controller.

Profiling: Any form of automated processing of personal data 
consisting of the use of personal data to evaluate certain 
personal aspects relating to a natural person, in particular, to 
analyse or predict aspects concerning that natural person’s 
performance at work, economic situation, health, personal 
preferences, interests, reliability, behaviour, location or 
movements.

Pseudonymisation: This means the processing of personal 
data in such a manner that the personal data can no longer 
be attributed to a specific data subject without the use 
of additional information, provided that such additional 
information is kept separately and is subject to technical and 
organisational measures to ensure that the personal data are 
not attributed to an identified or identifiable natural person.
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GLOSSARY

Recipient: A natural or legal person, public authority, agency 
or another body, to which the personal data are disclosed, 
whether a third party or not.

Third party: A natural or legal person, public authority, agency 
or body other than the data subject, controller, processor and 
persons who, under the direct authority of the controller or 
processor, are authorised to process personal data.
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PREFACE

Being a data protection officer (DPO) involves much more 
than just knowing the law around data protection, and it is 
not just about technology and standards. It is a multifaceted 
role involving many skill sets. Being a DPO is a multitasking 
exercise like most senior roles. This book will clarify the role 
of the DPO and give you an overview of practical, tested and 
proven ways to manage an organisation’s data protection 
practice and compliance. In this book, we have assembled 
substantial data protection experience around how to build 
data protection programmes, work with management, and 
create awareness of privacy and other areas of interest.

Following the introduction of the General Data Protection 
Regulation (GDPR) on 25 May 2018, many organisations 
have appointed DPOs, such as yourself, ready to take charge 
and lead their organisation to new heights. We believe that 
regardless of whether the role of DPO is a new or existing 
one for your organisation or yourself, you will need more than 
knowledge of the GDPR to be successful in your job.

As a DPO, you will serve as a guardian of the values envisaged 
in the GDPR. You will be positioned right in the middle 
between the controller, the processor, the data subject and the 
authorities, taking all stakeholders into consideration in your 
performance of your tasks.

Having held this position and acted as senior privacy advisers 
for many years in organisations ranging from international 
enterprises to fast-growing technical start-ups, we are 
delighted to be given the chance by BCS, The Chartered  

xvii
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Institute for IT to help you in this role. We hope that this book 
will provide you with useful information and practical advice to 
assist you in establishing a rewarding career as a DPO.

AIMS OF THIS BOOK

This book aims to help you as a DPO in your day-to-day 
work and also as you set up a more long-term strategic data 
protection programme that can be managed over time. It is 
not a legal textbook; it is a practitioner’s guide based on legal 
requirements and obligations. It aims to be your companion, 
helping you to understand the founding principles and essence 
of your role. It also aspires to act as a reference for the skills 
and expertise you should have, and to offer insight on how to 
implement complex legal text in your organisation. By giving 
concrete examples, we hope to facilitate understanding of the 
underlying articles and principles of the GDPR and other legal 
texts. Most of the examples are taken from our own experience 
and, as such, are real-world lessons from situations we have 
come across and solved.

While this book is primarily aimed at helping DPOs, anyone 
with an interest in data protection and/or implementing legal 
requirements could benefit from reading it. To gain the most 
from the book, you should have the full text of the GDPR at your 
disposal.1 We will only dig deeper into the legal assessment 
of specific articles, and only outline the more technological 
side of things, when necessary. It should be emphasised that 
it is important to distinguish between information security 
and data protection while reading this book. In Chapter 1 we 
will discuss how these are connected and dependent on each 
other.

Many readers may be the first ever DPO in their organisation. 
Therefore, we will try to describe how to both start a data 
protection programme and assign responsibilities throughout  

1 All official versions of the GDPR can be found at https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=celex%3A32016R0679. 
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PREFACE

the organisation. Keeping on top of developments in the field is 
essential, whether this means convincing the board that data 
protection could be a competitive advantage or bridging the 
gap between IT security and legal. As a DPO, you will likely 
be involved in designing services and products, defining and 
reviewing your organisation’s security strategy, developing 
policies and data protection practices, and many, many more 
things. Most – but not all – of these areas will be covered in 
this book. Addressing every single aspect of the life of a DPO 
would make this book far too long and dull. Instead, we have 
in relevant places included some good-quality references to 
literature and other resources for your further reading.

xix





1 DATA PROTECTION 
FUNDAMENTALS

In this chapter, we will examine the basics of data protection 
as well as the fundamental building blocks of the General Data 
Protection Regulation (GDPR). More than in any other legal 
discipline, within data protection it is essential to understand 
the background and deeper intentions and meanings of the 
different requirements and obligations outlined in the laws. 
At least in the European context, the specifications in the data 
protection laws are based on fundamental human rights. But 
let us first look at the heritage of modern data protection.

THE ESSENCE AND HISTORY OF DATA PROTECTION

‘It’s an invasion of my privacy!’ has in the past decade 
been uttered in protest by people in almost every situation 
imaginable, from those questioning government surveillance 
to those wishing to make bookings at hotels and restaurants, 
and of course lately those whose data has been collected by 
social media platforms and search engines. The diverse use of 
such a phrase reflects the importance of privacy as a concept. 
Privacy is part of our lives as human beings and has been 
around as long as humankind. However, it took until around 
1890 for privacy’s essential concepts – as we would recognise 
them today – to be codified and written into law. 

In their article written at that time, ‘The Right to Privacy’ in 
the Harvard Law Review, Samuel Warren and Louis Brandeis 
argued for a ‘right to be let alone’.1 This came after decades in  

1 S. D. Warren and L. Brandeis (1890), ‘The right to privacy’, Harvard Law Review 4 (5), 
193–220.

1



DATA PROTECTION OFFICER

which newspapers had been flourishing and journalists had 
been seeking more and more sensationalist stories to help 
them sell editions. Modern technological achievements were 
encouraging this trend, too: the telegraph was followed by the 
telephone and the modern camera (Kodak) was followed by 
cinematography. Industrialisation had reached the everyday 
person in the streets, not just the factories. The cry for privacy 
grew, as embarrassing and salacious information could travel 
across a city within hours and to every corner of a country in 
a few days. It’s no coincidence that the phrase ‘Extra! Extra! 
Read all about it!’ was coined during this period.

As the 20th century progressed, the situation remained more 
or less the same. However, with the introduction of more 
modern technology in general and the internet in particular, 
the concept of privacy needed an update. In 1980, almost a 
century after Warren and Brandeis’ article, the Organisation for 
Economic Co-operation and Development (OECD) emphasised 
the importance of ‘protection of privacy and individual liberties 
with regard to personal data’ in its ‘Guidelines on the Protection 
of Privacy and Transborder Flows of Personal Data’.2 Up until 
that point, privacy to a large extent had consisted of a right 
to be left alone, but since then privacy has incorporated the 
protection of personal information – that is, what we today call 
‘data protection’. As such, data protection is a sub-category of 
the right to privacy. In 1981, one year after the OECD adopted 
its privacy principles, the Council of Europe adopted the 
Convention for the Protection of Individuals with Regard to 
Automatic Processing of Personal Data.3 The convention has 
since been adopted by 51 parties from countries both within 
and outside Europe.

Nowadays, threats to privacy and data protection include the 
development of new technology, poor implementation and use  

2 ‘OECD Guidelines on the Protection of Privacy and Transborder 
Flows of Personal Data’ (1980), Organisation for Economic 
Co-operation and Development, www.oecd.org/internet/ieconomy/
oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm.

3 ‘Convention for the Protection of Individuals with Regard to Automatic Processing of 
Personal Data (CETS 108)’ (1981), Council of Europe, https://www.coe.int/en/web/
conventions/full-list/-/conventions/rms/0900001680078b37.

2
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of new technology, uses of personal data in online fraud, and 
opaque information security in the organisations that guard 
the data. Examples of negative consequences for individuals 
include identity theft, discrimination (e.g. where a decision is 
taken by artificial-intelligence-powered software to exclude 
a candidate in a recruitment process), and individuals being 
required to pay higher interest rates on loans due to, in part, 
their browsing history. Such profiling may also, when poorly 
implemented, have effects on individuals’ political participation. 
Not only is this intrusive but also individuals usually have 
no chance to respond to such decisions or attempt to have 
them changed, due to a lack of transparency. Additionally, in 
many cases, individuals have little choice about handing over 
their data to the suppliers of commonplace services and feel 
compelled to allow their private life to be exposed to some 
level of risk. Personal data has become a commodity in itself, 
and as a consequence there is a danger of creating a new type 
of social inequality between rich and poor. People who can 
afford it will have privacy – the rest will not. 

Up until now, a single individual in many situations has not 
had the power to challenge or understand these practices 
or other similar technologies. It was this imbalance that led 
to the EU’s implementation in 2018 of the GDPR, which aims 
to increase the focus on individuals’ rights. Another focus of 
data protection regulation is the protection of individuals from 
adverse consequences following the use of their personal 
data. In essence, data protection’s main focus is to protect 
the use of personal data, ensuring that it is lawful, fair and 
transparent.

In 2006, Daniel J. Solove made an attempt to identify and 
understand the different kinds of socially recognised privacy 
violations in the hope that this would enable courts and 
policymakers to better balance privacy against countervailing 
interests.4 He used existing laws as a source for determining 
which privacy violations society recognises. However, he 
went further than just examining the existing privacy practice  

4 D. J. Solove (2006), ‘A taxonomy of privacy’, University of Pennsylvania Law Review, 
154 (3).

3
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as incorporated into law, additionally investigating what 
society considers worth protecting. He aimed to provide a 
useful framework for the future development of the law in 
this area, be it for lawmakers or courts. In the context of the 
GDPR, we believe that one of his most relevant observations 
is that ‘privacy cannot be understood independently from 
society’.5 If you are working in an international environment, 
even if only within the EU, this is something you must always 
remember. The GDPR is an attempt to harmonise legislation, 
but the citizens who live within the countries governed by that 
legislation have not changed.

Muzamil Riffat has captured this very well, stating:

A key challenge in any privacy-related discussion is that it 
is a very subjective phenomenon. A substantial amount of 
grey area always creeps in whenever attempts are made 
to define privacy, as there is no universally agreed-upon 
understanding. The interpretation may vary significantly 
by country, culture or organization.6

Looking at privacy and data protection in this context, a relevant 
discussion in the light of the GDPR could be whether it is possible 
to have the same data protection legislation throughout the EU, 
regardless of the diversity of its countries’ histories and social 
norms. Will a Swede, a Portuguese and a German consider 
their respective private spheres in the same light? Will they be 
equally as protective of their personal data? Will they accept 
the same use of their personal data? In the broader privacy 
and data protection sense, we could ask ourselves, for example, 
if the absence of surveillance cameras to preserve privacy is 
more important than protecting individuals from harassment 
or assault. Where should we draw the line between privacy/
data protection and public safety?7

5 Ibid., p. 7.

6 M. Riffat (2014), ‘Privacy audit: Methodology and related considerations’, 
ISACA Journal, 1 January, https://www.isaca.org/resources/isaca-journal/
past-issues/2014/privacy-audit-methodology-and-related-considerations.

7 Major aspects of this kind of discussion are not within the scope of the GDPR since 
public safety and national security are up to each and every member state of the EU.

4
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As a data protection officer (DPO), you should remember that 
the concepts of privacy and data protection are perceived very 
differently by different individuals (i.e. the data subjects), and 
your organisation must take this into account when setting 
up its data protection practices. The implementation and 
maintenance of a sustainable data protection programme 
must also consider this issue. As a DPO, you should emphasise 
to your organisation how good data protection practices – ones 
that go beyond legal requirements and meet the expectations 
of the whole range of people by giving them control over ‘their’ 
personal data – can be a competitive advantage.

OECD PRIVACY FRAMEWORK: THE STARTING POINT 
OF MODERN DATA PROTECTION

Before we proceed further with our investigations into what 
data protection is today, let us take a closer look at where 
modern data protection began. As stated above, this can be 
pinpointed to when the OECD in 1980 adopted its ‘Guidelines on 
the Protection of Privacy and Transborder Flows of Personal 
Data’. These guidelines are common to almost all data 
protection legislation in the world, including the GDPR. The 
guidelines established eight key principles for the protection 
of personal data:

 1. Collection limitation: data should be collected lawfully 
with the individual’s permission.

 2. Data quality: data should be relevant to a particular 
purpose and be accurate.

 3. Purpose specification: the purpose of data collection 
should be stated at the time of the data collection and 
the use of the data should be limited to this purpose.

 4. Use limitation: data should not be disclosed or used 
for different purposes without the permission of the 
individual.

 5. Security safeguards: data should be protected by 
reasonable safeguards.

5
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 6. Openness: individuals should be informed about the 
practices and policies of those handling their personal 
data.

 7. Individual participation: people should be able to learn 
about the data that an entity possesses about them and 
to rectify errors or problems in that data.

 8. Accountability: the entities that control personal data 
should be held accountable for enacting these principles.

In 2013 the guidelines were updated8 and a few additional 
concepts were introduced, for example:

 y Privacy management programmes: these programmes 
serve as the core operational mechanism through which 
organisations implement privacy protection.

 y Data security breach notification: this provision covers 
both notifications to authorities and notifications to 
individuals affected by a security breach involving 
personal data.

The influence of the OECD guidelines cannot be exaggerated. 
Almost all major laws and regulations have used the guidelines 
as a reference. To mention only a few:

 y USA’s Cable Communications Policy Act 1984

 y Australia’s Privacy Act 1988

 y New Zealand’s Privacy Act 1993

 y South Korea’s Act on the Protection of Personal 
Information Managed by Public Agencies 1994

 y EU Data Protection Directive 1995

 y Asia–Pacific Economic Cooperation (APEC) Privacy 
Guidelines 2004

 y EU General Data Protection Regulation (GDPR) 2018

8 ‘OECD privacy guidelines’ (2013), Organisation for Economic Co-operation and 
Development, www.oecd.org/digital/ieconomy/privacy-guidelines.htm.
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Given the major influence of the guidelines, it may be of benefit 
to use their original eight principles in the implementation of 
data protection within an international organisation since they 
are commonly accepted. They are also written less legally 
than the GDPR (for example), and as such are easier for many 
people to understand and accept.

One interesting and remarkable detail is that the accountability 
principle was not implemented in EU data protection law until 
the GDPR – almost 40 years after its introduction by the OECD.

DATA PROTECTION VS INFORMATION SECURITY

Ever since the introduction of the concept of data protection, 
much confusion has arisen and much time has been wasted 
debating the differences and where to draw the line between 
data protection and information security. In the European 
context, a good starting point for distinguishing between 
these disciplines is the definition of data protection in the 
GDPR. According to the regulation, data protection means ‘the 
protection of natural persons in relation to the processing of 
personal data’.9 The basis of this statement is Article 8(1) of 
the Charter of Fundamental Rights of the European Union and 
Article 16(1) of the Treaty on the Functioning of the European 
Union, which provides everyone with the right to the protection 
of personal data concerning them.

In other parts of the world, what the EU refers to as ‘data 
protection’ can be called other things, such as ‘data privacy’, 
while ‘data protection’ at the same time may have other 
meanings. This discrepancy of terminology sometimes 
creates confusion in discussions between Europeans and non-
Europeans. In the USA, for instance, the protection of personal 
data (the closest equivalent US terminology to personal data 
is ‘personal identifiable information’, or PII) is normally called 
‘data privacy’, whereas ‘data protection’, at least sometimes, 
is used more broadly to refer to the prevention of data loss.

9 Recital 1 of the GDPR.
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Now that we know what data protection means, let’s have 
a look at the relationship between data protection and 
information security.

Information security is only mentioned once in the GDPR. This 
is because the GDPR does not regulate what an acceptable 
level of information security is; it merely sets requirements 
for organisations that use personal data to have adequate 
processes that ensure that their use is lawful, fair and 
transparent. Information security is referenced in Article 
5(1)(f) of the GDPR, which states that personal data must be 
processed in a manner that ensures appropriate security of 
personal data, including protection against unauthorised or 
unlawful processing and against accidental loss, destruction 
or damage, using appropriate technical or organisational 
measures (‘integrity and confidentiality’). This refers to 
what within information security are called the principles of 
‘confidentiality, integrity and availability’ (CIA). As the GDPR 
consists of many more requirements and obligations, we 
can conclude that applying information security principles 
to actual personal data is one important aspect, but far from 
the whole concept, of data protection. Data protection is much 
wider in scope and covers all aspects of the use of personal 
data.

A brief explanation of CIA within information security

 y Confidentiality: access restrictions are in place and 
data is secured from unauthorised access.

 y Integrity: keeping data intact, unchanged and 
accurate over its whole lifecycle.

 y Availability: information is available to authorised 
persons when they need it.

That said, and although this book is not about information 
security per se, the question of creating a good culture of  

8
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privacy and data protection practice in an organisation should 
be seen in the wider context of good information governance 
and in close relation to good security practices.

THE EUROPEAN LEGAL LANDSCAPE

At first glance, the European data protection legislation might 
seem harmonised and streamlined now that we have the GDPR 
and several directives in this field. But once you start to scratch 
the surface, a wide variety of federal laws (at the EU level) and 
national laws (at the member state level) emerge, making up a 
spider’s web of legislation. To complicate the picture even more, 
some laws are comprehensive (such as the GDPR) while others 
relate to specific sectors, such as Directive (EU) 2015/2366 
(known as PSD2), relating to payments;10 directives about data 
protection in law enforcement;11 and national legislation around 
health data and patients’ rights. It is important to understand 
that some processing activities can be governed by one, two or 
even more laws on both the EU level and the national level. In 
this chapter, we will first and foremost explore the GDPR, but 
we will also introduce some of the more significant additional 
laws that you are likely to come across at one time or another 
– for example, the ePrivacy Directive.12

10 ‘Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 
November 2015 on payment services in the internal market, amending Directives 
2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, 
and repealing Directive 2007/64/EC’ (2015), European Parliament and European 
Council, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L2366.

11 ‘Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal 
data by competent authorities for the purposes of the prevention, investigation, 
detection or prosecution of criminal offences or the execution of criminal penalties, 
and on the free movement of such data, and repealing Council Framework Decision 
2008/977/JHA’ (2016), European Parliament and European Council, https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016L0680.

12 ‘Directive 2009/136/EC of the European Parliament and of the Council of 25 
November 2009 amending Directive 2002/22/EC on universal service and users’ 
rights relating to electronic communications networks and services, Directive 
2002/58/EC concerning the processing of personal data and the protection of 
privacy in the electronic communications sector and Regulation (EC) No 2006/2004 
on cooperation between national authorities responsible for the enforcement 
of consumer protection laws’ (2009), European Parliament and European 
Council, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32009L0136.
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The General Data Protection Regulation (GDPR)

In this section, we will take a closer look at some of the 
fundamental and more influential stipulations in the GDPR. 
This is not an exhaustive description of all the articles and 
their implications, but we have tried to pick out what will most 
influence your work as a DPO.

Harmonisation and derogations
As we previously stated, one of the most important reasons 
the GDPR was introduced was the need to harmonise the 
data protection laws across the EU. But, during the extensive 
negotiations prior to the GDPR’s introduction, it became 
apparent that the member states were not aligned in all 
areas. To reach an agreement, extensive possibilities for 
derogations were incorporated into the GDPR, giving member 
states the power to override some of its obligations and 
requirements, such as age restrictions relating to children and 
how to manage the national public sector. Other sectors were 
completely excluded from the GDPR, such as crime prevention 
and national safety.

One area where we have already seen major national 
legislation since the introduction of the GDPR is processing 
within employment relationships and business–consumer 
relationships. Another important aspect left to the member 
states is whether or not breaches of the GDPR are 
criminalised. Such differences can have a significant impact 
on an organisation’s risk appetite.

For each market your organisation enters, you will need to 
explore the national derogations so as to gain a comprehensive 
picture. Some national derogations must be reported by the 
member state to the European Commission.13

The many possibilities around derogations and the list of 
areas where the GDPR is not applicable have made Viljar Peep,  

13 ‘EU member states notifications to the European Commission under the 
GDPR’ (n.d.), European Commission, https://ec.europa.eu/info/law/law-topic/
data-protection/data-protection-eu/eu-countries-gdpr-specific-notifications_en.
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director general of the Estonian Data Protection Inspectorate, 
state: ‘We will not see harmonisation in my lifetime.’14

Material and territorial scope
In any given data protection situation, the first thing you need 
to know is whether the GDPR applies to the specific case or 
not. There are two aspects you need to consider. The first is 
the type of situation you are facing – specifically, whether it 
is within the material scope of the GDPR. This is about what 
sort of processing of personal data falls under the regulation. 
In legal terminology, all processing of personal data that is 
done ‘wholly or partly by automated means’ falls within the 
scope of the regulation. In addition, the scope includes some 
cases where the processing of personal data, other than 
by automated means, ‘form[s] part of a filing system or is 
intended to form part of a filing system’.15

But what are ‘automated means’? The easiest way to think 
of automated means is that as soon as personal data is 
in electronic form, the GDPR applies. Thus, a lot of what 
companies and organisations do will fall under the regulation. 
Even if it is only one individual’s personal data that is 
resting on a USB device or a file server, without anyone ever 
accessing it or doing something active with it, it is covered 
by the regulation and all applicable requirements must be 
met. It is very important to remember this, since ‘processing’ 
is commonly perceived to refer to actively doing things with 
data, such as amending, analysing or filing. There is no such 
requirement in the regulation. Data at rest is covered, just like 
all other actions that may be done with data.

Additionally, what does ‘to form part of a filing system’ mean 
exactly? The definition of material scope indicates that some 
manual handling of personal data is covered. This means that 
even paper records can be within the scope of the GDPR in 
some cases. The Court of Justice of the European Union (CJEU)  

14 Statement made at the Nordic Privacy Arena, Stockholm, 12–13 November 2018.

15 Article 2 of the GDPR.
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looked at this issue in the so-called Jehovah’s Witnesses case.16 
The court concluded, in this quite complex case, that ‘it is not 
necessary that [the handwritten notations from door-to-door 
preaching] include datasheets, specific lists or other search 
methods’ for them to fall within the material scope of the law. 
This meant for the Jehovah’s Witnesses that their books with 
notes must be kept in accordance with data protection laws.

The second aspect you need to consider is the territorial scope 
of the GDPR, which regulates the geographical reach of the 
regulation. The territorial scope is more complicated than the 
material scope as it depends on various factors. The territorial 
scope can be divided into two sections: who is processing the 
personal data and whose data is being processed.

Who is processing the personal data? Article 3(1) of the 
GDPR stipulates that it applies to ‘processing of personal 
data in the context of the activities of an establishment of a 
controller or a processor in the Union, regardless of whether 
the processing takes place in the Union or not’.

The keyword here is ‘establishment’. It may sound straight-
forward but it is in fact in many circumstances a complicated 
task to assess where an entity is ‘established’. Fortunately, 
the European Data Protection Board (EDPB) has published 
a guideline on the territorial scope of the GDPR17 and the 
CJEU has thoroughly looked at the concept of establishment 
through some of its court cases. These cases related to the 
applicability of the Data Protection Directive, but the EDPB 
guideline indicates that the interpretations of ‘establish-
ment’ relating to the directive will continue to apply under the 
GDPR more or less unchanged. You will need to understand  
the implications of the two most notable cases since they  

16 A religious community, such as the Jehovah’s Witnesses, is a controller, jointly with its 
members who engage in preaching, for the processing of personal data carried out 
by the latter in the context of door-to-door preaching (2018), Court of Justice of the 
European Union, https://curia.europa.eu/jcms/upload/docs/application/pdf/2018-
07/cp180103en.pdf.

17 Guidelines 3/2018 on the Territorial Scope of the GDPR (Article 3): Version 2.1 (2018), 
European Data Protection Board, https://edpb.europa.eu/sites/edpb/files/files/file1/
edpb_guidelines_3_2018_territorial_scope_after_public_consultation_en_1.pdf.
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will probably affect the application of the GDPR in your  
organisation, especially if you operate in more than one  
country.

In the first case, Weltimmo v NAIH  (commonly known as 
the ‘Weltimmo case’), a Slovakian company, Weltimmo, 
ran a property advertising website concerning Hungarian 
properties. The website was in Hungarian and Weltimmo had 
local sales agents in Hungary and processed the personal data 
of Hungarian advertisers. In its judgment the CJEU considered 
Weltimmo to be established in Hungary since it had a website 
in Hungarian, advertised Hungarian properties, used a local 
agent, and used a Hungarian postal address and bank account. 
Consequently, the court concluded that the data protection 
legislation of one member state (Hungary) could be applied 
to a company (Weltimmo) despite it being headquartered in 
another country.18

In the second case, Google Spain SL and Google Inc. v AEPD 
and Mario Costeja Gonzalez (commonly known as the ‘Google 
Spain case’), the CJEU declared that Google Inc. (a US-based 
company) was effectively established in the EU because 
its search activities, a service offered by Google Inc., were 
sufficiently linked to the advertising sales generated by its 
subsidiary, Google Spain.19

Even though both cases related to the Data Protection 
Directive, they are highly relevant as they established that 
companies in one EU country as well as companies outside the 
EU could be subject to the Data Protection Directive despite the 
fact that the directive does not state that it applies outside the 
EU (unlike the GDPR). Applied to the current legal framework, 
the cases show that a subsidiary or even a single individual 
can bring all of its data processing activity within the scope of 
the GDPR based solely on the establishment ground. Global  

18 Case C-230/14 Weltimmo s.r.o. v Nemzeti Adatvédelmi és Információszabadság 
Hatóság [2015] ECLI:EU:C:2015:639.

19 Case C-131/12 Google Spain SL and Google Inc. v Agencia Española de Protección de 
Datos (AEPD) and Mario Costeja González [2014] ECLI:EU:C:2014:317.
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businesses that want to avoid the GDPR have to show there 
is no commercial connection between a local operation and 
a non-EU company. It is important to understand these cases 
and where to draw the line (i.e. when a company is deemed to 
be established in another country from its headquarters), both 
in terms of your own company’s operations and processing 
activities and when your company uses processors. You 
need to understand whether and how the GDPR applies to 
different entities in your company group and the companies’ 
processors. This could have implications for how you structure 
the entities and how data is transferred within the group, as 
well as for what processors your company chooses to use.

Whose data is being processed? Article 3(2) of the GDPR 
stipulates that, regardless of who is processing the personal 
data, it applies to:

processing of personal data of data subjects who are in 
the Union by a controller or processor not established in 
the Union, where the processing activities are related to 

(a)  the offering of goods or services… to such data subjects 
in the Union; or 

(b)  the monitoring of their behaviour as far as their 
behaviour takes place within the Union.20

These premises imply that companies and other organisations, 
even if they are not present in the EU, must under some 
circumstances adhere to the GDPR. In legal terminology, this 
phenomenon is called ‘extraterritorial reach’. One example 
could be a company in Asia that actively targets people within 
the EU and sells them consumer goods via the internet. Here 
the Asian company does not need to be established in the 
EU, as the GDPR will apply anyway. Conversely, the GDPR is 
probably not applicable if a person within the EU orders goods 
through a domestic website outside the EU if the retailer 
doesn’t make any attempt to sell to customers within the EU.  

20 Emphasis added.
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Knowing where to draw the line can be very hard, especially 
in a globalised world where it is often possible to order goods 
from all around the world and get them shipped to the EU.

As a rule of thumb, the GDPR is applicable if a company 
processing personal data is based (incorporated) in the 
EU, or if a non-EU-based company is targeting or offering 
goods or services to people within the EU and processing 
the data of those people.

Main establishment
The term ‘establishment’ is used in another context in the 
GDPR too, namely ‘main establishment’ (Article 4). It is 
important to understand the difference between whether a 
controller or processor is established in the EU and where its 
main establishment is. The latter is a question for companies 
with headquarters in one EU member state and subsidiaries 
in at least one other member state.21

For companies operating with subsidiaries in multiple 
EU member states, it will be of the utmost importance to 
determine where the main establishment of the company 
group is, since several obligations will depend on this. For 
example, it affects which country’s data protection authority 
should be considered the lead supervisory authority.

In the GDPR, the main rule regarding a company’s main 
establishment is that it is ‘the place of its central administration 
in the Union’ (Article 4). Normally this is the headquarters 
or registered head office of a company group. There is one 
exception to the main rule, and that is if the decisions and 
power to implement decisions about the company’s processing 
activities are taken in another establishment of the group (i.e. 
another group company). If that is the case, then this latter 
company will be considered the main establishment according  

21 Some guidance can be found in Recital 36 of the GDPR.
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to the GDPR, at least as long as it is a company within the 
EU. When you assess your organisation to determine its main 
establishment, you should look at objective criteria and only 
examine where the actual decisions are made, not where the 
processing is done (see Recital 36 of the GDPR).

For processors, the main establishment is decided slightly 
differently. The main rule for processors is that the main 
establishment should be considered to be where the central 
administration is placed if it is in the EU; alternatively, if the 
processor does not have any central administration in the EU, the 
main establishment should be considered to be where the main 
processing activities take place (i.e. the place of the servers).

DPO’s tips

 y Determine to what extent your organisation falls 
within the scope of the GDPR, and, on the basis of 
this information, how you will manage the fulfilment 
of the legislation alongside other legal and market 
requirements. Are you required to appoint a DPO for 
the GDPR side of the business?

 y Encourage your organisation to decide where its 
main establishment is and consequently what 
country’s authority is the lead supervisory authority. 
Consider including information about the main 
establishment in your company’s internal data 
protection policy.

The ePrivacy Directive

Besides the GDPR, the ePrivacy Directive is for many organisa-
tions the most important data protection legislation.22 According  

22 ‘Directive 2002/58/EC of the European Parliament and of the Council of 12 July 
2002 concerning the processing of personal data and the protection of privacy in 
the electronic communications sector’ (2002), European Parliament and European 
Council, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A020
02L0058-20091219.
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to Article 1 of the ePrivacy Directive, it regulates the processing  
of personal data in the electronic communications sector. It is 
important to understand that it regulates both the telecommu-
nications industry and electronic communications as such (i.e. 
every organisation’s use of electronic communications regard-
less of its industry or sector). For example, it regulates how cook-
ies may be used and how direct marketing via email may be 
deployed. Since it is a directive (and so must be implemented 
in national member states laws), individual member states may 
have implemented Article 1 slightly differently; therefore, it is im-
portant to investigate the national variations before conducting 
any direct email marketing. For example, Germany has imple-
mented a so-called double opt-in, which is not seen in any other 
member state.

Direct marketing via email
The general rule as outlined in the directive is that if an email 
address is obtained from a customer in the context of the sale 
of a product or service, this email address may be used for 
direct marketing of the organisation’s own similar products or 
services. However, customers must be given the opportunity 
to object, free of charge and in an easy manner. In reality, this 
means every piece of communication that is sent out must 
include an unsubscribe link.

Cookies
According to Article 5(3) of the directive, gaining access to 
information stored in the ‘terminal equipment’, more commonly 
known as the device, of a user is only allowed on condition 
that the user has been provided with clear and comprehensive 
information, and is offered the right to refuse such processing 
by the data controller. The right to refuse does not apply if the 
practice by the organisation is strictly necessary in order to 
provide a service explicitly requested by the user. Examples of 
strictly necessary cookies include session cookies used during 
a purchase flow in order to make sure it is the same customer 
throughout the purchase.
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Tracking technologies and device fingerprinting
The ePrivacy Directive regulates the use of cookies, all access 
to information stored on a user’s device and all placement of 
information on that device. This means that the same strict 
rules apply to the practice of collecting different forms of 
device fingerprinting, including through user agents (i.e. 
software acting on behalf of users).

Online behavioural data as biometric data
A growing trend in online marketing is to use data from online 
browsing to build advanced behavioural profiles. In doing so, 
it is possible to gain insights from and commercialise data of 
unidentified users. Do not make the mistake of thinking that 
unidentified online data is not personal data. If it is possible to tie 
a user to a unique identifier, data often falls within the definition 
of personal data. The cookie settings and tracking technologies 
are governed by the ePrivacy Directive while the use of the data 
is regulated by the GDPR.23 By using various methodologies to 
compile and analyse online data, organisations sometimes 
create a behavioural template. When this is paired with a user’s 
behaviour online (click data, device data, sentiment analysis, 
how the user moves around or uses an app or webpage, etc.), 
that user can become identified and separated from a group 
of unidentified users. Hence, behavioural data may fulfil the 
criteria for biometric data, requiring additional safeguards and 
(most often) consent as the legal basis according to the GDPR. 
(See the section ‘Lawfulness of processing (legal basis)’ later in 
this chapter for more information on the legal bases.)

Online identifiers for profiling and identification are mentioned 
in Recital 30 as follows:

Natural persons may be associated with online identifiers 
provided by their devices, applications, tools and protocols, 
such as internet protocol addresses, cookie identifiers or 
other identifiers such as radio frequency identification  

23 See the excellent Opinion 5/2019 on the Interplay between the ePrivacy Directive 
and the GDPR, in Particular Regarding the Competence, Tasks and Powers of Data 
Protection Authorities (2019), European Data Protection Board, https://edpb.europa.
eu/sites/edpb/files/files/file1/201905_edpb_opinion_eprivacydir_gdpr_interplay_
en_0.pdf.
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tags. This may leave traces which, in particular when 
combined with unique identifiers and other information 
received by the servers, may be used to create profiles of 
the natural persons and identify them.

A ‘unique identifier’ (also called ‘biometric data’) is defined in 
Article 4(14) of the GDPR as

personal data resulting from specific technical processing 
relating to the physical, physiological or behavioural 
characteristics of a natural person, which allow or confirm 
the unique identification of that natural person, such as 
facial images or dactyloscopic data.

‘Behavioural characteristic’ is not defined in the GDPR, but the 
Article 29 Working Party considers that typical ‘behavioural 
biometric data’

include[s] hand-written signature verification, keystroke 
analysis, gait analysis, way of walking or moving, patterns 
indicating some subconscious thinking like telling a lie, etc.24

Making good use of online behavioural data may bring many 
advantages to both organisations and users (personalised 
services, better adaptation to user behaviour, preferences, 
etc.). Keep in mind that many of these practices are considered 
advanced and qualify as high-risk activities in the gist of 
Article 35 of the GDPR. As such, they will require proper risk 
assessments and full transparency towards the data subjects.

If your analytics department is working with behavioural or 
biometric data, you would be wise to prioritise setting up data 
governance processes to assist them in their work.

Future developments
The European Commission is currently working on turning the 
ePrivacy Directive into a regulation. The new regulation would  

24 Article 29 Working Party (2012), Opinion 3/2012 on Developments in Biometric 
Technologies (201200720/12/EN WP 193), Directorate C of the European 
Commission, https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2012/wp193_en.pdf, p. 4.
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most likely be broader in scope and include more obligations 
on organisations. The legislation process started with a 
proposal from the European Commission in January 2017, 
but it has been subject to debates and many delays. Revised 
proposals for the ePrivacy Regulation were rejected by the 
European Council in November 2019.25 Any attempt to restart 
the legislative process must involve revisiting the fundaments 
of the earlier proposal, which will take additional time.

The interplay between the GDPR and the ePrivacy 
Directive

The use of cookies falls within the material scopes of both the 
GDPR and the ePrivacy Directive. In its opinion on behavioural 
advertising, the Article 29 Working Party (WP29) stated that: 
‘If as a result of placing and retrieving information through 
the cookie or similar device, the information collected can 
be considered personal data then, in addition to Article 5(3), 
Directive 95/46/EC [i.e. the Data Protection Directive] will 
also apply.’26 Case law established in 2018 in the CJEU has 
confirmed this dual applicability.27

The rule is that the placing or reading of cookies must comply 
with the national legislation implementing Article 5(3) of the 
ePrivacy Directive. Any subsequent processing must meet the 
GDPR’s requirements on, for example, legal basis in its Article 
6. This also means that cookie compliance, in part, is an aspect 
of a GDPR audit or enforcement action.

25 F. Y. Chee (2019), ‘EU countries fail to agree on privacy rules governing WhatsApp, 
Skype’, Reuters, 22 November, https://www.reuters.com/article/us-eu-eprivacy/
eu-countries-fail-to-agree-on-privacy-rules-governing-whatsapp-skype-
idUSKBN1XW22P.

26 Article 29 Working Party (2010), Opinion 2/2010 on Online Behavioural Advertising, 
Directorate C of the European Commission, https://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/files/2010/wp171_en.pdf, p. 9.

27 Case C-210/16 Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein 
v Wirtschaftsakademie Schleswig-Holstein GmbH [2018] ECLI:EU:C:2018:388; 
Case C-40/17 Fashion ID GmbH & Co.KG v Verbraucherzentrale NRW eV [2019] 
ECLI:EU:C:2019:629.

20

https://www.reuters.com/article/us-eu-eprivacy/eu-countries-fail-to-agree-on-privacy-rules-governing-whatsapp-skype-idUSKBN1XW22P
https://www.reuters.com/article/us-eu-eprivacy/eu-countries-fail-to-agree-on-privacy-rules-governing-whatsapp-skype-idUSKBN1XW22P
https://www.reuters.com/article/us-eu-eprivacy/eu-countries-fail-to-agree-on-privacy-rules-governing-whatsapp-skype-idUSKBN1XW22P
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp171_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp171_en.pdf


DATA PROTECTION FUNDAMENTALS

THE GDPR’S PRINCIPLES FOR THE PROCESSING OF 
PERSONAL DATA

Just as was the case under the Data Protection Directive, 
all processing under the GDPR must always be done in 
accordance with some basic data protection principles. 
Processing that fails to meet one or more of these principles 
is inevitably illegal. Most of the principles can be traced back 
to the early days of modern data protection, especially the 
OECD’s privacy principles in its 1980 guideline.

All other requirements and obligations in the GDPR must be 
read and interpreted in the light of these principles. Hence, you 
need to know and understand them to fully comprehend and 
be able to apply the more specific articles in the GDPR.

Lawfulness, fairness and transparency

The first principle of the GDPR consists of three distinctly 
different elements. ‘Lawfulness’ relates to legal compliance 
with the GDPR and other legislation, ‘fairness’ relates to best 
practice and a balanced approach in relation to data subjects, 
and ‘transparency’ relates to informing data subjects of the 
existence of the processing operation and its purposes.

Lawfulness
Lawfulness means that activities must comply with laws and 
regulations. It should be emphasised that compliance is not 
restricted to the GDPR. Hence, as a DPO, you must not only 
know about the GDPR but also have ‘expert knowledge of data 
protection law and practices’ (Article 37(5)). Data protection 
provisions are scattered across many other laws besides the 
GDPR – for example, employment law, health law, archiving 
law and marketing law. The proposed use of personal data 
must, for example, have the appropriate legal basis in Article 
6 of the GDPR for the processing to be considered lawful.

Fairness
Fairness means respecting data subjects. For example, this 
might mean not hiding purposes in complicated language  
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or not deviating from best practice or common practice in 
a specific area. Fairness also entails not surprising data 
subjects, and, if something may be unexpected, being extra-
clear about it. Additionally, the fairness principle means that 
data subjects should be informed if they must provide the 
personal data that is being requested of them, and told what 
the consequences could be if they refuse to do so. Within this 
principle also lies the idea that the controller should make 
data subjects aware of the risks that specific processing may 
expose them to (Recital 39). An increasingly important aspect 
of fairness is that a controller should implement technical and 
organisational measures that minimise the risk of inaccuracies 
in personal data. This is especially important in the context of 
the use of artificial intelligence, which in some cases is very 
biased and has discriminatory effects.

Transparency
Transparency is the basis for all the rights of data subjects 
and thus very important for you to monitor. You should be 
involved in the assessment of all communication with your 
organisation’s customers and employees, and make sure this 
is done transparently. It is vital that your organisation provides 
data subjects with all the information that is necessary to 
enable them to use the rights in the GDPR. The information 
must be adjusted to the specific circumstances and context 
of the processing. It is especially important to inform data 
subjects of any profiling activities and describe in easily 
understandable language how the profiling is done and the 
possible consequences of the profiling. How the information 
is given depends on the context, but it should always be given 
before the collection of personal data starts.

The most common way of giving data subjects the required 
information is via a privacy notice.28 But other solutions are 
possible as long as they meet the requirements. For example,  

28 This is not the same thing as a ‘privacy policy’ or a ‘data protection policy’. These 
are internal documents stating an organisation’s privacy or data protection practice. 
However, there is a common misconception around what notices and policies are. 
A policy is most often an internal document; however, in American practice, a policy 
is also the privacy document you provide to your customers with a commercial 
contract. 
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during the negotiations prior to the introduction of the GDPR, 
the European Parliament suggested using icons to improve 
readability and ease of use of information texts.29

Historically, most companies’ privacy notices have been 
written by lawyers using legal language, which can make them 
difficult for the general public to understand. To overcome this, 
Article 12 and Recital 58 of the GDPR state that information 
given to data subjects and communication with them must be 
easily accessible and easy to understand. These requirements 
include using clear and plain language.

More about transparency and how to give information to data 
subjects can be found in Chapter 3.

Purpose limitation

According to the GDPR, all personal data must only be 
collected for specified, explicit and legitimate purposes. As a 
consequence, the purpose of gathering personal data must be 
decided before the collection starts. It is not legal to collect 
first and think of a purpose later. Thus, collecting ‘nice-to-have’ 
data is not legal. On the other hand, the GDPR allows for further 
processing of existing data as long as the new processing is 
not incompatible with the original purpose. But, even if the 
new purpose may be compatible, it is also necessary to have a  
legal basis (in many cases legitimate interest) for this new 
purpose. 

The purpose limitation principle has become more challenging 
to manage as big data and artificial intelligence have become 
more and more advanced. One of the founding principles of 
these fields is to harvest vast amounts of data and try to find 
new ways of using it over time. With the speed of development,  

29 ‘Report on the proposal for a regulation of the European Parliament and of the 
Council on the protection of individuals with regard to the processing of personal 
data and on the free movement of such data (General Data Protection Regulation)’ 
(2013), Committee on Civil Liberties, Justice and Home Affairs, European 
Parliament, https://www.europarl.europa.eu/doceo/document/A-7-2013-0402_
EN.html, Amendment 24.
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it is very hard to foresee purposes even a year in advance, and 
practically impossible two or three years from now.

Consequently, before collecting personal data, your 
organisation must try to imagine future uses of the data and 
state them in the information given to data subjects, as well 
as in the record of processing activities (ROPA), according to 
Article 30.

Data minimisation

Theoretically, adhering to the principle of data minimisation is 
probably one of the easiest ways for your organisation to stay 
out of trouble. According to this principle, an organisation must 
not collect or store data it doesn’t need. In other words, it may 
not collect nice-to-have data, only need-to-have data. Hence, 
once the purpose of a particular instance of processing has 
been established, the next step is to determine the minimum 
amount of data needed to pursue that purpose. All of the 
collected data must be relevant to the purpose. For example, 
to deliver goods, a controller probably only needs the name 
and address of the customer. It doesn’t need to know their 
income or marital status. On the other hand, if the purpose 
is a credit assessment, the customer’s address, income and 
marital status will probably be highly relevant. 

In practice, though, adhering to the principle of data 
minimisation – and especially regular deletion of data – is 
much harder than it may seem. This is not least because most 
organisations must keep data according to legal requirements, 
such as bookkeeping, besides the data required for their core 
business purposes. Thus, data collected at the same time point 
may have different retention periods. Each time it collects 
data, every organisation should define what data is necessary, 
the purpose of the data collection and for how long the data 
should be kept, for example in a purpose and retention matrix. 

Adding to this complexity, some of these purposes may be 
affected by a request to be forgotten, whereas some will not. 
In most cases, legal requirements to keep data overrule a  
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request to be forgotten, while processing on the legal basis 
of legitimate interest (e.g. for marketing) in many cases must 
stop when such a request is received.30

For this to work in practice, an organisation should assign data 
owners to each set of personal data. The data owners should 
be responsible for registration in the ROPA as well as ensuring 
that all requirements, including deletion, are met throughout 
the data lifecycle.

It used to be common practice to collect data for future 
purposes, even though this was not allowed under the Data 
Protection Directive, and think of a purpose later. For data-
driven organisations, data minimisation will in practice 
challenge their operating models and even their revenue 
streams. If a controller has not been able to look into its crystal 
ball closely enough, it might end up not being able to use data 
it has collected if a new purpose it wishes to use is not close 
enough to the original purpose.

Accuracy

The importance of holding correct data cannot be exaggerated. 
Inaccurate or incorrect data can, when processed, have very 
negative effects on data subjects and other individuals, such 
as wrongful decisions and mix-ups. This is why all personal 
data needs to be accurate and, if necessary, kept up to date. 
Article 5 of the GDPR stipulates that ‘every reasonable step’ 
must be taken to ensure that inaccurate personal data is 
erased or rectified without delay. These requirements put up a 
high bar for the controller and imply that it is not allowable to 
collect data and then just let it rest. Rather, controllers must 
continually monitor the processes that are in place, keep their 
data up to date and ascertain correctness. If you in the course 
of your reviews find data that is incorrect, you should report 
it to the relevant stakeholder (e.g. the data owner or system 
owner) and instruct them to correct it.

30 Note that marketing in many cases is also regulated by the ePrivacy Directive.
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One good solution for obtaining accurate and up-to-date 
information is to encourage data subjects themselves to keep 
their details up to date via a user portal. Another way could be 
to ask for confirmation at every user interaction, or at certain 
intervals.

Your organisation could also, if necessary, consult external 
resources, such as public records of addresses and contact 
details, and check its data against these. This is common 
practice in many business sectors – for example, debt 
collection.

The importance of data accuracy in whistleblowing 
schemes
Whistleblowing schemes are in many industries important 
means of preventing and finding out about corruption and 
other forms of non-approved or illegal behaviour, such as 
sexual harassment. Whistleblowing schemes can be very 
powerful tools and, as such, the data reported through them 
must be accurate.

But a challenge with whistleblowing schemes is that they 
in most cases are based on free-text fields and that anyone 
can use either the schemes or the fields. The likelihood of 
mistakes or malpractice is therefore quite high. Data that is 
clearly of no interest or relevance to a case may be reported 
– for instance, a whistleblower might report a colleague for 
fraudulent activities and inadvertently include the names of 
family members of the colleague in the data. The personal 
data of the family members should not then be processed 
further within the case or investigation (unless it is relevant 
of course).

Another example, and a much harder case to handle, is 
mischievous allegations – that is, cases where someone just 
wants to sabotage someone else and therefore blows the 
whistle maliciously and tells lies. On the one hand, once the 
allegation has been made, the data relating to it is correct in 
the sense that it reflects what has been alleged; on the other 
hand, the content of the allegation itself is wrong (i.e. not  
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accurate). The question then becomes whether the content 
should be deleted because the allegation was wrong or kept 
because the data accurately reflects what the whistleblower 
stated in the allegation. Whether or not the data is deleted, 
how long it is kept and what aspects of the data are kept must 
be assessed on a case-by-case basis. If you as a DPO are 
involved in a data protection impact assessment (DPIA) for 
a whistleblowing scheme, you must remember to check that 
such cases are covered.

Storage limitation

Storage limitation is data minimisation for data that has 
already been collected. Whenever data is no longer necessary 
for the purpose for which it was collected, it should be deleted 
or anonymised. As disk space and server space have become 
cheaper and cheaper, the necessity of continually erasing 
data to save space has diminished. Just a few years ago, 
many organisations had to delete data to keep their server 
costs down. That is no longer the case. At the same time, 
collecting data has become easier and the amount of data 
that it is possible to collect increases by the day. Hence, most 
organisations have collected vast amounts of data without 
ever thinking about needing to delete it. You should be aware 
of the presence of any old data. A suggestion is to ask your 
IT department whether they have any old legacy systems or 
databases, and conduct a random sample check of the data in 
those systems. It is not unlikely that you will find some data 
that should have been deleted.

One major challenge for many organisations when it comes 
to storage limitation is, as stated above, that some data is 
processed for more than one purpose, while other data is 
processed for only one purpose. The consequence is that some 
data must be deleted altogether, while other data may be kept 
but only processed for some of the original purposes. To help 
you manage this, every data point in a system must show both 
its purpose and its retention period, for example as metadata. 
For you to be able to monitor whether data is being kept for too 
long, you must understand the business of your organisation 
and all of the purposes behind why data is processed.
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Storage limitation and deleting data have been the subjects of 
at least two cases involving the imposition of fines. In the first 
case, the French data protection authority, the Commission 
Nationale de l’Informatique et des Libertés (CNIL), imposed a 
fine on SERGIC, a real estate company. According to the CNIL, 
SERGIC had stored rental candidates’ documents for too long. 
It should be emphasised that these documents contained 
sensitive information about the candidates and that SERGIC 
lacked security measures. The fine of 400,000 euros was 
based on both aspects of non-compliance.31 In the second 
case, the Danish Datatilsynet imposed a fine of 200,850 
euros on the furniture company IDdesign for retaining the 
data of 385,000 customers in its CRM (customer relationship 
management) system for too long. Datatilsynet also stated 
that it had considered the company’s lack of documentation 
of retention periods in its assessment.32 This case emphasises 
the importance of not only deleting data appropriately but also 
being able to show that you have made assessments of your 
purposes and the retention periods for each purpose.

Retention and archiving tables/matrices
As just stated, data should be deleted when it is no longer 
needed. How long a controller is allowed to keep data is either 
determined through an assessment based on the purpose or 
stipulated in law (such as bookkeeping requirements, tax law 
or anti-money-laundering rules).

In most organisations, some data points (e.g. people’s first and 
last names) are processed for more than one purpose. For  

31 ‘Délibération SAN-2019-005’ (2019), Commission Nationale de l’Informatique et 
des Libertés, https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000038552658. See 
also ‘SERGIC: Sanction de 400 000€ pour atteinte à la sécurité des données et 
non-respect des durées de conservation [SERGIC: Sanction of €400,000 for breach 
of data security and non-compliance with retention periods]’ (2019), Commission 
Nationale de l’Informatique et des Libertés, 6 June, https://www.cnil.fr/fr/sergic-
sanction-de-400-000eu-pour-atteinte-la-securite-des-donnees-et-non-respect-
des-durees-de.

32 ‘Tilsyn med IDdesigns behandling af personoplysninger’ (2019), Datatilsynet, 
https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2019/jun/
tilsyn-med-iddesigns-behandling-af-personoplysninger.
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example, firstly, it could be necessary to process a name to 
provide a service or to deliver a package to a specific address. 
Secondly, it could also be necessary to process the same name 
to make a credit risk decision. And thirdly, it will probably also 
be necessary to process the name for bookkeeping reasons. 
All of these different purposes have different retention periods. 
After the specific retention period has ended for a purpose, the 
name can no longer be used for that specific purpose, but it 
can continue to be used for the remaining purposes.

As a consequence, almost all organisations should assess 
all of their purposes and couple these with retention periods 
and archiving requirements. This will entail defining minimum 
and maximum periods. Far too often, individuals without legal 
training think that the GDPR requires them to delete data when 
in fact there is an obligation to keep it. This can also be true 
when a data subject submits a request to be forgotten. This 
right, as already stated, may be overruled by legal obligations 
to keep personal data, such as bookkeeping laws.

To enable good retention and archiving governance, your 
organisation should define a corporate policy and issue 
general schedules with specified periods of retention. The 
schedule should include data categories, purposes, retention 
periods and the reasoning behind each retention period – for 
example, the legal requirement (and the relevant law). The 
schedule should preferably be created as a matrix or table. 
Without such a schedule, it is difficult to know what to keep 
and what to delete. If possible, data should also be tagged (e.g. 
with metadata) with these periods in your systems right from 
the point of collection. It may also be necessary for specific 
departments to set up their own retention schedules.

Table 1.1 shows an example of a retention period matrix.

Integrity and confidentiality

The requirements around integrity and confidentiality in the GDPR 
resemble classic information security principles, which has led 
some people to think of data protection as information security. 
However, as stated above, information security is only a small part  
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Table 1.1 Retention period matrix with generic examples

Data Purpose Retention 
period

Reason for 
the retention 
period

George 
Smith’s name 
and address 

Delivering a 
package

Until the 
claims period 
is over

Legitimate 
interest

George 
Smith’s name 
and email

Marketing to 
customers

The main 
rule – during 
the business 
relationship 
plus one 
additional 
year33 (or 
until George 
opts out)

According to 
marketing 
laws

George 
Smith’s name 
and financial 
details

Credit 
decision

Normally 
around 5 
years

According to 
credit laws

George Smith 
name

Bookkeeping Normally 
7–10 years

According to 
bookkeeping 
laws

of data protection, albeit an important one. Thus, it is important 
that you at least have a basic knowledge of both information 
security and IT security. Included in integrity and confidentiality 
are such things as encryption, firewalls, access management, 
monitoring, back-up systems, passwords, authentication, 
information classifications and security awareness.

It is important to take note that Articles 5 and 32 of the GDPR 
explicitly state that the measures taken should be ‘appropriate’  

33 Hur länge får personuppgifter bevaras? [How Long May Personal Data Be Retained?] 
(2015), Swedish Data Protection Authority, https://www.sorenoman.se/documents/
datainspektionen/hur-lange-far-personuppgifter-bevaras.pdf, p. 12.
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and can be both technical and organisational. This means that the 
same security is not needed for everything – it depends on what 
personal data is being held and the purpose of its processing.

Data loss prevention
As malicious intruders have become better and better at what 
they do, and as data breaches have become more severe, 
the need to monitor how data flows around has become 
increasingly important. Data loss prevention (DLP) software is a 
tool that monitors user behaviour and data flows in a business. 
Typically, DLP solutions control the endpoint activities, reading 
and monitoring data streams on corporate networks. They 
can also monitor data going to different cloud services. DLP 
solutions can monitor the movement of data, data at rest or 
both. There are numerous ways in which DLP can be used 
in data protection management – for example, controlling 
whether data is sent to unauthorised cloud solutions34 or 
whether external emails can be sent with attachments in a 
specific format. Thus, these tools can help you to find personal 
data and to assess risks.

However, the use of DLP solutions involves, to some extent, 
the monitoring of employees. Thus, just as these tools can 
help in overall data protection management, they may also 
constitute an intrusion of the privacy of employees. From a 
data protection perspective, this is a dilemma. To what extent 
should the legitimate interest of the organisation (to protect its 
systems, fulfil its obligations under the GDPR, etc.) prevail over 
the interest of employees’ privacy?

A properly implemented DLP solution is a powerful tool 
to mitigate organisational security and data protection 
risks, as it monitors the behaviour of internal users 
that typically can be considered risky (exporting large 
files, or intense communication at odd times to external 
recipients, for example).

34 Common to most companies is that employees tend to find the easiest solution to a 
problem – for example, uploading Excel sheets with personal data to a cloud service, 
either for storage or for analysis purposes – instead of using designated solutions.
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The key to solving the dilemma is to perform a proper DPIA 
early on in the procurement process of the DLP solution. 

Accountability

A major change brought about by the GDPR is the explicit 
introduction of the accountability principle. Organisations are 
no longer only responsible for being compliant; they must 
also be able to demonstrate that they are compliant, at any 
given point in time. The accountability principle entails that 
both controllers and processors must document all parts of 
their data protection work (DPIAs, training records, incident 
logs, decisions about data protection considerations and 
motivations, etc.) and adopt appropriate internal policies. 
The implication of the accountability principle is that a more 
proactive approach to data protection is required.

Even in the absence of any known incidence of non-compliance, 
the controller or processor must be able to show what it has 
done to comply with legal requirements and obligations. 
This will also be needed for requirements and obligations 
relating to your role as the DPO, such as reporting structure, 
job description and assigned resources. The information 
should be included in your plan to monitor that all relevant 
documentation is in place and up to date.

Accountability can be divided into three stages, based on 
Recital 74 of the GDPR:

 1. Document all measures your organisation has in place 
to fulfil the applicable requirements and obligations. 
For example, have a governance document in place 
indicating how the board of directors delegate their 
formal responsibility to the organisation.

 2. Document the assessments you carry out to show that 
these measures are appropriate.

 3. Document information that demonstrates that the 
implemented measures are effective (i.e. that, in reality, 
they have had the anticipated effect).
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One way of demonstrating compliance could be adherence 
to an approved code of conduct or an approved certification 
mechanism. The idea is that if a controller or processor 
processes personal data in accordance with pre-accepted 
codes or mechanisms established by external parties, this 
implies external approval, either directly or indirectly, by an 
independent body.

Big picture: Governance
A far too common mistake is for an organisation to have 
an undocumented or ad hoc governance structure for its 
privacy and data protection issues. One of the most important 
compliance actions you can do is to set up a proper governance 
structure; it is not enough for you to answer questions and 
address issues as they arise.

You might find yourself as the DPO in an ad hoc organisation, 
where the various heads of department are allowed to act 
independently and there is little or no senior management 
oversight of issues pertaining to data protection risks and 
conflicting objectives. In such a situation, the DPO is often seen 
to be the one responsible for ‘flagging’ any issue and reining in 
other parts of the organisation.

If you find yourself in this situation, we strongly recommend 
that you work to put in place a clear governance process and 
system of organisation. Work hard to gain the board’s or CEO’s 
support to form a working group of a few senior management 
heads who have the mandate to make decisions and accept 
risks. This kind of governance document is often called an 
‘internal data protection policy’ and sets out the main elements 
of accountability:

 y formal delegation of decision-making from board to 
compliance committee;

 y roles, responsibilities and mandates of the senior 
management and the DPO;

 y data protection strategy;
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 y the main principles for HR, marketing/sales, tech/
development, business development, analytics/business 
information and so on.

With a governance structure behind you, you will have the time 
to act proactively – not merely react to others’ questions (or 
late deadlines or requirements).

DPO’s tips

How do you keep track of whether data processing in 
your organisation adheres to the basic principles? How 
can your organisation demonstrate this according to the 
accountability principle?

One good way could be to include these requirements 
and how they are solved for each type of processing in 
the ROPA. This is not a requirement but is good practice. 
In its simplest form, it needs only a yes/no tick-box for 
each requirement and a sign-off of each answer by the 
data or system owner.35

DATA PROTECTION CONCEPTS

To apply data protection correctly and efficiently, it is essential 
to fully understand the basic concepts upon which the 
legal requirements and obligations are built. Starting with 
what personal data is, we will in this section examine these 
fundamental concepts so you can better take advantage of the 
following chapters. Some of the concepts will at first glance 
seem trivial and easy, but, as you practise your work, you will 
soon come to learn that they are far from trivial.

35 In some organisations it might be a data owner or a process owner.
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What is personal data?

‘What is personal data?’ is the obvious starting point for any 
discussion about data protection. No other concept in data 
protection to the same extent relies on context and or demands 
as much in-depth knowledge about every little detail and angle 
of processing. On the one hand, even the most fundamental 
pieces of data about a person may not be personal data, 
and, on the other hand, even the most generic data may be 
personal data. All of this is tied to the definition of personal 
data in Article 4 of the GDPR:

‘Personal data’ means any information relating to an 
identified or identifiable natural person (‘data subject’); an 
identifiable natural person is one who can be identified, 
directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, 
location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person.

You will need to differentiate between two distinct situations 
when deciding whether data is personal data or not: (1) 
‘normal’ filing systems based on unique individuals (e.g. HR 
systems, medical records or bank accounts) and (2) databases 
with data that may or may not ‘relate’ (in the word’s most broad 
interpretation) to an individual (e.g. web traffic databases, 
geo-tracking technologies or smart meters). Situation 1 is 
structured based on individuals as ‘hangers’ from which all 
other data stems, whereas situation 2 is not. Even though this 
division is a slight simplification, it can serve as a basis for 
exploring when data is or is not personal data.

Situation 1
In these circumstances, the starting point is a specific 
individual who is identified. All data that is subsequently added 
is considered personal data about this individual – even data 
that, by itself, would not be considered personal data. For 
example, the hanger might be ‘Filip Johnssén’ (a unique name)  
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and then layer upon layer can be added with data relating to 
Filip Johnssén. A typical real-world example is your medical 
records, which are contained in a specific file all about you. 
All of the data in that file would most likely be considered 
personal data about you.

Situation 2
Understanding this situation is all about connecting the dots. In 
this situation, it may be possible to identify a specific individual 
from data that initially looks like non-personal data. Usually, 
each single data point does not reveal the person it relates to; 
however, by adding more and more of these data points, it at 
some point becomes possible to conclude whom the points 
refer to. Once a person has been identified, all additional data 
connected to this person is also considered personal data. One 
example is geo-location. Most individuals have unique patterns 
in their movements and whereabouts. For example, you live at 
a specific address and may travel to work each day at another 
address. Just these details about your movement could reveal 
that data is about you. In other circumstances, additional geo-
locations might be needed to link the data to you. Maybe you 
visit your children at the weekends, at another address. The 
more ‘dots’ you have, the easier it is to determine the identity 
of the person at the centre of the data. 

This aspect of the definition of personal data is what makes it 
so hard to truly anonymise personal data.

Distinguishing between situation 1 and situation 2
It is very important to understand the different situations, 
especially as analytics tools are becoming more and more 
advanced. You might very well be processing personal data 
without it being known across your organisation that you are 
doing so.

We can therefore conclude that the same data can be personal 
data in one situation and not personal data in another – 
and, furthermore, the same data point can switch back and 
forth depending on changes in the context. One example 
is anonymisation or aggregation. By applying such risk  
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mitigation tools, it will at some point no longer be possible to 
identify specific individuals. But, be careful when you do this, 
as there are several techniques that can be used to reverse 
engineer and identify individuals. A famous, and fortunate, 
case of un-un-identifying a person was first revealed in 2007 
when Interpol managed to un-twirl a picture of a suspected 
paedophile.36

Stakeholders: data subject, controller and processor

Three of the most important stakeholders in data protection 
are the data subject, the controller and the processor. At least 
two other stakeholders can be identified and are dealt with 
elsewhere in this book: society (see ‘Legitimate interest’ below) 
and the data protection authorities (see ‘Role of supervisory 
authorities’ below).

Data subject
The data subject is the individual, in the GDPR called ‘natural 
person’, that data relates to. You become a data subject if you 
are identified (or could be identified) by data. Under normal 
circumstances, the notion of the data subject becomes 
relevant when it is possible (or might be possible) to single 
out individual persons and identify them from an aggregation 
of several data points, above all if this identification can be 
done indirectly – for example, if it is possible to identify and 
single out one specific person by putting pieces of general 
information together, such as age, hair colour, eye colour and 
occupation. At some point, there will only be one person who 
fits the description, the data subject. See ‘Situation 2’ above.

All organisations need to understand who their data subjects 
are since these individuals have rights, outlined in Chapter 3 of 
the GDPR, that can be enforced against the organisation. Other 
individuals will in most cases have no rights at all against the 
organisation.

36 M. Nizza (2007), ‘Interpol untwirls a suspected pedophile’, The New York Times, 8 October, 
https://thelede.blogs.nytimes.com/2007/10/08/interpol-untwirls-a-suspected-pedophile.
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Controller, processor and joint controller
The definitions of ‘controller’ and ‘processor’ are more or less 
identical in the Data Protection Directive and the GDPR. At first 
glance, the definitions may fool you into thinking it is pretty easy 
to distinguish between the controller and the processor. It is not.

The GDPR’s definitions (Article 4) are as follows:

 y Controller: ‘The natural or legal person, public authority, 
agency or other body which, alone or jointly with others, 
determines the purposes and means of the processing 
of personal data; where the purposes and means of 
such processing are determined by Union or Member 
State law, the controller or the specific criteria for its 
nomination may be provided for by Union or Member 
State law.’

 y Processor: ‘A natural or legal person, public authority, 
agency or other body which processes personal data on 
behalf of the controller.’ 

Differentiating between the roles of controller and processor 
can be a real challenge in some situations – not least because 
the same data can be processed by the same organisation as 
both controller and processor. A typical example of when an 
organisation is considered a controller is when it processes 
employee data. A typical example of when an organisation is 
considered a processor is when it acts as a vendor offering 
software as a service (SaaS) without knowledge of what data 
customers are uploading to the service. In other situations, 
however, you may need to look in depth at how the data is 
transferred and processed by the parties. The moment a 
processor does anything with data for its own purposes, 
regardless of what the purpose is, it has become a controller 
for that specific processing. 

This kind of switch from being a processor to being a controller 
has far-reaching consequences both for the former processor 
and for the original controller – normally the customer who 
shared the data. For example, the controller that shared the 
data must have a legal basis for doing so on a controller-to- 
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controller footing, and the processor that became a controller 
must inform all the data subjects according to Articles 12, 
13 and 14. Another consequence will be for you as the DPO, 
since the role differs slightly between organisations that 
mainly operate as controllers and organisations that mainly 
operate as processors. Article 39 of the GDPR lists a number 
of mandatory tasks of the DPO. These may at first look the 
same, but there is one major difference: a controller’s DPO 
must support the controller in the performance of DPIAs. This 
requirement is not present for a processor’s DPO. That being 
said, most processors will probably conduct their DPIAs very 
similarly to how controllers conduct them, to make sure their 
services will pass the controller’s DPIA.

Another difference is likely to be that a processor’s DPO will 
ensure that all technical functionalities are in place – for 
example, security mechanisms and functionalities to support 
the controller in case of data subject access requests (DSARs). 
The reason is that the data will come from the controller 
and the purposes of the processing will be decided by the 
controller. Furthermore, a processor’s DPO should check 
that the processor does what the controller tells them to, but 
the DPO does not need to assess the purposes as such or 
the retention periods decided by the controller. In contrast, a 
controller’s DPO needs to assess every single purpose and 
retention period. Along similar lines, the controller’s DPO will 
need to make sure the instructions to the processor cover all 
necessary aspects of the processing, while the processor’s 
DPO will only assess that the instructions are clear enough and 
that the processor follows the instructions (still, nevertheless, 
an important undertaking).

There may also be situations where joint controllership is 
applicable. According to Article 26 of the GDPR, ‘where two or 
more controllers jointly determine the purposes and means of 
processing, they shall be joint controllers’. A typical situation 
where organisations are joint controllers is when a parent 
company operates a master HR or customer database for 
the use of its subsidies. Another situation is where a market 
research company retained by a customer decides the means  
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and process of conducting the research for the commissioned 
report. Where organisations are acting as joint controllers, it is 
important to have a joint controller agreement.

A beginners’ mistake would be to treat all situations as a 
controller–processor relationship. Start by analysing the 
situation – in particular, who has the deciding influence over 
the purpose and means of the processing. Then carefully 
work out who is the controller and who is the processor, and 
whether there are parties acting jointly.

Special categories of personal data

Some types of personal data need extra protection since most 
people consider them especially sensitive. Therefore, Article 9 
of the GDPR stipulates that all types of personal data previously 
defined as ‘sensitive’ have kept their status but are now called 
‘special categories’ of personal data. To this category, two 
additional types of data are added under the GDPR: genetic 
data and biometric data. The full list is as follows:

Personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade 
union membership, and the processing of genetic data, 
biometric data for the purpose of uniquely identifying a 
natural person, data concerning health or data concerning 
a natural person’s sex life or sexual orientation.

Processing of special categories of personal data is prohibited 
unless data subjects have given their consent or an exception 
applies. For example, it is legal to process special categories 
of personal data without consent for the protection of vital 
interests of a data subject (e.g. health data in emergencies) or 
to fulfil a legal obligation of the controller (e.g. rehabilitation 
within an employment relationship following imprisonment, 
addiction or illness).

Criminal history

Article 10 of the GDPR places a general prohibition on the 
processing of information relating to a person’s criminal  
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convictions and offences. However, there are two situations 
in which it is allowable. The first involves the processing of 
such data on a small scale, for example during recruitment, 
whereas the second applies when an organisation holds a 
comprehensive register of criminal convictions. For most 
organisations, the second case is never relevant as it relates 
mainly to government bodies holding registers of all criminal 
verdicts and imprisonments. But it is prudent to be aware that 
such comprehensive registers must only be kept under the 
control of official authorities.

In contrast, the first situation is relevant to many, or even most, 
organisations. According to Article 10, it is allowed when it 
is either authorised or under the control of an authority, 
or authorised by national law. Most member states have 
implemented such authorisations (exceptions) – for example, 
both Sweden and the UK have made the processing of criminal 
data possible for certain purposes. 

From a legislative perspective, this is an interesting matter 
since the EU members implemented the corresponding 
article in the Data Protection Directive in quite diverse 
ways. Furthermore, the practice of (for example) conducting 
background checks is handled differently from country to 
country, and the availability of this type of data is not consistent 
across the EU. Therefore, if your organisation operates across 
national borders, it is important to be aware of the possibility 
of variations in data availability and legacy processes.

Two common examples of when the processing of this type 
of data may be necessary are ‘sanctions list screening’ and 
fraud prevention (or the prevention of money laundering). 
Some of this processing will be done because it is legally 
required while some will not. For example, it is sometimes a 
legal requirement to screen the board members of a company 
against EU sanctions lists, whereas many companies process 
this type of data to protect themselves against fraud. Fraud 
prevention efforts are in some cases a regulatory requirement, 
but under other circumstances they are only undertaken to 
protect a company after legitimate interests assessment (see 
the section ‘Legitimate interest’ below).
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If you need to process criminal data, you will need to consult 
the applicable national law to learn more about the exceptions. 
One important aspect of the general prohibition is that a data 
subject cannot give consent for the processing of personal 
data that falls under Article 10.

DPO’s tips

 y Work closely with the right people in your 
organisation to make sure that your advice is 
aligned with the realities of the business (e.g. 
relating to resources, competencies, strategy and 
constraints).

 y Learn why special category data is valuable to your 
organisation and what purposes it fulfils.

 y The use of special category data almost always 
warrants the performance of a DPIA to identify and 
assess any data protection risks and mitigation 
actions.

 y Be sure to understand how your organisation 
may correctly share this type of data with public 
authorities, justice authorities, and legal entities 
such as service providers, suppliers or cloud service 
providers.

 y The special category data your organisation holds 
should be carefully mapped and documented in 
your ROPA.

 y Document the different legal bases your organisation 
relies on for the use of this data.

 y Make an inventory of the different laws and 
regulations that apply to the use of special 
categories of personal data (health data, criminal 
records, etc.)
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LAWFULNESS OF PROCESSING (LEGAL BASIS)

Article 5 of the GDPR stipulates that personal data must be 
processed lawfully, fairly and in a transparent manner. For 
processing to be lawful, it must be based on one of six legal 
bases, as stated in Article 6 of the GDPR. Contrary to what 
is sometimes believed, all of these legal bases are equal in 
strength, and compliance with them is not a step-by-step 
exercise starting with consent and ending with legitimate 
interest – like a ladder. The ladder misconception has led 
to companies engaging in huge amounts of unnecessary 
consent-collecting activities. Often, other legal bases are 
applicable and more appropriate, such as a fulfilment of 
contractual obligations or legitimate interest. From a business 
perspective, consent should most likely be the last resort, 
since data subjects have the irrevocable right to withdraw a 
given consent at any time.

The following subsections give further details of the six legal 
bases, which are listed in Article 6 of the GDPR. Articles 7 
to 10 provide specifications on how to implement the legal 
bases in some specific situations, for example to gain consent 
from children (Article 8) or to process special category data 
(Article 9).

Consent

The definition of ‘consent’ in the GDPR is very similar to 
the definition in the Data Protection Directive, but the GDPR 
introduced some important clarifications.

In the directive, consent was defined as

any freely given specific and informed indication of his 
wishes by which the data subject signifies his agreement 
to personal data relating to him being processed. (Article 
2(h) of the Data Protection Directive)

In the GDPR, consent is defined as

any freely given, specific, informed and unambiguous 
indication of the data subject’s wishes by which he or she,  
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by a statement or by a clear affirmative action, signifies 
agreement to the processing of personal data relating to 
him or her. (Article 4(11) of the GDPR, emphasis added)

Recital 32 of the GDPR states that consent must be a clear 
affirmative act. This is generally interpreted to mean that 
implied consent is no longer valid. Furthermore, consent given 
before the GDPR entered into force is only valid if the already 
given consent meets the standards of consent introduced by 
the GDPR.

Another very important clarification is that when data 
processing has multiple purposes, consent should be given 
for each one of them. This follows the requirement that the 
consent must be ‘specific’. Thus, it is not possible to bundle 
purposes together. Equally, if there are multiple purposes, it is 
not possible to use one without the others.

‘Freely given’ implies that data subjects must always have the 
ability not to give consent. If this is not the case, the consent 
is not valid. For example, if the balance of power between 
the data subject and the controller is not equal, as in the 
employment relationship, it is in most cases not possible to 
obtain valid consent. Additionally, if the provision of a service is 
conditional on consent to the processing of personal data that 
is not necessary for the performance of the service as such, 
the consent is not considered freely given.

Contrary to popular belief, the use of checkboxes is not 
necessary to collect valid consent. Any statement or other 
clear affirmative action is enough. Asking data subjects to 
click a button or toggle a radio button are also possibilities. 
Thus, checkboxes are only one of many technical solutions for 
collecting consent.

The burden of proof for a valid consent will always be on 
the controller. Therefore, it is very important to document 
all consents gained as well as revoked consents. This is just 
as important as documenting whether or not two parties 
have entered into a contract. However, many systems on the  
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market do not facilitate the administration and management 
of consent. If your organisation relies on consent, it needs to 
acquire a workable solution for consent management.

In the case of the CNIL versus the adtech vendor Vectaury,37 
the CNIL stated that a party that relies on consent collected 
by other controllers must clearly be named on the face of the 
consent statement when the data is originally created. The 
CNIL also emphasised that plain language should be used 
when explaining the purposes of the intended processing.

Consent of children
In view of the extra protection most children need, the GDPR 
introduced specific requirements around children’s consent. 
These requirements apply to what the GDPR calls ‘information 
society services’ (Article 8). The general rule is that a child 
must be 16 years old to give valid consent for these services, 
but the GDPR allows member states to use another age 
between 13 and 16 years. Many member states have taken 
this opportunity and lowered the age.38

The requirements around children differ in other areas too. 
The information a controller gives before collecting consent 
must be evaluated to make sure it is understandable for 
younger people. This may relate to what words are used or 
how the information is given. It is unlikely your privacy notice 
for adults will be understandable for much younger people. 
Young people may also be less used to how the general idea 
of accepting terms and conditions works on the internet: a 
privacy notice does not need to be accepted as part of the 
consent process, but nevertheless it is important for all data 
subjects to understand the importance of reading these 
documents.

37 ‘Decision MED-2018-042’ (2018), Commission Nationale de l’Informatique et des 
Libertés, https://www.legifrance.gouv.fr/affichCnil.do?oldAction=rechExpCnil&id=CN
ILTEXT000037594451&fastReqId=974682228&fastPos=2.

38 13 years: Belgium, Denmark, Finland and Sweden; 14 years: Austria, Italy and 
Spain; 15 years: Czech Republic and France; 16 years: Ireland, Netherlands, 
Slovakia and the UK; no specific national regulation: Germany, Hungary and 
Poland. See Children Online (https://www.twobirds.com/en/in-focus/general-data-
protection-regulation/gdpr-tracker/children) for updates.
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One of the major questions that arises around services that 
target children and young people is how to determine whether 
a specific user has reached the required age to give consent. 
It may be enough to simply provide a clear statement of the 
minimum age allowed. The mechanism for authenticating 
minors’ valid consent has yet to be validated by the courts.

Another important point to consider is at what age a child 
can enter into a valid contract (i.e. accept terms of service). It 
might be the same age as consent, but it could be another age. 
However, as stated above, don’t collect consent if your legal 
basis is in fact fulfilment of contractual obligations.

Contractual obligation

The performance of a contract is probably an underused 
legal basis. Or, at least, it is often the case that controllers 
mistakenly specify which processing activities are based on 
a contract and which are based on consent, when in fact all 
processing is necessary for the performance of the contract 
and is therefore legal, with the caveat that the data subject 
must be a direct party of the contract – in other words, the 
contract must be between the controller and the data subject. 
The same goes for all processing that is necessary before 
parties enter into a contract. The second scenario is important 
to remember as it is used in the sales process.

When is contractual obligation valid as a legal basis?

Contractual obligation is valid as a legal basis in two 
situations:

 y when the processing is necessary for the performance 
of a contract of which the data subject is a party; or

 y when the processing is necessary in order to take 
steps at the request of the data subject prior to 
entering into a contract.
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Two examples of major importance are processing for the 
performance of a contract of employment and processing 
for the performance of a contract of purchase. In both cases, 
if processing is necessary for the controller to perform its 
obligations under the contract, no additional legal basis is 
needed. Collecting consent could in these circumstances just 
be an extra administrative burden, not least because some 
processing outside the performance of the contract is likely to 
be able to rest on the legal basis of the legitimate interest of 
the controller (covered below).

Another example of processing that could, and probably 
should, be based on the performance of a contract is the 
various forms of consumer loyalty club. These tend to employ 
some form of profiling and provide rewards for purchasing 
behaviour.

The EDPB has provided some examples of when contract is 
not applicable as a legal basis:39

 y processing for service improvement or developing new 
functions (better options: legitimate interest or consent);

 y processing for fraud prevention (better options: legal 
obligation or legitimate interest);

 y online behavioural advertising (when the processing 
qualifies as ‘profiling’ under Article 22 of the GDPR).

For further information on this topic, we recommend reading 
the clarifying EDPB’s guideline on contract as a legal basis in 
the context of the provision of online services.40

Legal obligation

We have previously outlined how most organisations operate 
within a spider’s web of laws and regulations. Compliance  

39 Guidelines 2/2019 on the Processing of Personal Data under Article 6(1)(b) GDPR in 
the Context of the Provision of Online Services to Data Subjects (2019), European 
Data Protection Board, https://edpb.europa.eu/sites/edpb/files/consultation/
edpb_draft_guidelines-art_6-1-b-final_public_consultation_version_en.pdf.

40 Ibid.
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with many of these laws requires processing of personal data. 
For example, in the employment relationship, this includes 
obligations laid down by law or by collective agreements 
regarding management, planning and organisation of work, 
equality and diversity in the workplace, health and safety 
at work, rights and benefits related to employment, and 
arrangements relating to termination of the employment 
relationship.

Other legal obligations may relate to bookkeeping requirements 
or tax law. There are also some more specific obligations – for 
example, in finance and international trade, there are legal 
obligations to screen customers against various sorts of lists, 
such as EU sanctions lists (as mentioned above).

Legal obligations can also relate to anti-money-laundering 
legislation or anti-terrorism legislation. This legislation applies 
to most sectors that handle money in any way – for example, 
financial services – but also law firms and other organisations 
that handle client funds.

All processing that is necessary to fulfil these legal obligations 
is deemed compliant. But, as always, it is important to 
remember that data kept and processed for these purposes 
can probably not be used for any other purposes. The basic 
principles in Article 5 of the GDPR also apply.

Vital interest

Some processing is necessary for the protection of life and 
health. In some cases, data subjects will not be able to give 
consent, but it can be anticipated that they would accept the 
processing since it is necessary to protect their vital interest 
or those of another natural person. Such processing should be 
targeted at the interest of one specific individual, as opposed 
to processing in the public interest (see the next section). 

This type of processing could almost be seen as a descendant 
of what in other legal circumstances is called negotiorum 
gestio (Latin for ‘unauthorised administration’). It refers to 
situations where a person acts in another person’s interest  
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and for that person’s benefit, but without their consent. Just as 
with negotiorum gestio, processing to protect the vital interest 
of a data subject can be done under the assumption that the 
data subject, if able to, would have given their consent.

For example, if you are unconscious, healthcare personnel 
will in an emergency situation draw blood and test your 
blood type without waiting for you to come around to provide 
informed consent. Another example is a chat service for young 
children in homes with substance abuse where children can 
get professional help from providers such as Child Helpline 
International.

Public interest

Just as processing can be done to protect a specific individual’s 
vital interest, processing can also be done in the public interest. 
Public interest applies when data processing is necessary for 
the welfare of the general public – for example, humanitarian 
purposes such as the monitoring of epidemics and their 
spread, or in humanitarian emergencies, in particular natural 
disasters. It is worth noting that such processing should 
always be based on EU or member state law, even though 
such laws may be general ones, covering several processing 
operations.

As the concept of public interest has in the past been 
adopted and misused by totalitarian regimes in Europe, 
processing personal data for public interest should only 
apply to processing that is necessary and proportionate in 
a democratic society, to safeguard public security. All these 
processing activities should be done in accordance with the 
requirements set out in the Charter of Fundamental Rights 
of the European Union and the European Convention for the 
Protection of Human Rights and Fundamental Freedoms – on 
which the GDPR is ultimately founded.

Legitimate interest

The last (but not the least important) legal basis is processing 
that is necessary for the legitimate interests of the controller  
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or a third party, except where such interests are overridden 
by the interests or fundamental rights and freedoms of the 
data subject (see Article 6(1)(f) of the GDPR). Third parties can 
here be other data subjects, other companies or society. What 
this legal basis entails is that the controller should conduct a 
balancing test. In one hand, they should weigh the interests of 
the controller (or the third party) and, in the other, they should 
weigh the interests and rights of the data subject.

The balancing test for legitimate interest is probably the most 
complex assessment laid out in the GDPR, since controllers 
must weigh up several different factors. To help with this, 
WP29, the data protection authorities and data protection 
organisations have published a variety of guidelines. These 
commonly recommend performance of a legitimate interests 
assessment (LIA), which consists of three steps:

 1. Purpose test: identify your own or a third party’s 
legitimate interest.

 2. Necessity test: establish whether the processing is 
necessary to achieve the interest identified in step 1.

 3. Balancing test: balance the legitimate interest identified 
in step 1 against the data subjects’ interests.

In step 1 your organisation must identify why it would like to 
process the personal data in question. It could be an interest 
of its own or an interest of a third party – for example, security 
or fraud prevention. Neither of these can normally be based on 
a legal basis other than legitimate interest. Another common 
purpose of processing undertaken on the basis of legitimate 
interest is direct marketing (Recital 47). See Recitals 47–59 for 
guidance on which interests are recognised to be legitimate. 
Be aware that, in contrast to security and fraud prevention, 
marketing is regulated by some other laws as well – most 
notably the ePrivacy Directive, as described earlier in this 
chapter.

In step 2 your organisation should evaluate the necessity of 
the processing and whether it would be possible to achieve the 
interest in a less intrusive way. For example, you may be able  
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to use aggregated information instead of detailed information 
or use anonymised data in your analysis.

In step 3 the controller (i.e. your organisation) should execute 
a balancing test to weigh up the interests identified in step 1 
against the interest of the data subject(s). This is normally the 
most complicated part of the LIA. All relevant factors should be 
considered. One generally accepted methodology is to perform 
the balancing test in three separate steps:41

 1. The nature of the interests: the following items could be 
considered.

 ß What are the reasonable expectations of the individual 
– in other words, would an average person expect the 
data processing to take place?

 ß What type of data is involved?

 ß Would the controller or processor experience a 
negative effect if the intended processing could not be 
carried out?

 2. The impact of the processing: the controller should 
consider potential positive and negative impacts on the 
data subjects resulting from the processing.

 ß Is the processing to the benefit of the data subjects?

 ß What is the nature of the relationship between the 
controller/processor and the data subjects?

 ß What level of transparency is there in the controller’s/
processor’s privacy information?

 ß Are there easy-to-use tools available for data subjects 
to opt out and restrict unwanted processing?

41 Article 29 Working Party (2014), Opinion 06/2014 on the Notion of Legitimate 
Interests of the Data Controller under Article 7 of Directive 95/46/EC, Directorate C 
of the European Union, https://ec.europa.eu/justice/article-29/documentation/
opinion-recommendation/files/2014/wp217_en.pdf, p. 33. Other informative 
guidance can be found at Guidance on the Use of Legitimate Interests under the EU 
General Data Protection Regulation: Version 2.0 (2018), Data Protection Network, 
https://dpnetwork.org.uk/wp-content/uploads/2018/11/DPN-Guidance-A4-
Publication-17111.pdf.
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 3. Safeguards that are in place or could be put in place: 
the controller should list all the activities taken to 
mitigate the risks to individuals through the processing 
and consider these in the assessment. Are they enough 
or should they be complemented by others?

Balancing all of the above will ultimately result in a residual risk 
to the individual (the data subject), and the level of this risk can 
be used to decide whether the processing is allowed or not. It 
is always up to the controller to demonstrate that its legitimate 
interest overrides the interest or the fundamental rights and 
freedoms of the data subject (Recital 69). Furthermore, it 
must be stressed that the controller should reveal to the data 
subjects all necessary and relevant information about how 
it has determined the balance of interests. This information 
should also be either included or linked in the ROPA.

Examples of common purposes where legitimate 
interest could be used as the legal basis

 y Direct marketing (may apply) (Recital 47)

 y Transmitting personal data in shared administrative 
systems within a group of undertakings (Recital 48)

 y Ensuring network and information security (Recital 
49)

 y Processing for service improvement or developing 
new functions42

 y Online behavioural advertising (if not ‘profiling’ 
under Article 22 of the GDPR)

42 Guidelines 2/2019 on the Processing of Personal Data under Article 6(1)(b) GDPR in 
the Context of the Provision of Online Services to Data Subjects (2019), European 
Data Protection Board, https://edpb.europa.eu/sites/edpb/files/consultation/
edpb_draft_guidelines-art_6-1-b-final_public_consultation_version_en.pdf.
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y Analytics and big data for (certain) customer insights, 
personalised services and content and so on.43

y Fraud prevention (Recital 47)

y Debt collection44

y Sourcing of candidates45

y Recordings of phone calls to call centres46

 Establishment of legal claims47
y

For further reading about legitimate interest, we suggest:

y Processing Personal Data on the Basis of Legitimate Inter-
ests under the GDPR: Practical Cases (Future of Privacy 
Forum and Nymity)48

43 See Article 29 Working Party (2014), Opinion 06/2014 on the Notion of Legitimate 
Interests of the Data Controller under Article 7 of Directive 95/46/EC, Directorate C 
of the European Union, https://ec.europa.eu/justice/article-29/documentation/
opinion-recommendation/files/2014/wp217_en.pdf.

44 ‘What is the “legitimate interests” basis?’ (n.d.), Information Commissioner’s 
Office, https://ico.org.uk/for-organisations/guide-to-data-protection/
guide-to-the-general-data-protection-regulation-gdpr/legitimate-interests/
what-is-the-legitimate-interests-basis.

45 Vägledning: Behandling av personuppgifter enligt Dataskyddsförordningen [Guidance: 
Processing of Personal Data in Accordance with the Data Protection Ordinance] (2020) 
Kompetensföretagen, https://www.almega.se/app/uploads/sites/5/2020/02/
vagledning-gdpr-2020.pdf.

46 According to a decision by the Danish data protection authority, Datatilsynet, 
consent is the only valid legal basis for recording the phone calls of consumers. 
See ‘Forbud til TDC om optagelse af telefonsamtaler uden samtykke’ [‘Prohibition 
on TDC recording telephone conversations without consent’], 2019, Datatilsynet, 8 
April, https://www.datatilsynet.dk/tilsyn-og-afgoerelser/afgoerelser/2019/apr/
forbud-til-tdc-om-optagelse-af-telefonsamtaler-uden-samtykke.

47 Case C-13/16 Valsts policijas Rīgas reģiona pārvaldes Kārtības policijas pārvalde v 
Rīgas pašvaldības SIA ‘Rīgas satiksme’ [2017] ECLI:EU:C:2017:336.

48 G. Zanfir-Fortuna and T. Troester-Falk (2018), Processing Personal Data on the Basis 
of Legitimate Interests under the GDPR: Practical Cases, Future of Privacy Forum and 
Nymity, https://info.nymity.com/hubfs/Landing%20Pages/Nymity%20FPF%20-%20
Legitimate%20Interests%20Report/Deciphering_Legitimate_Interests_Under_the_
GDPR.pdf?hsCtaTracking=9cf491f2-3ced-4f9c-9ffa-5d73a77a773e%7C7469b2ec-
e91c-4887-b5db-68d407654e23.
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 y Guidelines on Automated Individual Decision-Making and 
Profiling for the Purposes of Regulation 2016/679 (Article 
29 Working Party)49

 y Guidance on the Use of Legitimate Interests under the 
EU General Data Protection Regulation: Version 2.0 (Data 
Protection Network)50

 y ‘How do we apply legitimate interests in practice?’ 
(Information Commissioner’s Office)51

 y Opinion 06/2014 on the Notion of Legitimate Interests of 
the Data Controller under Article 7 of Directive 95/46/EC 
(Article 29 Working Party)52

DPO’s tips

 y It is good practice to use a legal basis other than 
consent if possible. For example, in many situations 
it is possible to base your processing on contractual 
fulfilment.

 y Don’t be too hesitant to use legitimate interest 
as the legal basis. As long as you make sure that 
your organisation has done a proper LIA, legitimate 
interest is, in fact, a very solid legal basis.

49 Article 29 Working Party (2018), Guidelines on Automated Individual Decision-Making 
and Profiling for the Purposes of Regulation 2016/679, Directorate C of the European 
Commission, http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49826.

50 Guidance on the Use of Legitimate Interests under the EU General Data Protection 
Regulation: Version 2.0 (2018), Data Protection Network, https://dpnetwork.org.uk/
wp-content/uploads/2018/11/DPN-Guidance-A4-Publication-17111.pdf.

51 ‘How do we apply legitimate interests in practice?’ (n.d.), Information 
Commissioner’s Office, https://ico.org.uk/for-organisations/guide-to-
data-protection/guide-to-the-general-data-protection-regulation-gdpr/
legitimate-interests/how-do-we-apply-legitimate-interests-in-practice.

52 Article 29 Working Party (2014), Opinion 06/2014 on the Notion of Legitimate Interests 
of the Data Controller under Article 7 of Directive 95/46/EC, Directorate C of the 
European Union, https://www.dataprotection.ro/servlet/ViewDocument?id=1086.
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ROLE OF SUPERVISORY AUTHORITIES

Article 51 of the GDPR considerably strengthened all EU data 
protection authorities (appointed as supervisory authorities 
under the GDPR).53 Most notable is their ability to uphold 
the rights and freedoms of data subjects by imposing much 
stronger sanctions than before. One well-known example is 
the high fines that supervisory authorities have the power 
to impose, but other powers can under some circumstances 
have even more impact on businesses and organisations. 
This section briefly examines the new role of the supervisory 
authorities as well as how they collaborate.

To ensure that the authorities can act independently and 
efficiently in the use of their powers, the GDPR declares that 
each authority should be provided with the necessary financial 
and human resources (Recital 120). Furthermore, the authority 
should in the exercise of its tasks, including using its powers, 
act completely independently. The members of the authority 
should also act independently of outside influence and only in 
accordance with internal instructions.

According to Article 57 of the GDPR, a supervisory authority 
has a variety of different tasks. Broadly speaking, these can 
be divided into three main areas: 

 y monitoring and enforcing the GDPR; 

 y promoting and creating public awareness; 

 y advising and helping relevant stakeholders, such as the 
national parliament, data subjects and data controllers. 

In this section, we will only look at the powers of the 
authorities that are likely to have the most significant impact 
on controllers and processors.

53 Most member states have more than one data protection authority, but only one of 
these is a supervisory authority according to the GDPR. See the final section of the 
chapter for more information.
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The powers of the supervisory authorities are outlined in 
Article 58 of the GDPR. They are divided into three categories: 
investigative powers, corrective powers, and authorisation and 
advisory powers.

Investigative powers

The authorities have been given very far-reaching investigative 
powers to enable them to fulfil their task of monitoring 
compliance (see Figure 1.1). First of all, they have the power 
to order a controller or processor to provide all information 
the authority requires. The authority also has the right to 
obtain access to the premises of the controller or processor, 
the on-site equipment used for processing the personal data, 
all personal data on the equipment, and all other relevant and 
necessary information.

An investigation may be triggered by a complaint from a data 
subject, by a news article or by the controller reaching out 
to the supervisory authority for help with something. It may 
also be triggered by some new technology the authority 
sees as leading to high-risk processing. Increasingly, we are 
seeing that the supervisory authorities are proactive and are 
performing industry-wide thematic enforcement actions – for 
example, relating to profiling in a loyalty programme, access 
restrictions in patient data in healthcare, or the use of consent 
in adtech. Many authorities publish their enforcement plans 
for the coming period on their website.

An investigation will normally be called a ‘survey enforcement 
action’ and will start with a set of questions to the controller 
or processor. If the answers are satisfactory, the case will 
be closed or a decision of correction will be imposed. If the 
answers are not satisfactory, the next step may be an on-site 
audit. These steps may also be combined from the beginning. 
The initial questions are likely to be sent via letter, and the 
letter may also request an on-site visit. You will be able to 
tell from the letter what the scope of the audit will be, as the 
questions and subject of the audit will be specified.
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Figure 1.1 Overview of the two main enforcement 
processes of the supervisory authority

• Letter of enforcement action

• Field supervision

• Protocol

• Opinion of protocol

• Possible supplementary information

• Decision

• Press communiqué

• Appeal

• Request for opinion

• Answer received

• Possible supplementary information

• Decision

• Press communiqué

• Appeal

Note: bold text indicates tasks performed by the DPO.

Desk supervision
(i.e. remote supervision)

Field supervision
 (i.e. on-site investigation)

As the supervisory authorities’ powers of investigation have 
been strengthened and it is anticipated that on-site audits 
will become more common, it is wise to prepare a manual 
setting out your processes and giving details of your team 
and communication plan, in case of enforcement action. 
Most important, however, is that the team managing the 
investigation should be trained and the lines of communication 
should be open.

During the enforcement action, the authority will ask questions 
to gauge the existence of any extenuating or aggravating 
circumstances, such as:

 y How did you purchase IT service X?

 y How did you ensure all requirements were met?

 y Have you been able to make requests relating to the 
technical design?

 y What issues have you raised with the supplier?

 y What mitigating actions have you implemented?

 y What was your turnover last year according to your latest 
adopted annual report (for the company subject to the 
enforcement action and for its parent company)?
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You should prepare for the audit thoroughly to enable you 
to provide clear answers and documentation to support 
your positions. Much is at stake here, and the formal actions 
that an authority may take are detailed in the next section. 
However, organisations may also face commercial liability 
in contracts, risk being disqualified or sanctioned in publicly 
procured contracts, experience detrimental effects on their 
existing insurance cover, and risk negative publicity and loss 
of customers.

Tips for managing an investigation by a supervisory 
authority

 y Be proactive and present your actions so far 
concerning the issue at stake – for example:

 ß DPIA

 ß Mitigating actions implemented

 ß Alternatives explored

 y Have clear roles and keep everyone involved:

 ß Define roles early on

 ß The core team will consist of you as the DPO, 
external legal experts, and business and system 
experts

 y Manage expectations from the very beginning:

 ß Set initial expectations and mandate with top 
management

 ß Have regular check-ins with management

 y Upon receiving the letter notifying you of 
enforcement action:

 ß Check the scope of the inspection
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 ß Check the mandatory documentation (i.e. the 
formal information provided by the authority 
setting out details of the action, such as its scope)

 ß Identify relevant documentation

 ß Check whether there are any hints of 
misunderstandings of your organisation or its 
business practices

 y Field supervision (meaning an enforcement action 
where the supervisor requires access to the 
organisation’s physical location and hardware/
systems) including review of IT systems:

 ß Make it easy

 ß Prepare everything

 ß Rehearse

 ß Summarise

 y Receipt of protocol (i.e. a document sent by the 
authority containing facts they collected during the 
on-site investigation):

 ß Check the accuracy of the supervisory authority’s 
protocol from the field supervision

 ß Are there any misunderstandings?

 y Preparation of your opinion on the protocol:

 ß This is of high importance for the organisation 
and will affect the outcome of the audit

 y Supplementary information:

 ß Be proactive

 ß Keep an inventory of documents provided

 ß Manage any applicable protection processes 
to ensure confidentiality and avoid sharing 
privileged information with the authority
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Corrective powers

There are three main corrective categories of powers an 
authority can use: 

 y issue warnings or reprimands; 

 y order the controller or processor to take a specific action; 

 y impose an administrative fine.

It is worth noting that some countries have chosen to include 
criminal liability for representatives of the organisation, such 
as the board of directors and CEO. The UK is one of these 
countries: the Data Protection Act (2018) criminalises alteration 
of personal data to prevent disclosure or re-identification of 
de-identified personal data, and it covers directors’ liability. In 
May 2018, the UK enforcement authority stated: ‘The ICO will 
continue its civil and criminal investigations and will seek to 
pursue individuals and directors, as appropriate and necessary 
even where companies may no longer be operating.’54

Warnings and reprimands
Warnings can be issued before processing starts if an authority 
believes the intended processing is likely to be in breach of the 
GDPR. Reprimands can be issued after processing has started 
or taken place if the authority considers the organisation to 
have been in breach of the GDPR. Reprimands are possible 
only for minor violations and were used during the first year 
of the GDPR as a show of leniency from the DPAs.

Order to take a specific action
An authority can order a controller or processor to take 
specific actions, including to honour a data subject’s rights. 
For example, it might order the release of data after a data 
subject request, or order an organisation to communicate a 
personal data breach to all affected data subjects.

54 Reuters Staff (2018), ‘UK data regulator says to keep investigating Cambridge 
Analytica after closure’, Reuters, 2 May, https://uk.reuters.com/article/uk-facebook-
privacy-britain-data/uk-data-regulator-says-to-keep-investigating-cambridge-
analytica-after-closure-idUKKBN1I32UQ?rpc=401&.
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Other actions that can be imposed on a controller or processor 
may have more far-reaching implications. For example, an 
authority can order a controller or processor to change its 
processing in a specific way to comply with the GDPR. Such 
changes could involve reconstructing the infrastructure, 
changing sub-processors, not processing specific data or 
deleting all data obtained using the unlawful basis.55 The order 
can be accompanied by a deadline. An authority can also order 
a controller or processor to rectify specific data about a data 
subject.

The power of the authorities that most organisations should 
fear the most is the power to order a temporary or definitive 
limitation or even a ban on processing. This will in many 
cases call a halt to a business, at least if the processing is 
business critical. On the plus side is that such a ban should 
not come as a surprise or straight out of the blue. As stated 
above in the section on investigative powers, an investigation 
normally starts with a written communication containing a set 
of questions.

Administrative sanctions under Article 83
Fines may be combined with any of the other enforcement 
actions or be imposed as lone sanctions. Article 83 of the 
GDPR (and the accompanying guidelines) thoroughly outline 
how fines are calculated and what sorts of infringement of the 
GDPR are subject to fines.56

The largest fine possible is 20 million euros or 4% of the 
organisation’s global annual turnover, whichever is highest. In 
contrast to what is sometimes stated, there is no fixed limit on 
the amount. It could be much higher than 20 million euros for 
companies with a high annual turnover.

55 The CNIL ordered the deletion of a large database that contained data that was 
found to be illegitimate and that had been collected by Vectuary without a legal 
basis. See ‘Décision MED-2018-042’ (2018), Commission Nationale de l’Informatique 
et des Libertés, https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000037594451.

56 Article 29 Working Party (2017), Guidelines on the Application and Setting of 
Administrative Fines for the Purposes of the Regulation 2016/679, Directorate C 
of the European Commission, https://ec.europa.eu/newsroom/just/document.
cfm?doc_id=47889.
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This may sound alarming; however, before an authority 
imposes a fine, it must consider a list of circumstances, and 
many of these may swing the situation in the organisation’s 
favour. Firstly, the authority will consider the severity of the 
infringement – for example, the number of affected data 
subjects, the kind of personal data being processed and the 
duration of the infringement. Secondly, it will consider what 
actions the controller or processor has taken to mitigate the 
negative impact on the data subjects – for example, were 
adequate safeguards implemented, and was the infringement 
stopped immediately after discovery? Thirdly, it will consider 
other circumstances – for example, was the infringement 
intentional, was it done to gain money and were multiple 
provisions of the GDPR breached?

Having taken all of the circumstances into consideration, 
the authority will decide on the best power to use, and fines 
will only be levied if they are effective, proportionate and 
dissuasive. For an overview of the GDPR’s administrative 
sanctions, see the GDPR Enforcement Tracker (https://www.
enforcementtracker.com).

An interesting aspect of the legislation is that the supervisory 
authorities will in the future be required to co-ordinate 
regarding their pending decisions to award administrative 
sanctions, to ensure a harmonised approach. Initially, we have 
seen quite a spread in what the different authorities have 
considered worthy of an administrative sanction, and fines 
themselves have varied considerably.

Authorisation and advisory powers

Each supervisory authority has within its power to approve 
codes of conduct and other certification schemes laid out in 
the GDPR, such as binding corporate rules. It is anticipated 
that different industries will come up with their own codes 
of conduct and have them accredited by the authorities. If an 
organisation later relies on such an accepted code of conduct 
and processes data in accordance with it, the organisation 
should be considered to be compliant with the GDPR.
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All supervisory authorities also have the power to issue their 
own guidelines and opinions on data protection matters. They 
can also advise controllers that seek prior consultation on a 
specific processing activity (see Chapter 2).

The lead supervisory authority and the one-stop-
shop mechanism

One of the big selling points of the GDPR that the legislators 
used during discussions with representatives of the private 
sector before the regulation was introduced was the so-
called one-stop-shop mechanism. As it was reported, the 
one-stop-shop mechanism would enable company groups 
with subsidiaries in multiple EU member states to only deal 
with one supervisory authority, called the ‘lead authority’. 
If a specific processing activity was ‘cleared’ by the lead 
supervisory authority (after consultation with all other relevant 
authorities in other member states), the processing would be 
deemed legal in all member states.

The idea of a one-stop shop is manifested in Article 56, where 
it is stated that the supervisory authority in the country where 
the company group has its main establishment57 is deemed 
competent to act as the lead supervisory authority for cross-
border processing. There are some exceptions to this rule and 
the GDPR contains several provisions that lay out the details 
of how the supervisory authorities in the member states 
should co-operate.58 The main rule for co-operation is that 
the lead supervisory authority should co-operate with the 
authorities in EU countries where the controller or processor 
has an establishment or with affected data subjects. In all 
cases, the lead supervisory authority must co-operate with a 
relevant authority in an EU country if a data subject has filed a 
complaint in that member state.

57 If a company is only present in one country, that is by nature considered to be the 
location of its main establishment.

58 These are not outlined in this book but can be found in Chapter 7 (Articles 60–76) of 
the GDPR.
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The co-operation of supervisory authorities is especially 
important when the lead supervisory authority is about to 
decide the nature of an enforcement action, since that decision 
will have a binding effect for the controller or processor in 
all member states. Therefore, the lead authority must, before 
such a decision is taken, involve and co-ordinate with all the 
supervisory authorities concerned in the decision-making 
process.

From the DPO’s perspective, it is probably wise to have a 
presence in the country of the lead supervisory authority 
as well as in all other relevant countries. For example, your 
organisation could appoint privacy champions or give other 
local employees special training and assignments.

DPO’s tips

 y Set up a basic team and process for how to manage 
any contact from the authorities.

 y Be proactive. Check whether your organisation is 
likely to be the focus of a planned enforcement 
action by reviewing your lead supervisory authority’s 
published enforcement action plan. Synchronise 
your overall priorities and planned data protection 
activities with the relevant enforcement objectives 
of your supervisory authorities.

 y Be proactive with the key suppliers you use and 
ensure you keep track of the relevant documentation 
on how you have instructed them.

SUMMARY

In this chapter, we have explained the basics of data protection 
and the GDPR – for example, data protection concepts (such 
as personal data, data controller and legal basis), GDPR 
definitions and other legal fundamentals. We have also  
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outlined what a supervisory authority is and what powers it 
has. All of this is of great importance to understand before we 
proceed with describing your role as the DPO, and later the 
various data protection processes in an organisation.
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