


The past few years has seen transformative changes in privacy, particularly in the 
UK, where GDPR and Brexit have created a host of new and potentially divergent data 
protection laws. In this book, Stewart and his team distil several decades of accumulated 
privacy, data protection and information governance experience and know-how into 
a guide that’s essential reading for data protection newcomers and experienced 
practitioners alike.

Toby Hayes FBCS CITP FIP CIPP/E CIPM

An ideal resource and must read for new and seasoned privacy practitioners, 
Data Protection and Compliance provides a comprehensive overview of UK privacy 
requirements together with a practical focus on hot topics and emerging issues to 
watch out for. Uniquely, the book helps the reader understand how the breadth of the 
legal, policy and practical requirements all fit together with a contextual summary and 
tables, untangling the deluge of privacy data.

Vivienne Artz OBE, NED, GLEIF, former CPO LSEG/Refinitiv/Thomson Reuters

Stewart Room and his team apply their extensive knowledge of data protection law and 
practice to provide an invaluable resource on data protection that rightly goes beyond 
interpreting and understanding the law, and unpacks what this means on the ground 
for compliance leaders and their advisors. Full of practical insights on governance, risk 
and compliance in the data protection domain, every DPO should have this on their desk!

Stephen Deadman, VP, DPO, Meta

In a rapidly expanding digitised global economy, this book is a must-read and a go-to 
resource for legal and privacy professionals and all others interested in this field. 
Seeing data processing as a power for good, it contains a wealth of legal knowledge 
and practical insights into the key issues within the world of data protection. Highly 
recommended.

Olivia Shirville CIPP/E CIPM, Lead Privacy Counsel (EMEA), Aon

One of the biggest challenges to data protection law is how to effectively operationalise 
compliance and manage risk effectively within an evolving business structure. This 
book shows appreciation for this challenge and provides clear methods and concepts 
to address it. Operational landscape of data protection is summed up concisely and the 
concept of ‘Technology Reference Architecture’ linked to Privacy by Design, is incredibly 
insightful and relevant for businesses. I recommend this book for all data privacy 
practitioners, including in-house lawyers.

Nargis Hassani, Solicitor

Data Protection and Compliance tackles a rapidly evolving and complex regulatory 
landscape, in an easy to understand and practical manner. With data driving the digital 
evolution for most organisations, the ability to comprehend and apply an appropriate 
compliance framework, with respect to people, processes and systems, is increasingly 
challenging. For those organisations putting data at the heart of their business strategy, 
this is a comprehensive resource, which pulls together a wealth of subject matter 
expertise, tried and tested practical compliance approaches and useful insights into 
the rationale behind the legislation. Highly recommended.

Janine McKelvey, BT General Counsel – Digital & Innovation,  
BT Group Data Protection and Ethics Officer



There are many misconceptions about what is and isn’t data protection, alongside the 
misinformation and scaremongering that arose in the early days of the GDPR. This book 
distils the considerable knowledge of its author and fellow contributors to deliver the 
key facts with clarity, supported with reference to landmark cases and regulatory texts. 
The chapter on Operational Data Protection is a timely reminder that data protection is 
people, paper (processes) and technology, and that all three are required to be effective.

David Francis CIPP/E CIPT CIPM, Group Data Protection Officer, Canopius

Stewart Room and his co-authors have certainly discovered the special sauce when 
seeking to create a book that will appeal to so many. Data Protection and Compliance, 
2nd edition, is truly inimitable amongst a minefield of technical, legal, and business 
publications on data protection and privacy. Taking the reader on a journey through 
history to providing practical operational advice is not only educationally important but 
also invaluable to practitioners across the multidisciplinary spectrum, regardless of 
their sector or experience.

Jane Wainwright, Director, Office of the Data Protection Officer, Meta

The fourth industrial revolution is upon us. Data Protection and Compliance provides a 
timely and thorough orientation of the regulatory landscape but then importantly turns 
to the pragmatic steps that must be taken to operationalise data protection. While the 
explanations of the laws are comprehensive, the book embraces the notion of data 
protection as a foundation for accelerating innovation – seminal reading for all data 
practitioners.

Jason du Preez, CEO, Privitar

Data Protection and Compliance provides a clear and practical guide to the 
operationalisation of the GDPR. It outlines a structured and measured approach that 
doesn’t focus on compliance for compliance sake, but encourages doing the right thing 
for the benefit of both the processing organisation and the data subject. It will serve as 
a useful reference manual on the bookshelf of any data protection professional.

Lisa Townsend CIPP/E CIPP/US CIPM, DPO, Wella Company

An invaluable source of astute guidance and pragmatic advice from one of the leading 
practitioners in this area as he leads you through the world of data protection and 
compliance in a way that demystifies the complexities of the subject matter. This book 
justifies a spot on the bookshelves of anyone practicing the law of data protection or just 
seeking to understand this area and how it impacts your day-to-day life.

John Skelton, General Counsel (Shared Specialist Services) &  
Group DPO, Centrica plc

Data Protection and Compliance is the book you need to bridge the gap between 
current legal developments and the practical steps companies can take to implement 
a successful data protection programme. The book offers something for everyone, 
whether you’re starting out in data protection or an experienced practitioner looking to 
fine tune your data protection compliance programme.

Andrea Chard LLM LLB BA, Group Data Protection Officer, easyJet

This is your ‘one-stop shop’ resource for data protection guidance! This book effortlessly 
and coherently brings together the legislative and relevant case law on data protection 
into a well-structured and easy to follow book. This is a must have for any data protection 



professional looking to operationalise and embed data protection compliance within an 
organisation through a risk-based approach.

Harrison Barrett CIPM CIPP/E, Deputy Data Protection Officer, Canopius

Cuts nicely through the ‘noise’ of data protection regulation and developments, making 
this a uniquely comprehensive guide for any practitioner wanting to understand data 
protection practices better. The book provides detail where it needs to, and is succinct on 
more straightforward topics. The handy ‘tables’ are a useful ready-reckoner that moves 
the fingertips to the nub of the topic in an instant, a winner for the busy privacy team!

Sonal Khimji FIP CIPM CIPP/E, Director and Founder, Omnigov Limited

This revised edition of a venerable classic is a welcome addition to the reference library 
of data protection professionals navigating the landscape of data protection in the UK, 
post-Brexit.

Daragh O Brien FICS IAPP FIP, Managing Director, Castlebridge

Data Protection and Compliance is an excellent resource for anyone working in a data 
protection role. It’s a rare text that balances theory, practical application and the social 
and political context in which the legal and regulatory framework is developing; key to 
designing and implementing an effective, risk-based approach to operationalising data 
protection. I’d highly recommend Data Protection and Compliance as a solid addition to 
anyone’s data protection bookshelf.

Naureen Hussain, Director of Data Estate, Virgin Media O2

An indispensable book for data protection practitioners. The text includes exceptional 
detail, historical context, and relatable, pragmatic insights for this vast and complicated 
field. The style is approachable and delivers accessible, common-sense tables and 
summaries that will be the go-to resource for those advising businesses. A particularly 
useful reference for in-house privacy professionals as we face the ‘regulatory bear 
market’ and the need to push privacy into the very fabric of our electronically mediated 
lives. Well done, Stewart and team! You have re-forged a much-needed tool for our 
increasingly complex world with this edition.

Eric Heath, Chief Privacy Officer and Deputy General Counsel, Ancestry

An excellent guide to data protection and compliance. Takes the reader through an easy 
to follow journey to achieve and maintain regulatory compliance. Naturally focuses on 
GDPR but keeps relevant to other international laws. Illustrates the impact of Brexit, 
highlights issues of data sovereignty and discusses challenges with global data 
processing in an increasingly digital world. A great reference for ins and outs of data 
protection law and regulatory compliance, as well as for dealing with consequences of 
non-compliance and data breaches.

Ashish Bhatt, Information and Data Management Officer,  
Queen’s University Kingston, Ontario, Canada

Data Protection and Compliance: Second edition is a must have companion for anyone 
involved in the data protection or compliance space. It begins with a useful introduction 
to data protection itself, the link into the General Data Protection Regulations (GDPR) and 
the Data Protection Act 2018 (DPA), providing an easy-to-read breakdown of the many 
complexities and challenges that organisations face when collecting, processing, and 
managing personal data. The book is full of useful guidance, advice, and good practice 
that all organisations should follow and is thoroughly recommended.

Jim Fox CISM MBCS, Cyber & Information Security Risk Management Executive
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PREFACE

I wrote the preface to the first edition of this book in May 2006. Back then Facebook 
wasn’t publicly available; the iPhone wasn’t on the market; the phrase cloud computing 
hadn’t been coined; the UK hadn’t adopted its first national cybersecurity strategy; phone 
hacking hadn’t become a public scandal; Edward Snowden hadn’t made his disclosures 
about mass surveillance; Max Schrems hadn’t embarked upon his challenges to EU–
USA data transfers; the AdTech industry was still in its infancy; the IAPP was of limited 
influence; AI was still a topic mainly for the science fiction books; there was no AFR 
or blockchain; DPOs were fringe roles in the public sector; there were no OneTrusts, 
BigIDs, Privitars or privacy tech unicorns; there was no compensation claims industry 
for personal data breaches; China hadn’t become a global superpower; Russia wasn’t 
using social media to disrupt Western democracies; Donald Trump’s supporters hadn’t 
stormed The Capitol; the UK was still in the EU; there was no Covid, contact tracing apps 
and vaccine passports; and, of course, there was no GDPR.

And I hadn’t joined Fieldfisher, or PwC, or DWF.

Things will always change, for better or for worse, but to my eyes, at least, there have 
been two solid constants throughout the years since I last put pen to paper for this book.

Firstly, I still believe that the principles and rights of data protection remain essential 
beacons for civil liberties. As a young man at university, I watched with joy and relief as 
the Berlin Wall came crashing down, people freed from tyranny. As a middle-aged man, 
I am appalled and scared by the rise in populism, nationalism and demagogues that we 
have witnessed over recent years, including in the West and in my country. We need to 
protect and defend our rights. We need to stay invested in data protection.

Nevertheless, data protection should not be about a negative voice. Data processing is 
a power for good. It can improve lives and enrich societies in countless ways. If we get 
data protection right, the law is never going to stand in the way of advances using data. 
Despite what some people may claim, data protection has never acted as a barrier to 
innovation. Conversely, personal data is not the new oil. If you are saying that, move on 
and get some originality. 

Secondly, you will always know who your friends and team are. I will come back to that 
shortly.

So what is this book about? In short, it provides the authors’ insights into key issues 
within data protection and how to operationalise them. There are limitations on what 
we can do in print. Undoubtedly, we have missed out many things. However, the 
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book builds on decades of real-world, multidisciplinary experiences helping clients 
to deliver meaningful and measurable operational change and reduction of risk, as 
well as fire-fighting problems during incident response, regulatory investigations and 
civil and criminal litigation, so you can be confident that the ideas expressed here for 
operationalisation are tried and tested.

Data protection means nothing if it is not operationalised. However, too many 
organisations are not doing enough to deliver meaningful outcomes. Part of the problem 
is that there are naked empires in parts of society and the economy, where cultures 
of conceit, flattery and concealment hide the reality of what is really going on within 
business operations. The emperors, who are not properly clothed, expose us, their 
colleagues and their organisations, to risks of considerable harm by not taking data 
protection seriously enough. This is going on in plain sight. It does not take a little boy 
at a parade to point out the obvious. Send a data subject access request and you might 
see some of the truth for yourself. To stress, this is not all organisations. I have worked 
with a countless number of excellent businesses over the years that are making a real 
effort and trying to do the right thing. However, if you want to take your organisation on 
a journey of good practice, I offer these suggestions, which are discussed in this book: 

 1. Focus on desired outcomes, not simply outputs such as structures and artefacts.

 2. Remember that the whole point of data protection is operational adequacy, to 
minimise the risks to rights and freedoms of individuals.

 3. To deliver operational adequacy, you should take account of your special 
characteristics and those of your data subjects, as well as the risks of adverse 
scrutiny that your organisation faces.

 4. It is impossible to deliver operational adequacy without going on The Journey to 
Code. Meaningful and measurable outcomes for data protection must be achieved 
across all layers of your organisation, including in technology and data themselves. 

 5. Beware the Regulatory Bear Market. There are many challengers and scrutineers 
who have regulatory powers and effect. They can cause immense disruption and 
inflict real pain. You need to understand the motives and drivers of them all, not 
just the statutory regulator.

 6. Recognise that a compensation-claims market has developed. Things are likely to 
get worse before they get better.

 7. Data protection needs to be a matter of core business purpose, not an afterthought. 
The ESG agenda should help with that.

 8. Build a risk to rights and freedoms calculator. You cannot understand the range of 
possible harms that can result from unmanaged data processing without this.

 9. Never give up. Perhaps think about the people you love and the society you want to 
live in and do it for them. Read Orwell’s Nineteen Eighty-Four if you need reminding 
why this is important stuff.

 10. Don’t be afraid of data processing. It is a power for good. An optimistic spirit is 
sometimes needed, but there is more to be positive about than you might imagine. 
Remain balanced at all times, however.
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In light of all that, I want to share some thoughts on the UK government’s plans for data 
protection. These are contained in a consultation paper issued by the Department for 
Digital, Culture, Media and Sport dated September 2021, thus too late for discussion 
in this book. As an initial point, the proposals do not render this book irrelevant! HMG 
seems to be committed to retaining most of the GDPR.

I believe that we should approach the proposals with a balanced and open mind. The 
GDPR is not perfect by any stretch of the imagination. I do not see the proposals to do 
away with data protection impact assessments, compulsory data protection officers 
or records of processing activities as being unnecessarily retrograde, especially when 
the proposal to introduce a legal obligation to maintain data protection programmes 
is kept in mind, which I expect will deliver essentially the same outcomes, but with 
different labels. I also think that if we can move away from some of the bureaucracies 
that the GDPR involves, we might end up with better data protection outcomes in the 
end. I certainly do not see the proposals as constituting a let-off for business. In fact, it 
looks as if business will end up with a tougher enforcement environment to deal with 
if the proposals to increase PECR fines and introduce s.166 notices for breaches come 
to fruition. 

My concerns with the proposals are about data subject rights, the independence of 
the Information Commissioner’s Office and the risks associated with exponentially 
increasing the speed of innovative personal data use for economic growth reasons. 
I believe that government should tread carefully in these areas. Citizens should not be 
disenfranchised from their rights due to economic reasons; the regulator should never 
be beholden to the whims of government policy; and the use of personal data to drive 
growth needs to be properly thought through, on a case by case basis.

Furthermore, I am concerned about the wider context in which the proposals sit. The 
country has been through unprecedented upheavals with Brexit and the COVID-19 
pandemic and we are not yet at the end of the line. I am concerned about the quality of 
policy creation in government; the apparent lack of an effective opposition; and the fact 
that we have endured an unprecedented circumvention of our civil liberties through 
lockdowns and social distancing. I believe that we need to pause for thought, before we 
experiment further with our rights on a mass scale.

Now that is out of the way, I turn to my second point. You will always know who your 
friends and team are. Therefore, I want to pay tribute to some of mine, who have been on 
the data protection journey with me over the past couple of decades, or who have inspired 
me. These are my former teammates and colleagues at Rowe Cohen, Fieldfisher and 
PwC, my teammates and colleagues at DWF, my friends and colleagues in the wider data 
protection and cybersecurity profession, and my clients. At Rowe Cohen, in particular I 
would like to thank Emily Chantzi. At Fieldfisher, Eduardo Ustaran, Mick Gorrill, Antonis 
Patrikios, Victoria Hordern, Sam Sayers, Brian Davidson, Olivia Shirville and Michelle 
Levin. At PwC, Jane Wainwright, Jay Cline, Jane Foord-Kelcey and Mick, Sam and Brian 
again. In the wider community, Mike Pritchard, Mark Saville, Ian Walden, Judy Baker, Sir 
Edmund Burton and Tim Pitt-Payne QC, my friends in the US, Ron Wills and Eric Heath, 
and my Nadpo and Cyber Security Challenge colleagues over the years and friends in 
the IAPP and the Data Protection World Forum. Client thanks go to Raj Roy and Stephen 
Deadman and, more recently, Caroline Withers, John Skelton, Phil Clancy, Kim Thomson, 
William Monelle and Andrew Howarth.
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On the inspirational front, Professor Lawrence Lessig, Edward Snowden, Max Schrems 
and Ann Cavoukian stand out for me.

I would also like to thank my fellow authors, Jamie Taylor, Michelle Maher, Ben Johnson, 
Niall O’Brien and Adam Panagiotopoulus; Toby Hayes, for helping to steer the manuscript 
forward (you have made an enormous contribution) and Ian Borthwick and Rebecca 
Youé, my publishers at BCS (thanks for your patience).

Big thanks also to my clients and friends who offered to review the final draft: Jason Du 
Preez, Naureen Hussain, Andrea Chard, David Francis, Harrison Barrett, Vivienne Artz 
OBE, Nargis Hassani, Lisa Townsend, Janine McKelvey, William Malcolm, Martin Kostov, 
(and, again) Stephen Deadman, Jane Wainwright, John Skelton, Eric Heath, Phil Clancy 
and Olivia Shirville.

Most of all, I would like to thank James Drury-Smith, Tuğhan Thuraisingam, Mark Hendry, 
Richard Hall, Shervin Nahid and Simon Davis, the other co-authors of this book, who 
joined me at DWF from our former firm. I’ve helped to build market-leading practices 
before, but what we have done together, with our new colleagues at DWF, in 18 months, 
mostly in lockdown, is truly remarkable: we started a new practice, got it ranked in both 
Legal 500 and Chambers UK at the first time of asking and we’ve written this book. You 
have exceeded all of my expectations, by miles. You are the best of the best!

The final thanks go to my wife, Samantha, and our daughters, Annabel and Antonia. You 
put up with a heck of a lot (not just my guitar addiction).

People who know me well will remember this one: if Elvis were alive today, he would 
be a data protection professional. It is a great time to be doing what we are doing. Best 
wishes to everyone working in this space and keep up the good work.

Privacy Rock ‘n’ Roll!

Stewart Room
Hadley Wood, London
October 2021
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PART I
THE BIG PICTURE
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1 INTRODUCTION TO DATA PROTECTION

Stewart Room

This chapter acts as the foundation stone for all the issues discussed in this book. 
It introduces the core aims and objectives of data protection; explains how the topic 
relates to the right to privacy; provides illustrations of some of the critical priorities in 
this area; and identifies the main sources of law.

WHAT IS DATA PROTECTION?

The idea of ‘data protection’ can be looked at in several ways. In an operational sense, 
it means achieving predefined outcomes during the collection, use and storage of 
personal data, which is called ‘data processing’. In a legal sense, it means the regulatory 
framework that governs these activities. In a colloquial and limited sense, it is sometimes 
viewed as a synonym for the security of data, but this would not be representative of the 
established European view of things.

Taking the General Data Protection Regulation 2016 (GDPR) as a starting point, the title 
of this legislation clarifies that data protection means ‘the protection of natural persons 
with regard to the processing of personal data and … the free movement of such data’. 
Recital 6 of the GDPR summarises the issues perfectly.

GDPR R.6 – Goals of data protection

Rapid technological developments and globalisation have brought new challenges 
for the protection of personal data. The scale of the collection and sharing of personal 
data has increased significantly. Technology allows both private companies and 
public authorities to make use of personal data on an unprecedented scale in order 
to pursue their activities. Natural persons increasingly make personal information 
available publicly and globally. Technology has transformed both the economy and 
social life, and should further facilitate the free flow of personal data within the 
Union and the transfer to third countries and international organisations, while 
ensuring a high level of the protection of personal data.

3



DATA PROTECTION AND COMPLIANCE

DOES DATA PROTECTION MEANS PRIVACY?

To emphasise a point that is implicit within the title of the GDPR but not always obvious, 
the topic of data protection is not simply about the concept of privacy. In fact, many 
aspects of the law cut through the concept of privacy, such as the support that it gives to 
sharing of personal data in the public interest, that is, without the consent or permission 
of the person whose data are affected. 

However, the modern concept of data protection does have its historical root in privacy 
law. This is demonstrated by the text in the Council of Europe Resolution (73) 22, 
explanatory report box, which is from the Council’s 1973 Resolution on private sector1 
data banks. The 1973 Resolution was a landmark event in data protection, as it provided 
one of the first statements of the data protection principles: the principles are the 
foundation stone upon which all forms of data protection law are built. It was followed 
in 1974 by a companion resolution for the public sector.2

Perhaps the best way to look at how privacy relates to the topic of data protection is 
to see it as being a very significant part of the topic, but the topic is much bigger than 
privacy. Due to the significance of the topic of privacy within data protection, it is worth 
looking into it a little further at this stage.

Council of Europe Resolution (73) 22, explanatory report

 1. It is generally recognised that the development of modern science and 
technology, which enable man to attain an advanced standard of living, brings 
in its wake certain dangers threatening the rights of individuals. This is the 
case, for instance, with the utilisation of new techniques for surveillance or 
observation of persons and for compiling and processing data pertaining to 
them, 

 2. A survey, conducted in 1968–70 by the Committee of Experts on Human Rights 
of the Council of Europe, on the legislation of the Member States with regard 
to human rights and modern scientific and technological developments has 
shown that the existing law does not provide sufficient protection for the 
citizen against intrusions on privacy by technical devices …

 3. A particular new source of possible intrusion into privacy has been created 
by the rapid growth and popularisation of computer technology. The purposes 
which computers are increasingly serving in the public and private sectors are 
by themselves not basically different from those served by more traditional 
forms of data storage and processing.

1 Resolution (73) 22 on the Protection of the Privacy of Individuals vis-à-vis Electronic Data Banks in the Private Sector.

2 Resolution (74) 29 on the Protection of the Privacy of Individuals vis-à-vis Electronic Data Banks in the Public Sector.
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What is privacy?

There are many philosophical threads of ideas within the right to privacy, which cover 
concepts such as ‘the right to be let alone’,3 through to the concept of personal data 
protection within the GDPR. 

The right to privacy was crystallised within the European Convention on Human Rights 
(ECHR) in 1950 (see Article 8) and was restated by the EU Charter of Fundamental 
Rights in 2012 (see Article 7). In the UK the right to privacy has developed into a tort 
known as the tort of misuse of private information, a civil law right, breach of which is 
actionable in court and compensatable in damages. Table 1.1 sets out the wording of 
the right to privacy as it has crystallised within pan-European law.

Table 1.1 The right to privacy

European Convention on Human Rights Charter of Fundamental Rights of 
the European Union

Article 8: 

Right to respect for private and family life

1. Everyone has the right to respect for his 
private and family life, his home and his 
correspondence.

2. There shall be no interference by a public 
authority with the exercise of this right except 
such as is in accordance with the law and 
is necessary in a democratic society in the 
interests of national security, public safety 
or the economic well-being of the country, 
for the prevention of disorder or crime, for 
the protection of health or morals, or for the 
protection of the rights and freedoms of others.

Article 7:

Respect for private and family life

Everyone has the right to respect 
for their private and family life, 
home and communications.

Are there exceptions to the right to privacy?

The right to privacy is not an absolute right. As shown by Article 8.2 of the ECHR, privacy 
can be interfered with, if the interference is authorised by law and is necessary and 
proportionate. This means that when questions about interferences with privacy come to 
be judged, a balancing act must be performed to understand both the legal justification 
for the interference and how the right to privacy compares with other competing rights 
in a relative sense.

Privacy versus freedom of expression
A common situation where the balancing act needs to be performed is during press and 
media reporting of news stories, when the right to freedom of expression, crystallised 

3 ‘The Right to Privacy’, Samuel D. Warren; Louis. D. Brandeis, Harvard Law Review, Vol. 4, No. 5 (Dec. 15, 1890), pp 193–220.
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by Article 10 of the ECHR, competes with the right to privacy. There have been countless 
court cases about this, often concerning celebrities,4 sportspeople5 and royalty,6 and 
they will never end. The phone-hacking scandal, which led to the Leveson Inquiry 
and the closure of the News of the World newspaper, as well as the prosecution and 
imprisonment of various people in the newspaper industry, illustrates the damage that 
can be done when the exercise of the right of freedom of expression fails to have regard 
to the balancing act.

Privacy versus security and law enforcement
Security and law and enforcement agencies override the right to privacy in the interests 
of national security, public safety, the prevention of disorder and crime and related 
public interests encapsulated by Article 8.2. Again, the balancing act must be performed 
and as with the case of freedom of expression, this has generated countless court cases 
and scandals. Examples of the subject matter that has been litigated over include 
automated facial recognition trials,7 the DNA database8 and long-term retention of 
criminal records.9

Privacy versus public health
The COVID-19 pandemic that began in 2020 brings the balancing act between privacy 
and other interests right up to date. In the interests of public health, the right to a family 
life was curtailed by governments all around the world in the most unprecedented ways, 
through lockdowns and social distancing rules that prevented people from coming 
together in family groups except in limited bubbles. Contact tracing apps, which process 
infection information in the context of interactions between people as measured by 
Bluetooth signals from smartphones, and vaccine passports, which intend to distinguish 
between people deemed to be of good health and those who are potentially not, involve 
processing operations that engage with the very essence of privacy. The complexity of 
the balancing acts involved are enormous and, presumably, part of the long-term legacy 
of the pandemic will include court cases about these interferences with privacy.

WHAT ELSE SHOULD BE PROTECTED?

So, if privacy is just a component of data protection, what else is covered? This is an 
essential question for controllers and processors, because it is impossible to achieve 
legal compliance without a clear understanding of the nature of the legal obligations 
that must be satisfied.

4 For example, Campbell v. Mirror Group Newspapers Ltd (2004) UKHL 22, which concerned news reporting about Naomi 
Campbell’s attendance at an addiction clinic. 

5 Flitcroft v. Mirror Group Newspapers Ltd (2002) EWCA Civ 337, which concerned reporting about a footballer’s sex life.

6 HRH Duchess of Sussex v. Associated Newspapers Ltd (2021) EWCH 273 (Ch), which concerned reporting about Meghan 
Markle’s correspondence.

7 R (Bridges) v. Chief Constable of South Wales Police & Others (2020) EWCA Civ 1058.

8 S. and Marper v. UK (2008) ECHR 30567/00 and 30566.04.

9 M.M. v. UK (2012) ECHR 24029/07.
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Protecting fundamental rights and freedoms (‘human rights’)

Amplifying the title of the legislation, Article 1.2 of the GDPR states that the focus of 
protection is the ‘fundamental rights and freedoms of natural persons and in particular 
their right to the protection of personal data’. Collectively these rights and freedoms are 
commonly referred to as ‘human rights’.

The protection of human rights has a historical lineage that traces back to the Universal 
Declaration of Human Rights, which was proclaimed by the United Nations General 
Assembly in 1948, following the horrors of the Second World War. The Universal Declaration 
was followed by the adoption of the European Convention on Human Rights in 1950.10 The 
Charter of Fundamental Rights of the European Union provides the most recent statement 
of these rights and freedoms, which fall into six core categories, namely Dignity, Freedom, 
Equality, Solidarity, Citizens’ Rights and Justice. The right to privacy is just one of these 
rights. Table 1.2 provides a full list of what is protected by the EU Charter. Data protection 
risk management needs to take account of risks to all these rights and freedoms.

Table 1.2 Charter of fundamental rights of the EU

Title I – Dignity 1.  Human dignity

2.  Right to life

3.  Right to the integrity of the person

4.   Prohibition of torture and inhuman or degrading treatment or 
punishment

5.  Prohibition of slavery and forced labour

Title II – Freedom 6.  Right to liberty and security

7.  Respect for private and family life

8.  Protection of personal data

9.  Right to marry and right to found a family

10. Freedom of thought, conscience and religion

11. Freedom of expression and information

12. Freedom of assembly and of association

13. Freedom of the arts and sciences

14. Right to education

15.  Freedom to choose an occupation and right to engage in work

16. Freedom to conduct a business

17. Right to property

18. Right to asylum

19. Protection in the event of removal, expulsion or extradition

(Continued)

10 The full title is ‘The Convention for the Protection of Human Rights and Fundamental Freedoms’.
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Table 1.2 (Continued)

Title III – Equality 20. Equality before the law

21. Non-discrimination

22. Cultural, religious and linguistic diversity

23. Equality between women and men 

24. The rights of the child

25. The rights of the elderly

26. Integration of persons with disabilities

Title IV – 
Solidarity 

27.  Workers’ right to information and consultation within the 
undertaking

28. Right of collective bargaining and action

29. Right of access to placement services

30. Protection in the event of unjustified dismissal

31. Fair and just working conditions

32.  Prohibition of child labour and protection of young people at 
work

33. Family and professional life

34. Social security and social assistance

35. Health care

36. Access to services of general economic interest

37. Environmental protection

38. Consumer protection

Title V – Citizens’ 
Rights

39.  Right to vote and to stand as a candidate at elections to the 
European Parliament

40.  Right to vote and to stand as a candidate at municipal 
elections

41. Right to good administration 

42. Right of access to documents 

43. European Ombudsman

44. Right to petition 

45. Freedom of movement and of residence

46. Diplomatic and consular protection 

(Continued)
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Table 1.2 (Continued)

Title VI – Justice 47. Right to an effective remedy and to a fair trial 

48. Presumption of innocence and right of defence 

49.  Principles of legality and proportionality of criminal offences 
and penalties 

50.  Right not to be tried or punished twice in criminal 
proceedings for the same criminal offence 

It is worth spending a few moments with Table 1.2. It is only by recognising the vastness 
of human rights that the true significance of data protection can be understood. Thinking 
about this in an operational sense, the challenge that data protection presents to those 
who are regulated is truly awesome. Somehow, they must understand what all these 
rights mean and then give effect to them in practice. It is only when the extent of the 
challenge is recognised that the regulated party can begin to understand the real nature 
of the legal and operational risks that must be addressed. 

Protecting the free movement of personal data (data flows, transfers  
and shares)

The second aim of data protection is the maintenance of the free movement of personal 
data between people, organisations and countries, due to the societal and economic 
imperatives that are involved in data sharing. Data can flow in many ways, but it breaks 
down into three core categories:

 y when information is obtained from people or returned to them;

 y when information is transferred between data users;

 y when information is transferred between these actors in different countries.

Human rights considerations will stand in the way of free movement if this is not done 
proportionately and in accordance with clear legal rules.

Therefore, to maintain confidence in data flows, transfers and shares, European data 
protection law sets a high bar for what must be achieved before and after these activities, 
so that personal data are protected at a high level wherever they may go. Through this 
approach, human rights concerns will not stand in the way of free movement that meets 
the law’s standards.

All these situations are regulated by the GDPR.

THE PROTECTED ACTIVITIES

As already mentioned, data protection is concerned with the processing of personal 
data.

9
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Protecting processing

The definition of processing is contained in A.4.2 of the GDPR (see GDPR A.4.2 – Definition 
of ‘processing’ box). As the definition shows, it covers a huge amount of ground, from 
the initial collection of personal data through to their ultimate destruction, deletion, or 
de-personalisation. In other words, processing means the entire data handling life cycle.

GDPR A.4.2 – Definition of ‘processing’

‘Processing’ means any operation or set of operations which is performed on 
personal data or on sets of personal data, whether or not by automated means, 
such as collection, recording, organisation, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, restriction, erasure or 
destruction.

Protecting personal data undergoing processing

GDPR A.4.2 – Definition of ‘personal data’

‘Personal data’ means any information relating to an identified or identifiable 
natural person (‘data subject’); an identifiable natural person is one who can be 
identified, directly or indirectly, in particular by reference to an identifier such as a 
name, an identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, cultural 
or social identity of that natural person.

The protected subject matter is personal data (see GDPR A.4.2 – Definition of ‘personal 
data’ box). Personal data means any information relating to an identified or identifiable 
natural person. Natural persons are living human beings, whom the law calls ‘data 
subjects’, not the deceased, nor companies, public authorities, or other organisations. 

A person will be identifiable if they can be identified directly or indirectly from data. For 
example, if data include a person’s name, they will be directly identifiable, but if data 
simply refer to an unnamed person’s activities at a particular moment in time, they may 
be indirectly identifiable. Table 1.3 illustrates some of the ways in which a person can 
be identifiable.

Table 1.3 Elements within the concept of identifiability

Directly identifiable  y Name

 y Address

 y Phone number

(Continued)10
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Table 1.3 (Continued)

 y Email address

 y Employment data

 y Financial data

 y Medical details

 y Education details

Indirectly identifiable  y Car registration number

 y Passport

 y National Insurance number

 y Biometric data, such as fingerprints

Online identifiers – these are the 
electronic footprints that are left 
when people engage in online 
activities

 y Internet protocol (IP) addresses

 y Cookie identifiers

 y MAC addresses

 y Advertising IDs

 y Pixel tags

 y Account handles

 y Device fingerprints

Special category data (or ‘sensitive personal data’)

Special category data are types of personal data the processing of which poses 
heightened risks to the rights and freedoms of individuals, meaning that special care 
needs to be taken during their collection, handling and use. Sometimes referred to as 
‘sensitive personal data’, they are defined in GDPR A.9.1 as:

 y personal data revealing racial or ethnic origin;

 y personal data revealing political opinions, religious or philosophical beliefs, or 
trade union membership;

 y genetic data;

 y biometric data, where they are processed for the purpose of uniquely identifying 
a natural person;

 y data concerning health;

 y data concerning a person’s sex life or sexual orientation.

The GDPR’s starting point is that the processing of special category data is prohibited. The 
ban will not apply, however, if one of the conditions in A.9.2 is satisfied. Those conditions 
are often referred to as ‘the lawful bases of processing’. The data protection principles 
include a requirement that processing of personal data shall be lawful. One of the 
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concepts within the idea of lawfulness is that processing should satisfy one of the lawful 
bases of processing, which means those set out in A.9.2 for special category data.11 

Data relating to criminal convictions and offences are just as sensitive as special 
category data, but these fall within GDPR A.10 (and the Law Enforcement Directive, 
which is discussed below).

THEMATIC PRIORITIES OF DATA PROTECTION, TRENDS AND HOT TOPICS – 
SUPPORTING A RISK-BASED APPROACH

The GDPR embraces a risk-based approach to processing activities, whereby controllers 
and processors have to consider risks both to themselves and to data subjects and take 
appropriate steps to mitigate those risks. The Information Commissioner, who is the UK 
data protection regulator, takes a similar approach to enforcement of the law.

Controllers and processors can be assisted with the development of a risk-based 
approach by taking account of the thematic priorities, trends and hot topics that are 
revealed within regulatory guidance and enforcement actions, court proceedings, 
compensation claims, news and media reports and the consensus of professional 
opinion. Illustrative examples are set out below. 

AdTech and cookies

AdTech, which includes the use of cookies, has been a persistent concern of data 
protection regulators and privacy activists, due to it involving problems with 
transparency, consent, sharing of data and international transfers. However, we are yet 
to see a concerted clampdown by the data protection regulators. 

This does not mean that organisations can treat AdTech and cookies as risk-free 
endeavours. There has been very high-profile litigation about this subject, which 
includes the Planet49 (2019)12 case in the Court of Justice of the EU (CJEU) and Vidal-
Hall v. Google (2015)13 and Lloyd v. Google (2019)14 in the UK. In late May 2021 the famous 
privacy activist organisation NOYB issued press statements heralding the launch of a 
campaign against non-compliance.

There is another story to be told of ‘micro’ compensation claims being made against 
businesses in increasing numbers by data subjects for non-compliant use of cookies. 
These claimants, who understand the impacts of ‘nuisance claims’ that cost more to 
defend that they do to settle, make demands for a relatively low sum of money, knowing 
that most website operators will not have the appetite to go to court. Due to the size 
of the problem and the size of the class of people affected, these claims are likely to 
increase in volume against organisations that fail to address non-compliance.

11 See GDPR A.6 for the lawful bases for processing non-special category personal data.

12 Bundesverband der Verbraucherzentralen und Verbraucherverbände – Verbraucherzentrale Bundesverband e.V. v. Planet49 
GmbH (2019) C-673/17.

13 Vidal-Hall v. Google Inc. (2015) EWCA Civ 311.

14 Lloyd v. Google (2019) EWCA Civ 1599.
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Advanced technology and data processing techniques

While the GDPR recognises the importance of regulating paper files, most of the risks 
of data protection are found in the automated processing environment, so whenever 
significant leaps forward are made in technology and processing techniques, it can 
be expected that adverse scrutiny will not be long behind, by the regulators, privacy 
activists and civil society organisations. 

The priority that the law places on regulatory supervision of technology is illustrated by 
the Information Commissioner’s Technology Strategy 2018–2021.15 

Information Commissioner’s Technology Strategy 2018–2021

Technology is driving changes to the societal, political, legal and business 
environment that the Information Commissioner’s Office (ICO) needs to regulate. 
The most significant data protection risks to individuals are now driven by the use 
of new technologies. The risks are broad – from cyber-attacks to the growth of 
artificial intelligence and machine learning.

Advanced surveillance

Worries about computer-powered surveillance techniques provided part of the original 
motivation for the development of the data protection principles in the late 1960s and 
early 1970s. Edward Snowden’s disclosures in 2012 about mass surveillance by the 
intelligence agencies revealed the extent of the problem in modern times, triggering 
countless legal actions about privacy interference, including the Schrems I (2015)16 and 
Schrems II (2020)17 litigation in the CJEU about the EU–US international data transfers 
regime. Litigation about automated facial recognition provides another example of the 
nature of the concern. 

Surveillance is not the preserve of intelligence agencies and law enforcement agencies, 
however; it is part and parcel of everyday life and ordinary business, including in the 
workplace. The world of AdTech is a surveillance system and this is used routinely by 
businesses, public authorities and other organisations within their online ecosystems. 
The Internet of Things (IoT) includes many examples of processing activities that fall 
under this umbrella, such as the connected vehicle and virtual voice assistant examples 
given below. The response to the COVID-19 pandemic has triggered concerns about 
surveillance, due to the use of contact tracing apps and proposals for vaccine certificates. 
It has been often said that we are ‘sleepwalking into a surveillance society’. The adoption 
of surveillance activities in business has been termed ‘surveillance capitalism’.18

15 https://ico.org.uk/media/about-the-ico/documents/2258299/ico-technology-strategy-2018-2021.pdf 

16 Maximilian Schrems v. Facebook Ireland Limited (2015) C-498/16.

17 Data Protection Commissioner v. Facebook Ireland Limited and Maximillian Schrems (2020) C-311/18.

18 The Age of Surveillance Capitalism. The Fight for a Human Future at the New Frontier of Power, Shoshana Zuboff, Profile 
Books, 2019.
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Artificial intelligence

Progress in artificial intelligence (AI) and machine learning (ML) continues to leap 
forward. This has prompted the Information Commissioner’s Office (ICO) to develop 
policy on auditing these systems and the EU to propose a new regulation on AI. Central 
to the reason for regulatory engagement is that AI provides unprecedented potential for 
automated decision making that impacts individuals, without the checks and balances of 
human intervention. GDPR A.22, which concerns the prohibition on automated decision 
making, engages directly with this area. 

Automated facial recognition

In the Bridges (2020)19 case, the Court of Appeal held that an automated facial recognition 
(AFR) trial was unlawful, due to defects in the policy and risk assessment framework 
surrounding it. This teaches us the importance of taking care with these elements of 
compliance whenever the roll-out of new data protection technologies is contemplated.

Another concern about AFR is that the algorithms may have discriminatory effects due 
to disparities in false positives between people of different ethnic groups and gender. 
This reminds us that data protection is concerned about more than privacy, as equality 
issues fall within the scope of the human rights that the law is designed to protect.

Connected vehicles

Connected vehicles are akin to smartphones on wheels, involving myriad data 
protection risks. Some of them are identified in guidance published by the European 
Data Protection Board (EDPB) in 2020.20 They include potential for bodily harms, due 
to road safety risks; the processing of location data; information asymmetry, in the 
sense that the person who receives data protection transparency information, that is, 
the vehicle owner, may not be the driver; problems with managing consents, due to the 
highly complex and technical environment of the connected vehicle ecosystem, which 
includes many different actors; and problems with excessive data collection. In April 
2021 the UK government announced that ‘self-drive’ cars would be allowed on UK roads 
before the end of the year and the pace of data protection concern is likely to accelerate 
proportionate to the speed of roll-out.

Children

Children are afforded special protection within the law. The UN Convention on the 
Rights of the Child illustrates this point, as does the fact that there are Children’s 
Commissioners in the UK. Not surprisingly, the GDPR and the UK Data Protection Act both 
make provision for the special interests of children. For example, the rules on legitimate 
interests processing in GDPR A.6.1.f specifically call out the need for controllers to pay 
attention to the rights and freedoms of children when they perform their balancing 
assessments. A.8 requires parental consent for the provision of information society 
services to children. The transparency rules in A.12 require that this information is 
suitable for children. A.57 requires the national regulators to pay specific attention to 
children’s interests.

19 R (Bridges) v. Chief Constable of South Wales Police & Others (2020) EWCA Civ 1058. 

20 https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_202001_connected_vehicles_v2.0_adopted_en.pdf
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As far as the UK Data Protection Act is concerned, s.121 requires the Information 
Commissioner to publish an age-appropriate design code (see the box below) that 
‘contains such guidance as the Commissioner considers appropriate on standards 
of age-appropriate design of relevant information society services which are likely 
to be accessed by children’. This code21 was published in September 2020 and came 
into effect in September 2021. It contains 15 standards that the controllers of online 
services targeted at children need to take account of. Failure to comply with the code 
can constitute evidence of non-compliance with the law.

Age-appropriate design code – executive summary

Children are being ‘datafied’ with companies and organisations recording many 
thousands of data points about them as they grow up. These can range from 
details about their mood and their friendships to what time they woke up and 
when they went to bed.

Cybersecurity

In their 2017–2021 workplan, the Information Commissioner’s Office described a goal to 
be ‘an effective and knowledgeable regulator for cyber related data protection matters’. 
This reflected the general and rising concerns about cybersecurity in the economy. 
Unsurprisingly, the largest fines imposed by ICO since the introduction of the GDPR 
have been concerned with cyber-related personal data breaches (£20m and £18.4m 
respectively, in October 202022). Cyber-related problems are also of great interest to the 
compensation claims industry (claims management companies, claimant law firms and 
litigation funders), due to providing an ideal focus for group litigation.

Data subject rights – timetable breaches

Data subject rights provides a very fertile source for compensation claims, due to 
the prescriptive nature of the law’s requirements and the very strict timetables for 
compliance. Data subject access requests (DSAR) need to be answered within one 
month, which is subject to a maximum extension of two months in complex cases. 
Once a deadline is breached, all the ingredients are in place to enable the data subject 
to claim distress, which is compensatable (these cases are already forming part of the 
‘micro’ claim environment, discussed above).

Democracy

Surveillance by governments and public authorities forms part the ‘Big Brother’ concern 
that has always existed at the heart of data protection law. Therefore, any use of data 

21 Age Appropriate Design: a code of practice for online service, The Information Commissioner’s Office. https://ico.org.
uk/media/for-organisations/guide-to-data-protection/key-data-protection-themes/age-appropriate-design-a-code-of-
practice-for-online-services-2-1.pdf 

22 See ICO Monetary Penalty Notices imposed on British Airways plc and Marriott International Inc, respectively.
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processing techniques to undermine democracy will always be treated very seriously 
by the law. This is illustrated by the Cambridge Analytica scandal, where millions of 
social media users’ personal data were used for political advertising during the 2016 
US presidential election. It was also suspected that the 2016 Brexit referendum was 
impacted, although this charge was later dismissed by the ICO. The ICO’s investigation 
into ‘Democracy Disrupted’23 helps to illustrate how seriously negative impacts of data 
processing on democracy are viewed. The UK government’s Online Harms Bill white 
paper, published in December 2020, provides more evidence of the degree of concern.

HR problems

HR data protection problems often surface within a situation of adversity, such as when 
a person is being dismissed for misconduct or for redundancy, or where they perceive 
that they have been unfairly treated in breach of equality legislation or anti-victimisation 
legislation. These cases have significant potential to lead to problems of both regulatory 
enforcement and litigation. Factors that add to the risks include a unionised workplace 
and the presence of ‘no win, no fee’ legal services. In a landmark case in 2020, a German 
data protection regulator imposed a €35.3m fine24 on a well-known international clothing 
retailer, for HR practices that infringed the GDPR’s rules on transparency, retention 
and sharing. Data subject access requests are now regularly used in HR situations, as 
workers seek to obtain evidence to pursue grievances and legal remedies.

International transfers

Following the judgment of the CJEU in the Schrems II (2020) case, which held that 
the Privacy Shield scheme for transferring personal data from the EU to the US was 
unlawful, many businesses received inquiries from privacy activists, compensation 
claimants and customers about their systems and operations governing the transfers 
of personal data to the US and other countries outside Europe. In tandem with this, 
the EDPB25 and the European Commission issued new regulatory guidance and new 
standard contractual clauses. It is likely that these regulatory advances will provide new 
sources of challenge for multinationals and data exporters. 

Privacy and electronic communications (‘ePrivacy’)

The ePrivacy framework, which covers issues such as the security of publicly available 
communications services, the confidentiality of communications, the use of traffic and 
location data and direct marketing, involves many issues of utmost concern in the data 
protection field. The ePrivacy framework is contained in the Privacy and Electronic 
Communications Directive (PEC), which is given effect in the UK by the Privacy and 
Electronic Communications Regulations (PECR).

23 https://ico.org.uk/media/action-weve-taken/2259369/democracy-disrupted-110718.pdf 

24 See details of H&M fine, on EDPB website: https://edpb.europa.eu/news/national-news/2020/hamburg-commissioner- 
fines-hm-353-million-euro-data-protection-violations_en

25 https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_recommendations_202002_
europeanessentialguaranteessurveillance_en.pdf and  
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_recommendations_202001_ 
supplementarymeasurestransferstools_en.pdf
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Key points to note include:

 y Direct marketing by telephone, email and SMS can be both highly intrusive and 
annoying, so these activities are a constant source of complaints from recipients, 
regularly triggering claims for compensation and regulatory investigations and 
inquiries. The AdTech issue has already been noted.

 y The surveillance risks that the use of electronic communications networks and 
services involve are of the highest order of magnitude. 

 y The use of connected devices over these networks and services can enable a 
person to be geo-tracked and located anywhere in the world.

 y The activities regulated by the ePrivacy framework are considerable contributors 
to profiling.

These are just some of the reasons why ePrivacy is considered to be one of the most 
sensitive issues in data protection.

Profiling

Profiling is any form of automated processing of personal data that evaluates personal 
characteristics of people. Examples within the definition in GDPR A.4.4 are analysing 
and predicting aspects of a person’s performance at work, their economic situation, 
health, personal preferences, interests, reliability, behaviour, location or movements. 
Profiling can be used to support automated decision making, in which case A.22 will 
apply if the decision produces legal effects for the person who is profiled, or similar 
significant effects. 

Due to its intrusive nature, its increasingly common use in society and the role it can 
play in automated decisions, profiling is a topic of utmost concern in the field of data 
protection. Examples of profiles include credit files and targeted advertising based on 
online behaviours. Profiling has also been used for wholly unlawful purposes, such 
as happened in the Consulting Association26 case that came to light in 2009, which 
concerned the use of profiles to ‘blacklist’ construction site workers. Otherwise 
legitimate activity, such as policing, can be rendered unlawful through the misuse of 
profiles, as happened in the Gangs Matrix case, where the Information Commissioner 
served an enforcement notice in 2018.

Virtual voice assistants

The EDPB published guidance on virtual voice assistants (VVAs) in 2021.27 Illustrative 
concerns noted by the guidance include the extent of their integration into IoT devices, 
ranging from smartphones to connected vehicles, smart TVs and smart speakers. The 
main beneficiaries of VVAs can include people with disabilities, whose rights need 
enhanced protection; they are used to process sensitive data, such as health data 
queries during the COVID-19 pandemic; they utilise AI and ML techniques; there is a 
wide array of actors involved in the execution chain; they may capture personal data by 

26 Firm ‘sold workers’ secret data’, BBC News, 6 March 2009.

27 https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_022021_virtual_voice_assistants_adopted- 
public-consultation_en.pdf 
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accident; they can constitute a user’s terminal equipment, thereby triggering the special 
rules on cookie consent within PEC; they involve pluralities of data types, data subject 
and data processing; and transparency requirements may be hard to deal with.

CORE LAW

Data protection law is found in many places, ranging from legislation through to judicial 
decisions and regulatory guidance and enforcement activities.

The UK Data Protection Act and its relationship to the GDPR and other EU law

The GDPR must be read alongside the UK Data Protection Act 2018 (UK DPA). The main 
points are:

 y Although the GDPR had direct effect in EU countries from 2016 (i.e. it did not 
require the EU Member States to pass their own national laws to implement it), it 
left many elements of the law to the Member States to flesh out, particularly as 
concerned legal exemptions. The UK DPA did that job.

 y The EU adopted the Law Enforcement Directive28 (LED) alongside the GDPR, but it 
needed national implementing laws to bring it into effect. The UK DPA did that job.

 y The GDPR does not apply to the processing activities of the intelligence agencies. 
However, the UK DPA has applied the GDPR to those organisations.

 y The EU is currently updating PEC and depending on how that process concludes 
and due to Brexit, it might provide the first occasion for substantive divergences to 
emerge between the UK and EU legal frameworks.

Table 1.4 shows how these laws link together.

Table 1.4 Direct sources of data protection law – main legislation

Area of law EU version UK version

Overarching protection 
framework

The GDPR

Regulation (EU) 2016/679 
of the European 
Parliament and of the 
Council of 27 April 2016 on 
the protection of natural 
persons with regard to the 
processing of personal 
data and on the free 
movement of such data 

Data Protection Act 2018

As modified and applied 
by secondary legislation

(Continued)

28 Directive 2016/680.
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Table 1.4 (Continued)

Modified data protection 
framework for privacy and 
electronic communications 

The Privacy and Electronic 
Communications Directive

Privacy and Electronic 
Communications (EC 
Directive) Regulations 
2003 (as amended).

Modified data protection 
framework for police and 
law enforcement data 
processing 

The Law Enforcement 
Directive:

Directive (EU) 2016/680 
of the European 
Parliament and of the 
Council of 27 April 2016 
on the protection of 
natural persons with 
regard to the processing 
of personal data by 
competent authorities 
for the purposes of the 
prevention, investigation, 
detection or prosecution 
of criminal offences or 
the execution of criminal 
penalties, and on the free 
movement of such data, 
and repealing Council 
Framework Decision 
2008/977/JHA

UK Data Protection Act, 
Part 3

The Data Protection Convention 1981

The EU has not always been the dominant source of pan-European data protection 
law. Before the adoption of the Data Protection Directive in 1995, the dominant source 
was the Council of Europe, which began the journey towards a harmonised set of data 
protection principles for Europe with the adoption of its resolutions in 1973 and 1974. 
This led to the adoption of the Data Protection Convention in 1981, which is sometimes 
called Convention 108.29 The UK is still a member of the Council of Europe (this has not 
been affected by Brexit).

The UK Data Protection Act 1984 was passed to give effect to the country’s obligations 
under the Convention. That Act was repealed and replaced by the UK Data Protection 
Act 1998, which was passed to give effect to the requirements of the Data Protection 
Directive 1995. The Convention was modernised in 2018, so this is now the latest piece 
of pan-European data protection law in the 50-year history.

29 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, 1981.
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The UK Data Protection Act 2018 continues to give effect to the UK’s obligations under 
the Convention. Due to the overlap between the GDPR and the Convention (in effect, the 
rules in the Convention can be considered to be subsumed by the rules within the GDPR), 
the Act refers to the Convention only in the context of the Information Commissioner’s 
functions as they concern international cooperation, such as where the Commissioner 
may need assistance from other regulators abroad to help UK data subjects who are 
affected by foreign data processing.

Regulatory guidance and decisions

Although it is a very detailed piece of legislation, the GDPR does not provide an exhaustive 
account of every single issue that arises in the field of data protection. Therefore, as well 
as leaving it to the Member States to fill in the gaps, this function is also performed by 
the European Data Protection Board and the national regulators such as the Information 
Commissioner, who issue regulatory guidance and perform supervisory roles. 

The UK is no longer part of the EDPB or subject to its guidance, nor is it bound by 
any decisions of the national regulators in the EU, but the technical position in law 
is somewhat different to the position in practice, in the sense that the guidance and 
decisions of the EDPB and the EU national regulators currently do have significant 
influence in the UK. This is probably going to be the case for many years to come, or 
until such time that the UK’s path diverges in a fundamental way so as to leave the 
EU position irrelevant. Therefore, we refer to EU regulatory guidance and decisions 
throughout this book, to help readers with their understanding of the topic.

Court judgments

Likewise, because of the need to fill the gaps in the legislation, judgments of the CJEU 
are likely to continue to be highly influential in the UK. Therefore, we refer to recent 
landmark judgments, such as those on international transfers of personal data (i.e. the 
Schrems I (2015) and Schrems II (2020) cases), the use of cookies (i.e. the Planet49 (2019) 
case) and the use of social media plugs (i.e. the Fashion ID (2019)30 case). Despite Brexit, 
CJEU court decisions made pre-IP Day still form part of UK law, although legal rules 
allow the UK to depart from them in various situations. 

The provisions of the European Convention on Human Rights, which was adopted by 
the Council of Europe in 1950,31 are justiciated by the European Court of Human Rights 
(ECtHR). The Human Rights Act 1998 gives effect to the ECHR in the UK and it requires 
our domestic courts to take account of any relevant judgment, decision, declaration, or 
advisory opinion of the ECtHR whenever a human rights issue arises in proceedings. The 
ECtHR has issued more than 100 judgments on data protection issues.32

Of course, judgments of the UK courts form a direct part of the law in this country. 

30 Fashion ID GmbH & Co.KG v. Verbraucherzentrale NRW eV (2019) C-40/17.

31 The full title is ‘The Convention for the Protection of Human Rights and Fundamental Freedoms’.

32 Case Law of the European Court of Human Rights Concerning The Protection Of Personal Data, (2018) 15 June 2018.
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Related law

There are many other pieces of legislation with direct and indirect impact on data 
protection. These include the Investigatory Powers Act 2016 (IPA) and the Digital 
Economy Act 2017. There is also the cybersecurity framework, represented by the 
Network and Information Security Directive (NIS) in the EU and the equivalent UK 
regulations. Table 1.5 provides examples of other legislation that can impact the 
operationalising or interpretation of data protection law.

Table 1.5 Other legislation that impacts on data protection (examples)

Investigatory 
Powers Act 
2016 

 y This UK legislation provides a key part of the country’s legal 
framework for surveillance.

 y The title of the Act describes its purpose:

‘An Act to make provision about the interception of 
communications, equipment interference and the acquisition 
and retention of communications data, bulk personal datasets 
and other information; to make provision about the treatment 
of material held as a result of such interception, equipment 
interference or acquisition or retention; to establish the 
Investigatory Powers Commissioner and other Judicial 
Commissioners and make provision about them and other 
oversight arrangements; to make further provision about 
investigatory powers and national security; to amend sections 
3 and 5 of the Intelligence Services Act 1994; and for connected 
purposes.’

 y Due to the fact it is a surveillance regime, the IPA was a material 
issue within the EU’s assessment of the UK’s adequacy under A.45 
(international data transfers based on an adequacy decision).

Digital 
Economy Act 
2017

 y Part 5 of this UK legislation is titled ‘Digital Government’ and 
it enables processing, including data sharing, to take place to 
improve public services; to reduce debt owed to public services; 
to reduce fraud against public services; and for research and 
statistics purposes. 

 y Businesses working in gas, electricity, water and sewerage can be 
required to disclose information about their customers to public 
authorities. 

 y The Information Commissioner’s Office has used its audit powers 
to assess data processing and sharing under this Act.

NIS Directive 
and UK 
Regulations 
(Cyber 
Security)

 y The Network and Information Security Directive and Regulations 
contain a framework for the development of national cybersecurity 
plans and implementing measures.

(Continued)
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Table 1.5 (Continued)

 y They also place security and breach reporting obligations on 
operators of essential services (in the energy, transport, health and 
water sectors) and on providers of digital infrastructures (top level 
domain name registries and domain name service providers) and 
digital service providers (cloud, online marketplaces, online search 
engines).

 y The EU and UK NIS regimes are currently under revision.

Draft EU AI 
Regulation

The focus of this draft regulation is summarised in this explanatory 
text:

‘This explanatory memorandum accompanies the proposal for a 
Regulation laying down harmonised rules on artificial intelligence 
(Artificial Intelligence Act). Artificial Intelligence (AI) is a fast-
evolving family of technologies that can bring a wide array of 
economic and societal benefits across the entire spectrum of 
industries and social activities. By improving prediction, optimising 
operations and resource allocation, and personalising service 
delivery, the use of artificial intelligence can support socially and 
environmentally beneficial outcomes and provide key competitive 
advantages to companies and the European economy. Such 
action is especially needed in high-impact sectors, including 
climate change, environment and health, the public sector, 
finance, mobility, home affairs and agriculture. However, the same 
elements and techniques that power the socio-economic benefits 
of AI can also bring about new risks or negative consequences for 
individuals or the society. Considering the speed of technological 
change and possible challenges, the EU is committed to strive for 
a balanced approach. It is in the Union interest to preserve the EU’s 
technological leadership and to ensure that Europeans can benefit 
from new technologies developed and functioning according to 
Union values, fundamental rights, and principles.’

Draft EU 
Digital 
Operations 
Resilience Act 
(DORA)33

This draft regulation proposes to introduce a new cybersecurity 
framework for financial services. The explanatory text sets out the 
objectives:

‘It is therefore necessary to put in place a detailed and 
comprehensive framework on digital operational resilience for EU 
financial entities. This framework will deepen the digital risk  
management dimension of the Single Rulebook. It will enhance 
and streamline the financial entities’ conduct of ICT risk 
management, establish a thorough testing of ICT systems, increase 
supervisors’ awareness of cyber risks and ICT-related incidents 
faced by financial entities, as well as introduce powers for financial

(Continued)

33 Proposal for a Regulation of the European Parliament and of the Council on digital operational resilience for the 
financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014 and (EU) No 
909/2014 COM/2020/595 final.
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Table 1.5 (Continued)

supervisors to oversee risks stemming from financial entities’ 
dependency on ICT third-party service providers. The proposal will 
create a consistent incident reporting mechanism that will help 
reduce administrative burdens for financial entities and strengthen 
supervisory effectiveness.’

DATA PROTECTION PENALTIES AND LITIGATION

The fact that data protection is required by law and the fact that it is designed to protect 
human rights and to advance wider societal and economic goals should be enough to 
make compliance a critical imperative for the holders and users of personal data, but 
the law recognises that sometimes it takes operational failure, punishment or reputation 
damage to trigger the correct actions. Table 1.6 illustrates some of the financial risks 
that controllers and processors are exposed to due to poor compliance.

Table 1.6 Data protection financial impacts

Fines  y The data protection regulators have powers to impose fines on 
an ‘undertaking’ of up to 4% of their annual worldwide turnover 
in the previous year, or £17.5m/€20m, whichever is the higher. An 
undertaking is an entity engaged in economic activity, that is, a 
business.

 y If an entity is not an undertaking, for example, a public authority, 
the maximum fine is £17.5m/€20m.

Compensation 
in civil claims

 y If an entity is sued for compensation in group litigation, the 
financial exposure could be very large.

 y For example, if group litigation following a personal data breach 
consisting of 10,000 claimants resulted in compensation of £500 
per person, the total damages would be £5m. 

 y Group litigation against an airline in the UK had 16,000 claimants 
(estimated).

 y Group litigation against a retailer in the UK had 9,000 claimants 
(estimated).

Largest GDPR 
fines

The GDPR came into effect in May 2018. Fines are increasing in size 
and frequency. The 10 largest fines are:

1. €50m – Search engine (France)

2. €35.3m – Clothes retailer (Germany)

3. €27.3m – Telecommunications company (Italy)

(Continued)
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Table 1.6 (Continued)

4.  £20m – Airline (UK)

5.  £18.4m – Hotel (UK)

6.  €18m – Post office (Austria)

7.  €17m – Telecommunications company (Italy)

8.  €10.4m – Electronics retailer (Germany)

9.  €10m – Dating site (Norway)

10. €8m – Telecommunications company (Italy)

The regulatory bear market

A bear market, which is the opposite of a bull market, is a time of negative sentiment 
and loss of confidence that leads to negative outcomes. Most often spoken about in 
the context of the financial markets, its negative outcomes include a sustained loss of 
share prices. 

A regulatory bear market displays the same features of negativity, but its special 
characteristics include the situation where all the data protection actors with regulatory 
or quasi-regulatory power feel increasingly negative about the prevailing situation of data 
protection both at large and within specific sectors and segments of data processing.

In the data protection field, the regulators consist of more than the supervisory authorities. 
There are many other actors with regulatory effect, particularly data subjects, who have 
rights to intervene in processing and pursue remedies, and civil society organisations, 
which are represented by ‘privacy activists’ and ‘consumer champions’. Other actors 
in the regulatory bear market include members of the compensation claims industry, 
media commentators, and investors and shareholders.

A regulatory bear market for data protection has developed and it is now capable of 
inflicting real damage on controllers and processors that fail to deliver on the required 
outcomes. As time progresses, we are likely to see the quantum of regulatory fines 
continue to increase in value, more compensation claims and greater reputational 
damage for those organisations that fail to deliver on their duties and obligations. This 
will perpetuate negative sentiment about the state of data protection, encouraging 
ever-increasing amounts of regulatory interventions and financial consequences for 
errant controllers and processors.

SUMMARY 

In conclusion, this chapter gives readers a better understanding of:

 y the breadth of data protection law and how it extends much further than the 
protection of privacy to cover all fundamental rights and freedoms (human 
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 rights) and how it aims to support the sharing of personal data between people, 
organisations and countries;

 y the nature of the activities that the law regulates and protects, namely the 
processing of personal data relating to living individuals;

 y the kinds of ‘hot topics’ that the law and regulation is concerned with and how 
these develop over time;

 y the possible consequences of non-compliance with the law;

 y where the core law is found and where to look for further research and 
understanding.
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